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Preface

The rapid evolution of cyberspace, computing, and communications has given rise
to numerous new applications, services, and business opportunities. Over the past
decade, several advancements of potentially significant benefits have emerged, such
as fog and cloud computing, smart infrastructure systems and environments, Internet
of Things (IoT), collaborative computing, virtual and mixed reality environments, etc.
These systems are often characterized as complex, highly dynamic, and distributed.
As a result, they require efficient, robust, distributed, and cooperative monitoring,
measurement, control, and management for communication and data processing. As
organizations and individuals rely more on these systems, it has become substantially
crucial to maintain their security, trustworthiness, and resilience to attacks. These
issues raise new design and operational challenges that require innovative and creative
sustainable solutions for cyber security and resilience.

For many years, nature has been a magnificent source of inspiration for solving
complex problems. Many computing models and algorithms have been developed
to mimic the operation of natural processes, phenomena, and organisms. Exam-
ples include artificial neural networks, artificial immune systems (AISs), swarm
intelligence, evolutionary computation, deep learning systems, DNA and molecular
computing, quantum computing, amorphous computing, cellular automation, mem-
brane computing, simulated annealing, biomimicry, etc. The characteristics of these
systems offer a plethora of novel methodologies to cope with the emerging cyber chal-
lenges. Several problems have been addressed using these algorithms including, but
not limited to, intrusion and malware detection, intelligent threat detection and traffic
analysis, evolutionary and self-healing security systems, nature-inspired confidential
data protection, cooperative and self-configurable cyber defenses, adaptive resilient
and evolvable security platforms, moving-target defense mechanisms, biomimetics
and digital ants, immunity-based defense systems, deception, and optimization.

The aim of this book is to provide a timely review of the essential fundamen-
tals, latest developments, and diverse applications of nature-inspired algorithms in
cyber security and resilience. The book targets IT professionals, engineers, software
developers and academic educators, graduate students and postdocs in the field of
computing and cyber security. It also targets scientists, engineers, and professionals in
other related disciplines who are interested in exploring nature-inspired applications
in cyber security.

Calls for book chapters have been distributed to selected researchers and educa-
tors based on their contributions to the field. After a thorough peer review of each
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chapter by experts in the field, 16 chapters have been selected. A summary of each
chapter is provided below.

Chapter 1 concentrates on investigating the most notable nature-inspired analo-
gies and metaphors for cyber security. Particularly the authors draw the analogies
between current offensive/defensive techniques in cyber security and nature. Other
less obvious metaphors like nature-based interactions are also analyzed. For exam-
ple, the malware-host scenario found in computer science is shown to have many
resemblances to the parasite-host scenario found in nature.

Chapter 2 reviews the basics of evolutionary theory that shapes the algorithms
formed in nature. Then, it discusses how these types of emergent designs can provide
insight into human-designed systems. The authors considered a handful of real-world
cases in cyber security in which nature-inspired algorithms have been employed with
success and look for underlying commonality in the challenges addressed. Most
critically, they explained the properties of systems that suggest a nature-inspired
algorithm might be appropriate and contrasted them with systems in which nature is
unlikely to have produced an algorithm that could compete with a human-designed
solution.

Chapter 3 reviews existing work on different levels of collaboration schemes that
are inspired by nature and examines mutual influences between bioinspired collab-
oration and cyber security. For successful collaboration, it is critical to have proper
mechanisms to search the most eligible and available objects, organize groups with
communication channels between members, and coordinate their collaboration in
order to achieve a common goal. The authors described various impacts of bioinspired
schemes on cyber security and cyber security technologies used to protect bioinspired
collaboration systems. Then, they discussed research challenges on both sides.

Chapter 4 first introduces the main mechanisms of natural immunity: innate vs.
acquired immunity, the discussed concept of self and nonself, as well as the three-
signal model. These mechanisms highlight how a fully decentralized system can
protect an organism against unknown actors, taking the actual damage they generate
into account and memorizing previous aggressions for quicker response. A key insight
into the analysis of the natural immune systems is the idiotypic network model, which
shows how its multi-scale organization ensures the resilience of the immune system:
lymphocytes react together to build a reactive network that is constantly regenerated,
thus maintaining the immune reaction and memory although individual cells live and
die. Understanding the immune properties of natural organisms is the key to leverage
them in artificial systems. The application of these rich principles for building defen-
sive and resilient systems is known as immunoengineering. The main product of this
approach is the AIS and its application to intrusion detection. The first generation of
AIS provides suitable event perceptors for classification of aggressions. The second
generation introduces the concept of danger perception in artificial environments.
An architecture common to most AIS distinguishes between the local layer, at the
environment endpoints, for detection and reaction, a monitoring layer, in gateways
or user machines, for vaccination and user interface, and a control layer, that collects
status, generates metrics, and shares information at a central appliance. In this chap-
ter, the authors summarized the immune properties of artificial organisms and how
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they relate to natural ones. They also presented and discussed the current limitations
of AISs.

Chapter 5 explores four biologically inspired dimensions of network traffic anal-
ysis: (1) macroscale trends across networks, (2) microscale features of endpoints
expressed through their network traffic, (3) mesoscale coordination and organization
that occurs through networks, and (4) natural language constructs that embody key fea-
tures across scales. Specifically, this discussion includes recent advances along each
of these areas including algorithms focusing on, for example, biosequence alignment,
biosequence complexity, genetic algorithms, neural nets and computational learning,
social insect coordination and control, network organization and structure, natural
language constructs, processing, recognition, and cognition. Specific applications in
research and case studies for the above topics are presented and their applicability to
network traffic is illustrated. This chapter also includes a discussion on limitations
of these methods as applied to network traffic and a discussion about possible future
work in this area.

Chapter 6 illustrates the critical role of nature as a source of inspiration to many
successful security and resilience techniques. It starts by a discussion for the moving-
target defense (MtD) as the fundamental concept for diversity, which is the pillar
supporting MtD concept. The authors then discussed different technologies presented
to enable diversity applications across some layers in the OSI (Open Systems Inter-
connection) layer in a top-down approach. They discussed about the driver by listing
the various MtD applications exploiting such technologies to induce diversity for
defense. Then, we discussed various nature-inspired heuristics and artificial intel-
ligence techniques presented across the literature. As a demonstrative example, this
chapter focused on swarm intelligence, genetic algorithms, neural networks, and some
of the other popular techniques. Such techniques are the base driver that controls most
of the smart systems solutions being deployed nowadays.

Chapter 7 provides an insight into bioinspired techniques applying machine learn-
ing and feature extraction in the area of cyber security. The focus is on the fundamental
aspects of the intelligent systems, namely, how relevant information can be extracted
in order to build the knowledge and how then knowledge could be maintained and
represented to solve various cyber security problems. Moreover, this chapter pro-
vides some practical examples and quantitative results to reveal the usefulness of the
presented algorithms to the reader.

Chapter 8 studies and analyzes multilayer-encryption anonymity networks.
Multilayer-encryption anonymity networks aim to enable users to access the Inter-
net without being tracked or traced. To achieve this, the authors use technologies to
resist traffic analysis and network surveillance—or at least making it more difficult.
However, for various reasons—from network operations to security—network packet
and flow analysis have been employed to identify multilayer-encryption anonymity
networks. It also includes a discussion of the usage of traditional and nature-inspired
artificial intelligence and data analytics techniques to classify encrypted anonymity
network traffic.

Chapter 9 explores how nature/bioinspired algorithms are applied in intrusion
detection against different threats and attacks for various networks. First, it gives an
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introduction and in-depth explanation of how the most popular nature/bioinspired
algorithms operate. Both the theoretical and practical concepts are explained and
how these algorithms operate to detect malicious behavior in the context of cyber
security. Then, it includes a selection of the most notable and complete studies
of anomaly detection using nature/bioinspired algorithms in networks and in low-
resources systems such as cyber-physical systems and [oT. The techniques used and the
results produced are discussed next. Finally, future directions on how nature-inspired
algorithms could be applied in detecting anomalies in such systems is presented.

Chapter 10 reviews the evolutionary characteristics found in a new type of social
spambots. The spambot behavior mimics several human-like characteristics and as
a result is able to escape detection counter-measures put in place by social network
providers, users, and state-of-the-art detection algorithms. To cope with this new
threat, recent scientific literature has highlighted the dawning of an emerging and
promising trend of research devoted to perform malicious accounts detection via
global or collective analyses. Inspired by this new research trend, the authors described
a novel, nature-inspired, behavioral modeling technique. Such technique exploits
historic behavioral data of an account, in order to produce a compact and efficient
behavioral representation for such an account. The obtained behavioral representation
is particularly suitable to be compared against other ones, thus supporting efficient
group analyses. An extensive experimental campaign on Twitter supports our
proposal, showing its effectiveness, efficiency, and viability.

Chapter 11 aims to uncover some of the nature-inspired approaches that find
application in social network security. It gives an overview of the different categories
of bioinspired algorithms that can be used for social network analysis such as infor-
mation diffusion, community detection, link prediction, influence maximization, and
rumor detection and also for trust management and enhance the security of these
networks. This chapter also outlines the state-of-the-art nature-inspired techniques
prevailing in social network security, their open challenges and future research direc-
tions in this area. It also aims to explore the scope of novel bioinspired algorithms
for deciphering issues concerned with social network security that are not addressed
by the existing techniques. Since cyberattacks and cyber terrorism are increasing at
an alarming rate, the need for developing algorithms that enhance the secure use of
these networks is of great significance.

Chapter 12 is inspired by the close relationship between diversity of species and
resilience of ecosystems and its application to software diversity security. Due to
the dominant trend of the monoculture software deployment, attackers have taken
high advantages of their existing intelligence using a single attack to more efficiently
compromise other homogeneous system components, such as operating systems,
software packages, and/or hardware packages. In this chapter, the authors developed
a software diversity metric that measures the node’s software diversity based on its
neighbors’ software diversity as well as its own software diversity. In addition, they
used the node’s software diversity to develop percolation-based adaptation strategies
which can increase adaptability of a network under highly hostile, dynamic, and
large-scale network environments. By using the proposed adaptation strategies, they
aimed to achieve the following: (1) maximizing the software diversity of a given
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network based on the developed software diversity metric; (2) maximizing the size
of the giant component, which has been used as a metric to represent the degree
of network resilience (i.e., higher connectivity with more nodes leads to attaining
better resource/service availability); and (3) minimizing adaptation cost caused by
removing or adding edges from an original network to the network that has adapted
by the proposed adaptation strategies (i.e., removing or adding edges) and an intrusion
detection mechanism (i.e., removing all edges of a detected attacker).

Chapter 13 is motivated by the urgent need for secure software to construct new
testing methods inspired by biology to improve current development lifecycles. The
authors connect probability theory with current testing technologies by formulating
feedback-driven fuzzing in the language of stochastic processes. This mathematical
model allows translating deep results from probability theory into algorithms for
software testing. Exploring the full capabilities of the presented model has led to the
application of reinforcement learning methods, which turns out to be a fruitful new
direction in software testing.

Chapter 14 provides an overview of how nature-based solutions can be used
to safeguard critical infrastructures. These infrastructures, such as the smart grid,
are increasingly difficult to manage and secure due to their large scale, distributed
nature, and heterogeneous composition. However, given that problems with similar
characteristics can be found in nature, several nature-inspired solutions have been
developed and, some cases, successfully used as management approaches and cyber
defenses. These include solutions based on the immune system and ant swarms. This
chapter also includes a discussion of future challenges.

Chapter 15 is structured into four parts. After the brief introduction into the
importance of nature-inspired cryptology given above, some background and pre-
liminary information is presented. The central parts cover general ideas (including
classical approaches) and recent developments in nature-inspired cryptography and
cryptanalysis, respectively.

Chapter 16 addresses another problem in cyber security where nature-inspired
methods are widely used to solve complex problems when classical mathematical
ones fail. This problem concentrated on the optimization of access-control schemes
in computer networks. A common example of such problem is the generation of
access-control schemes in databases which use role-based access control (RBAC)
models. This problem was singled out in a separate direction and received the name
“role mining problem.” The problem is NP-complete, and a set of different methods
is offered to solve it. However, none of them can be considered as universal. At the
same time, genetic algorithms, which are one of the most characteristic representa-
tives of nature-inspired methods can be the basis for such universal solutions. The
chapter shows that the generation of access control schemes in computer networks
is a difficult optimization problem which belongs to the class of Boolean matrix
factorization problems. It also suggests using genetic algorithms and offers some
enhancements to significantly increase the speed of the algorithm and accuracy of
decisions. The attained results are generalized in the conclusion, the possible fields
of their application are defined, and the directions of further research are defined.
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To wrap-up, nature is replete with astonishing concepts and methodologies pro-
viding us with frameworks, metaphors, and systems to model and design solutions
for several complex problems in cyber security and resiliency. The field is steadily
growing. Though we attempted to address some important issues and selected topics
in this book, several interesting challenges remain. For instance, how to effectively
and seamlessly integrate and evaluate the nature-inspired computing paradigm within
traditional software engineering methodologies and processes? How to affect gener-
ational learning across bioinspired platforms? How to manage heterogeneity and
handle constraints at large-scale in computing systems? How to design systems to
permanently reverse the asymmetry between cyberattackers and defenders? How to
formulate the theory and essence of the underlying principles and mechanisms at
broader perspectives? How to optimally infuse nature into cyber and vice versa in a
secure and resilient manner?

The Editors,
El-Sayed M. EI-Alfy
Mohamed Eltoweissy
Errin W Fulp
Wojciech Mazurczyk
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Chapter 1

Nature-inspired analogies and metaphors
for cyber security

Elzbieta Rzeszutko' and Wojciech Mazurczyk!

The soaring number, growing complexity and the diversity of network attacks is
overwhelming. The big picture is further affected by the increasing sophistication
of modern malicious software. The observed state of matters call for action. The
security community is urged to seek for other, promising directions which cyber
security research and development should follow. We are currently in a state where
current countermeasures are progressively showing their limitations and are unable
to withstand new waves of threats — consider, for example, the recent plague of
ransomware. It is now time for security professionals and researchers to turn to nature
in the search for inspirations for the next-generation defence systems.

Humankind has an extensive history of benefiting from nature-based inspira-
tions. Many everyday inventions that are today mundane are the result of biomimicry.
Consider, for example, the Velcro which is a fabric hook-and-loop fastener that was
invented by closely inspecting burdock burrs. Success of this and the multitude of
other bio-inspired inventions is not surprising since nature has over three billion years
of experience in the evolution of various types of organisms and adapting them to the
diverse environmental conditions.

In the Internet, it has been already discovered that many current offensive and
defensive solutions (unconsciously) mimic the ongoing arms’ race between vari-
ous species in nature. Moreover, many of the virtual world’s current network attack
schemes have been, in fact, long known. Worms, spam campaigns, botnets, and others,
along with defensive techniques such as firewalls and intrusion detection/prevention
systems (ID/PSs), have been found to have counterparts in nature [1].

Additionally, it must be noted that we had already been on the right path once: the
first generation of cyber security solutions was, in fact, nature-inspired. For example,
the human immune system inspired threat detection based on signature analysis. How-
ever, since then the threats have evolved significantly to make these first-generation
defences obsolete. What is worse, we ceased to follow the biomimicry path — the
countermeasures did not evolve effectively and fast enough. Therefore, in order to
‘survive’, cyber security defences must be adapted, with the aid of nature-based inspi-
ration, to be able to efficiently counter the new threats. Fortunately, the next generation
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of nature-inspired cyber security research is now emerging (see, e.g. the recent detec-
tion systems taking inspiration from ants’ [2] or bees’ behaviour [3]). However, we
also find that the newly achieved developments and knowledge are scattered because
the field lacks a more general framework and a general overview.

Obviously, the mappings from nature to the cyber world will not be faithful
copies as exact mappings are not realistic in practice. Some of the reasons why exact
mappings are not always possible include:

e Many mechanisms and relationships in nature are very complex and not yet
sufficiently understood to correctly map them to the virtual world.

e In nature, individual organisms within a species are replaceable, and death is a
critical driver of evolutionary adaptation, but for many security-critical systems
(e.g. military, utilities and other critical infrastructure), any loss, compromise or
corruption is unacceptable. Honeynets/honeypots may seemingly escape this rule
as they are employed to ‘impersonate’ a real host/network and their compromise
is permissible — for the sake of obtaining knowledge regarding the enemy, but
they are not a target per se. Breach of their security does not result in the loss of
sensitive data.

e The main aim of each organism is to reproduce and survive, whereas comput-
ers/networks have many different goals (specific tasks and functions).

Despite these imperfect mappings, we strongly believe that there are still many
important lessons from nature that can benefit and improve cyber security. Moreover,
if we follow a Sapir—Whorf hypothesis [4], which states that the language has a direct
impact on thoughts, then finding analogies between cyber security and nature with
its accompanying terminology, concepts and solutions can have a tremendous impact
on the way we think about solving cyber security problems.

Nevertheless, drawing inspirations from the organisms’ characteristic features
or defence mechanisms is a must. Considering the pace at which new threats are
evolving it is an even more urging necessity than before.

This chapter will be focused on investigating the most notable nature-inspired
analogies and metaphors for cyber security. Particularly, we first show how inspi-
rations from nature had influenced the history of inventions and then we point out
nature-based systems’ features that are extremely important from the cyber security
perspective. On this ground, we describe cyber security ecology (CSE) in order to
understand better the main actors and their interactions. Next, we review some of
the recent and interesting nature-inspired analogies and metaphors for cyber security
and provide an example of the generalised attack scenario. Finally, the last subsection
concludes this chapter.

1.1 Historical examples of the nature-inspired inventions

Nature and technology are intertwined, sometimes inseparably. Through deliberate
actions or through mere accident, nature’s ways are reflected in the everyday life of
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any human. People have sought inspiration in nature for as long as historical accounts
date back.

A brief glimpse into ancient history gives us the feeling how it must have been
to observe the environment and replicate its mechanisms to solve real-life problems.
Ancient Romans have noticed that trees use resin to seal their wounds and cut off
entrance pathways for pathogens. Resin also prevents decay and reduces the amount
of water stored in the tissues. Not surprisingly, the Romans have put this knowledge
to use. Burial sites in Great Britain reveal that bodies were preserved with resin, and
it was used in ancient medicine as an antiseptic.

Moving even further back in time, to ancient Greece, we can name one other
invention that strikes much resemblance living organisms. It is highly likely that the
antique Archimedes screw pump was inspired by the helical shape of mollusc’s shells.

Sometimes the design process was carried out with the ultimate goal of replicating
nature’s formula for solving a particular problem. This was the case with flying, which
long, fascinated people. Many have attempted to replicate how birds fly, among them
the notable Leonardo da Vinci, but the ones to succeed were the Wright brothers,
who learned the aerodynamics of the wing. In other cases, it was a mere accident that
showed how a phenomenon occurring in nature can be put to use in a completely new
situation. One notable example is how a Japanese engineer, Nakatsu, had tackled the
problem of abrupt pressure changes that the Shinkansen bullet train was undergoing.
He transferred his knowledge of birds and adapted the train engine shape to reflect
that of a kingfisher. Currently, scientists and designers from different fields look
into the ingenuity of nature to find solutions for their challenges. The influence can
be seen from architecture, through product design, medicine, up to more surprising
areas, such as space technology.

The motivation is sometimes for aesthetic reasons, sometimes it is mere prag-
matism that drives the creative process. British architect Laurie Chetwood built his
house to mimic the life cycle of a butterfly [5]. The structure reflects the stages of
development from an egg, through caterpillar, chrysalis, to an adult. It is partly a
work of art, partly a fully functional home. At the other side of the spectrum, there
is the coral reef—inspired housing put forward by Vincent Callebaut in 2011 [6], after
the Haiti earthquake. The modular housing would be self-sustainable and serve as a
replacement for the homes devastated by the 2010 catastrophe. The French architect
mimicked the structure of the coral reef to ensure good ventilation, exposure to sun-
light and ensure low-cost construction. The modules for the building are prefabricated
and joined together to form a coral-like mesh.

Biomimicry is also visible in product design. The most notable example is the
Velcro. George de Mestral replicated in 1941 the burdock burr to create a strong
and easy to use fastener. A more recent example would be the work of Jean-Marie
Massaud who is an unprecedented advocate of organic design. Among his work is
a volcano-shaped sports stadium or a faucet imitating a waterfall. Massaud noticed
that using a water mixer with a wide, waterfall-like stream will decrease the amount
of wasted water.

Yet another field reaching for inspiration to nature is robotics. It is probably hard to
find a discipline more oriented towards mimicking nature. Not only do walking robots
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reflect the structure of their model organisms, but they also mimic their gait. In some
cases, even a central pattern generator (CPG) is used to provide a rhythmic walking
pattern. The CPG is made to replicate a biological neural network. In other cases,
whole groups of robots are made to behave like groups of real animals. Reynolds,
in 1987 [7], modelled the flocking behaviour of birds, thus establishing a whole
new concept in robotics — the swarm robotics. The application of swarm intelligence
algorithms enables the robots to collectively achieve a predefined goal through series
of interactions between each other and the environment.

Looking further, into material science, biomimicry has spurred the development
of multiple new materials. The honeycomb structure is exemplary of how versatile can
the applications of one biological structure be [8]. Due to its durability, the honeycomb
is used as a rigid mesh-type filler for furniture, heat insulation brick structure pattern
and as a replacement for tubes in airless car tyres. Such tyres are resistant to punctures
and, at the same time, retain the flexibility characteristics of an ordinary pressurised
tyre. At the same time, the same honeycomb is used in micro-scale and nano-scale
for a multitude of other applications. Biomedicine, photonics and electronics are just
a few of the other fields, where this structure is exploited.

Nature-inspired materials are not only used in engineering but also find appli-
cation in medicine. Jeffrey Karp is at the forefront of bioengineering solutions for
surgical procedures. He investigated the exceptional adhesiveness of gecko feet and
developed special tape, consisting of glue-covered pillars [9]. His tape could bind
soft tissues without damaging them, facilitating faster recovery from complex surg-
eries. Other Karp’s projects involve porcupine quill-inspired staples that create smaller
punctures in the skin and provide a better barrier for bacteria entering the wound, and
marine-worm-inspired glue, that is capable of binding tissue in moving organs, such
as the heart.

It would be extremely hard to name one field that would not be influenced by
the intricate inventions of nature. Even very theoretical fields, such as maths, delve
into the intricate fractal structures that can be seen in nature. Another discipline that
might seem a surprising location to spot bio-inspiration is space technology. Recently,
a group of Hong Kong scientists led by Dr Jing Xing-jian have devised a vibration
damping system that mimics the limb structure of birds and insects. Their active
vibration system, which counters the vibration forces with equal opposing force, can
be used in spacecraft and satellites [10].

1.2 Classification of the nature-inspired inventions

The number of emerging biomimetic inventions is soaring in the recent years. Sur-
veying the areas where bio-inspiration is present, it is possible to discern three groups
of purposes driving the replication of nature’s creations.

The first area of research is geared towards the recreation of natural materials’
physical characteristics. The ultimate goal is to enhance such properties as adhesive-
ness, heat conductivity, heat insulation, durability, low friction or others. One of such
solutions is the aforementioned Velcro or fabric functioning like Morpho butterflies’
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wings, which contain no pigment but still appear vividly coloured. These butterflies
owe their so-called structural colour to optical interference. The Morphotex textile
fibre is a commercialised product that employs the same mechanism. The lack of
dying in the manufacturing process makes the fabric an eco-friendly alternative to
conventional products [11].

The second area of research is aimed at modelling the physical interactions
between different organisms or between organisms and their environment. This may
involve the replication of techniques that the species employ to function in their envi-
ronment. One such example would be the structure of animal skeletons and joints,
which is recreated in robots, to help them tackle obstacles the same way as animals do.

The third area where science fakes inspiration from algorithms and models of
interactions. Nature-inspired computing is a broad term that encompasses a whole
range of algorithms that recreate the phenomena of the living world. AIS, neural
networks, genetic algorithms and artificial life are some of the examples of nature-
inspired computing methods.

When it comes to computer sciences, most of the nature-inspired solutions fall
into the third category. Cyber security follows this pattern. New models and algo-
rithms for cyber security have emerged giving birth to the so-called nature-inspired
cyber security. Recently, a shift in the terminology used to describe the attacker-
victim relationships can be observed. The employed models are currently geared
towards employing biological nomenclature, rather than using military metaphors.
The barricade-from-outside-threats mindset is gradually replaced by an approach
of sensing the aggressor from within. This is achieved with the aid of artificial
intelligence and immune systems, among others.

1.3 Nature-inspired analogies and metaphors for cyber security:
needed or not?

The alarming rise in the quantity of network attacks in the last few years poses a
serious challenge to the security community. Though, it must be noted that nowadays
defensive systems are no longer as effective as prior. It is estimated that current
commercial anti-virus solutions are able to detect only 45% of the new malware
samples that Internet users are exposed to each day [12]. It should also be noted that,
according to Verizon’s ‘2017 Data Breach Investigations Report’, the time between
the initial infection within a network and its discovery is continuously growing and is
now measured in months, and, in the case of more complex attacks, even years. This
situation is caused by largely static and not sufficiently adaptable defence systems
in use today which are unable to cope with the ever evolving attackers’ tactics and
tools. As a result, there is an enormous asymmetry between the attackers’ and the
defenders’ costs and efforts. Today it is more than obvious that defenders are at a loss
in this adversarial game.

The growing complexity, diversity and proliferation of malicious software and
network attacks make it imperative to find a new direction for cyber security research
and development to follow. This challenge needs to be addressed urgently. It is high
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time for researchers and security experts to turn (again) to nature in the search for
novel inspirations for defence systems.

As mentioned in the previous subsection, people have long sought inspiration in
nature. It is probably the most amazing and recognised invention machine on Earth
with about three billion years of experience in evolution by natural selection, genetic
drift and mutations. Biomimicry has been the propelling power of human invention
and in science many biologically inspired techniques have proven useful, e.g. genetic
algorithms, neural and sensor networks, etc.

In [1], it was shown that many astounding analogies between nature and cyber
security exist. The main concepts of multiple network security threats have their
counterparts in the actions of real predators. It was also pointed out that the ongoing
evolution of offensive and defensive techniques seen in nature finds an analogy in net-
work attacks and their countermeasures (an ‘arms race’). The evolution is also visible
in the process of current malware formation. Symantec in its latest Internet Secu-
rity Threat Report (April 2017) informs about 400 million unique malware samples
discovered in 2016 of which nearly 90% are modified variants of previously known
malicious code. Note that this fact had been used by a start-up company CyActive
(later acquired by PayPal) to distinguish ‘malware DNA’ with the aid of bio-inspired
algorithms. Their program was capable of predicting how future threats can evolve
and use this knowledge to improve malware detectors to proactively anticipate and
prevent attacks on network and endpoint devices.!

Obviously, from the cyber security perspective, bio-inspiration is not a com-
pletely novel idea. It must be noted that the first generation of cyber security systems
was mostly inspired by nature. For example, the immune system metaphor inspired
creation of detection systems based on signature analysis, as well as solutions to
counter polymorphic threats. However, since then, these first-generation defences’
performance has deteriorated due to the continuous evolution of the Internet threats.
In order to improve, cyber security should adapt and evolve to counter the new threats
and to form the next generation of nature-inspired cyber security solutions.

As seen above, there are various aspects in nature that can serve as inspiration for
cyber security purposes. Unfortunately, these inspirations are heavily underestimated
and security community does not make enough efforts to benefit from them, especially
considering the increasing ineffectiveness of current defence systems. It seems like
we are ‘stuck’ somewhere in the middle — the knowledge of nature mechanisms is
continuously increasing, but we ceased to adapt current cyber security measures or to
seek for completely novel approaches. It must be emphasised that in other computer
science subfields, nature-inspired algorithms have emerged as novel and innovative
ways to conveniently address existing challenges, and new solutions are continuously
derived from machine learning, optimisation or data mining — take for instance firefly,
bat or flower pollination algorithms [13].

Clearly, nature serves only as a source of inspiration as mappings from nature to
the cyber world are not always perfect. Nevertheless, the nature-based approach allows

Uhttps://www.daniweb.com/digital-media/digital-marketing/news/493293/paypal-buys-into-bio-inspired-
security-with-cyactive.
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taking a look at cyber security from a different perspective, which can potentially result
in new discoveries and conclusions. What we think that cyber security is lacking right
now, among others, is a generalised review of how different solutions can be utilised
together to form an efficient layered approach.

That is why in the remaining of this section, we will inspect what main features
known from nature can be “reused” to the benefit of cyber security.

1.3.1 Adaptability as a key factor in nature

In [14], a nature-inspired framework called PROTECTION (see Figure 1.1) had been
introduced. The purpose of PROTECTION is to show the direction which the evolu-
tion of existing security solutions and the design of future ones should pursue. Close
inspection of rules and techniques present in living organisms’ interactions permitted
to identify five vital features that cyber security solutions should employ in order
to attain higher effectiveness. What is more, after an analysis of the evolving com-
munication networks and security measures, which responded to various historical
challenges and threats, it is notable that their improvements (mostly unconsciously)
fulfilled the framework’s features.

In nature, the answer to the ever-changing conditions is an organism’s ability to
adapt, i.e. adjust its structure, behaviour and/or interactions, triggered in response
to challenges or threats potentially endangering its survival. Adaptability facilitates
proper reaction to challenges and threats as they arise in a particular organism’s
environment. In order to be efficient, the reaction must be adequate and timely.
An organism’s evolution is the result of its adaptation to the changing environment.
Evolution, in turn, is responsible for ensuring that the organism’s offspring is prepared
for the threats encountered by its predecessors. Sagarin et al. [15,16] identified three
crucial characteristics that have allowed organisms to survive and adapt throughout
billions of years —namely decentralisation, redundancy and cooperation —and showed
how they generally relate to public security and the information and communication
technology (ICT) world. However, the big picture of adaptability was missing some
other relevant factors. It should be noted that Sagarin et al. sketched up some general
considerations on how organisms’ functioning had been improving over time and
how it related to societal and homeland security [15,16]. Additionally, Sagarin et al.
pointed three main features necessary for adaptability to be put to life and they project
onto the general success of a security solution.

However, it must be pointed out that, apart from the mentioned components, two
more features are vital for adaptability: responsiveness and heterogeneity. Hence,

Adaptability

Responsiveness Heterogeneity Decentralisation Redundancy Cooperation

Figure 1.1 PROTECTION framework for ensuring adaptability



8 Nature-inspired cyber security and resiliency

instead of three, there are five capabilities that comprise an effective defence mech-
anism. All five factors collectively form the PROTECTION framework (Figure 1.1).
Using the PROTECTION framework, we gain a broad outlook as to how knowledge
about nature can be practically projected onto cyber security. The more components
a given solution covers, the more adaptable and, in turn, effective it becomes.

The building blocks of the PROTECTION framework are as follows. Each feature
is illustrated with a concrete example from nature:

e Responsiveness — The ability to act upon an arising alarming condition, the
response to a sensed danger is accurate and reactive, not proactive. Prognos-
ing challenges are seen as too costly, inaccurate and inefficient. Human body is
a marvellous example of responsiveness put to action. Biology has equipped us
with means to escape danger without overanalysing it. Although we heavily rely
on our brain to govern our well-being, we are at the same time equipped with
special neural pathways, or reflex arcs. Reflex arcs can be compared to an emer-
gency shortcut, which permits us to react instantaneously when danger arises.
The electric impulses from a trigger point do not take the longer route from the
sensor via the brain to the effector. Instead they only reach the spinal cord, where
appropriate reaction is automatically triggered. Thus, the reaction time is as short
as possible.

e Heterogeneity — The genotypic diversity of a species is its safety net. The number
of genotypic variations in a given species corresponds to the higher cumulative
chances of survival. Differentiation and specialisation of roles is of signifi-
cance as well. Heterogeneity enables evasion of the attacker’s interest — the
greater the diversity, the higher is the ratio between the effort required to breach
safety measures and the potential benefit of targeting a rare entity of an organ-
ism or a computer system. Certain species of moths have benefited from their
natural diversification of phenotypes, or the set of observable characteristics.
Peppered moths have developed a speckled camouflage that came in many hues
as an antipredatory measure for bird attacks. Industrial Revolution altered their
habitat—trees became sooted and devoid of any lichens. The species as a whole sur-
vived because natural selection favoured the darker shaded variant of the peppered
moth, which reproduced freely to rebuild and sustain the population.

e Decentralisation — It comes in many forms, among others, diversified locali-
sations (habitats) or distributed control (increased autonomy). Decentralisation
allows for prompt response to an emerging peril. Its benefits are particularly
visible in non-solitary species. Most notably, ants and bees, which form social
relationships, have developed complex means of communicating information
provided by other members of the community to the collective benefit of all.

®  Redundancy — Nature sometimes seems to employ suboptimal solutions, but in
fact it complies to the rules of game theory. Following the Minimax decision rule,
organisms minimise their losses in a worst case scenario. That might result in
a more ‘costly design’ of an organism but such behaviour increases the chance
of success (survival and reproduction). Redundancy is seen as the source of
resilience: surplus resources allocated to a task prove essential when critical
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events occur. There are varied approaches to redundancy in nature, consider these
two examples — some lizards perform tail autotomy to evade capture, the lost
limb is not vital for survival and can be regrown over time; animals living in
communities duplicate certain roles; thus, the loss of a single individual is not
significant from the group perspective.

e Cooperation — It is seen as means to push the limits of adaptability. Species form-
ing symbiotic relationships with others can jointly overcome problems, which
they could not tackle on their own. Take ants as an example. These insects protect
vulnerable aphids from predators in exchange for nutritious honeydew produced
by the latter. The benefits of this relationship are mutual.

Noting the parallelism between relationships and challenges present in nature and
in the virtual world [1], the proposed PROTECTION framework can be conveniently
projected to illustrate historical challenges, as well as current trends and develop-
ments, in communication networking and cyber security. Ideally, a proposed security
solution should display as many characteristics of the PROTECTION framework as
possible. The larger the subset of possessed features, the more robust the system,
which in turn decreases the risk of data leakage.

When looking into the development of communication networks one can observe
that they consecutively introduce features from the PROTECTION framework to
improve their overall effectiveness. An overview of the communication networks’
evolution in this context is necessary. The bird’s eye view of network development is
the ‘canvas’, or a virtual environment, for the threats. Thus, it shall have significant
influence on the cyber security measures.

1.3.1.1 Communication networks and adaptability

The evolution of communication networks follows a steady transition from centralised
and homogenous systems towards a dispersed architecture. Prominent examples are
the P2P (peer-to-peer) networks. P2P network design was the response to the single
point of failure weakness of centralised networking and the client—server limitations.
The decentralisation was achieved by distributing control and transport functions
between the peers. At the same time, responsiveness was ensured by remediating
the previous design’s vulnerabilities, i.e. resiliency increased as the network became
capable of undisrupted operation even if its fragment was malfunctioning.

Decentralisation was also crucial for the development of a particular service —
let us consider IP telephony. Classical, centralised VoIP (voice over IP) solutions
have been suffering issues stemming from the complexity of NAT (network address
translation) and firewall traversal. On the contrary, Skype, due to its P2P design,
experiences no such problems. These pitfalls were resolved with the aid of decen-
tralisation and heterogeneity. Each Skype node can be assigned either a super node
(SN) or an ordinary node (ON) role. These functions are differentiated depending on
the node’s network capabilities. Typically, SNs cooperate while determining user’s
location in a Skype network. Moreover, they participate during the signalling phase
of any call, and they help ONs establish and relay a call if they are behind a NAT.
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Meanwhile, another P2P service — the BitTorrent has employed the redundancy
feature to its benefit. This resulted in a significantly improved transmissions’ effective-
ness compared with previous P2P file-sharing systems. From the network perspective,
every BitTorrent resource is partitioned into many duplicate fragments. The data is
made available at multiple sources (the so-called seeds and leechers). The more copies
of the original resource present in the network, the better. Thanks to that different
fragments of the same item can be downloaded simultaneously.

1.3.1.2 Cyber security and adaptability

As written previously, PROTECTION framework comes in handy when describing
the evolution of cyber security — both the threats and the countermeasures, as well
as the aspect influencing the design of new security mechanisms. It must be noted
that according to this concept, the more features of this framework are going to be
incorporated into a security solution, the more adaptable, effective and, as a result,
the more secure it will become.

Looking into current CSE, or the threats and modern countermeasures, it becomes
visible that parts of the PROTECTION framework are already put to use. In some
cases, even a few of the framework’s building blocks can be already found. In many
cases, these parallelisms have emerged spontaneously in the process of evolution. In
the rest of this section, we provide examples from cyber security (both offensive and
defensive techniques) which refer to the five previously introduced features of the
PROTECTION framework.

Let us look into botnets in search of the use of the decentralisation feature.
Primarily, botnets relied on a centralised architecture. However, it was quickly proved
that, this way, they were easy to defeat. This, in turn, prompted a shift towards the P2P
design. Botnets became difficult to detect and eliminate. At the same time, from the
security solutions’ standpoint, the appearance of ID systems (IDSs) confirmed that
decentralisation is a good approach. Employing multiple ‘probes’, or IDS sensors,
increased the chances of successful threat detection.

Similarly, both offensive and defensive techniques in cyber security make use
of responsiveness. However, many security measures are designed to forecast future
threats rather than to effectively react to the existing ones as they arise. SPIT (spam
over Internet telephony) can serve as illustration to this phenomenon. Few years
back, SPIT was envisioned to pose a serious threat to future IP telephony systems,
and some efforts have even been made to counter it before its appearance [17]. All
in all, it turned out that the scale of the problem was incomparably smaller than the
spam issue, and currently not many countermeasures are utilised in practice. When
it comes to offensive techniques, responsiveness is somewhat more natural. From
the attacker’s perspective, the main challenge is to find a vulnerability, preferably a
zero-day, which always involves reacting and accommodating to the current security
measures. Attack scenario is adapted to match the conditions — an attacker must find
a single vulnerability or a limited number of them in order to breach a network. The
defender faces a much more challenging task. He is forced to coordinate the whole,
often complex and heterogenic security system with an unknown number of security
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gaps. On the defence side of the cyber security battle, reactive behaviour is present
in the intrusion prevention system (IPS) part of IDS/IPS system. Until recently, the
typical response to a new threat was to create a new malware signature, which enabled
future detection and prevention (similarly to the way, an immune system behaves).
However, with the inundation of new malware samples, each with a different signature,
this approach for combating malware is no longer effective. Things are made worse
by the emergence of polymorphic and metamorphic malware, which never bears the
same signature more than once.

In general, cooperation between cybercriminals, especially until a few years
ago, has been more notable and more effective than among cyber security experts
(luckily the situation finally starts to change). The Black Hat community has shown
more interest in sharing knowledge, experience and malware tools than the White
Hat community. An example of an attack that strongly depends on cooperation is the
notorious black hole attack on MANETSs’ (mobile ad-hoc networks) popular routing
algorithms. It relies on a rogue node deliberately injecting bogus routing information
into the network to redirect the legitimate traffic to a non-existent node. The negative
impact is reinforced when multiple malicious nodes cooperate with each other while
generating falsified routing information. On the opposing side, from the security
solutions’ perspective, SocialScan [18] is a recently proposed security solution that
benefits from cooperation. SocialScan enables distributed, friend-to-friend suspicious
object scanning service with priorities governed by levels of social altruism.

Heterogeneity on the cyber security side is the result of increasing diversity of
devices, systems and services in communication networks. Typically, a combination
of various security solutions is employed to defend a network. At the same time,
heterogeneity is used to the benefit of cybercriminals who have a whole range of
malware tools in their portfolio. There is a plethora of malware variants that continu-
ously evolve to exploit new security vulnerabilities. Most frequently, the Black Hats
exploit heterogeneity to conceal the true nature of their malware — polymorphism,
variable “decoy” parts of source code or instruction substitution are meant to obfus-
cate the true purpose of the program, evade detection, and stall the reverse-engineering
process.

In the ICT world, redundancy is considered as profoundly related to resilience,
rather than security. Applied to the latter case, it is viewed as an additional, dispensable
cost. Employing numerous auxiliary security systems at the same location frequently
results in ambiguous behaviour (e.g. multiple firewalls on the same device). The
honeypot is an example of a cyber security solution employing redundancy. It is
basically a clone of some existing system but established and tuned with the aim of
learning the behaviour and/or the tools of cybercriminals. The recent trend in mal-
ware evolution implies that redundancy is a valued trait. Previously, worms typically
exploited a single zero-day vulnerability, but more recent malware, like the infamous
Stuxnet, attacked Windows systems using four unprecedented zero-day vulnerabili-
ties. Likewise, it has been observed that certain attacks are conducted through double
injection of the same malicious code by means of two different exploits — just to
ensure that the infection takes hold.
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1.4 Cyber security ecology

1.4.1 Cyber ecosystem

From the biology standpoint, the term ‘ecology’ is defined as the field of life sci-
ences analysing interactions among organisms and/or between the organisms and their
environment. This signifies that ecology deals with the structure and the functioning
of ecosystems. An ecosystem is basically a community of living organisms (biotic
components) together with the nonliving (abiotic) components of their environment,
which interact as a system. Besides the biotic and abiotic components, linked by var-
ious interactions, the ecosystem is fuelled by energy in the form of electromagnetic
radiation (if production in an ecosystem is sun-driven, i.e. accomplished by green
plants) or chemical energy (if an ecosystem relies on chemosynthetic bacteria). Both
the biotic and abiotic factors have influence on an organism. For example, abnor-
mally low temperatures, a drought or an exceptionally large number of predators will
negatively impact some species [19].

The energy flow is crucial to understanding an ecosystem. Every ecosystem
is energy based and performs its transformation, accumulation and circulation. In
nature, the flow of energy is represented as a food chain, and the concept of trophic
levels is utilised to illustrate the position that an organism occupies in a food chain.
Depending on how energy is obtained, two groups of organisms can be distinguished:
producers (who are able to manufacture their own food using inorganic components
and chemical or radiation energy) and consumers (who feed on producers and/or other
consumers) [20].

Ecology can be viewed as a good starting point to study complex and evolving
systems. Understanding how ecosystems and the related concepts map onto the cyber
security field, we can evaluate the usefulness of various ecological methodologies.
If such mappings are accurate, the application of mathematical models of ecologic
systems for cyber systems can be investigated.

Stemming from the above ecology terms and definitions, we want to systemati-
cally create an analogous taxonomy for the cyber world.

Let us define the cyber ecosystem [21] as a community of cyber organisms, i.e.
non-human actors. This includes applications, processes, programs, defensive and
offensive tools (analogues to the biotic components) that interact between each other
and the environment (abiotic components). Let us also assume that the biotic compo-
nents’ environment is a communication network, e.g. the Internet, and it constitutes
a nonliving (abiotic) component with its hardware, links and interconnections.

In the cyber ecosystem, just like in its natural counterpart, both biotic and abiotic
factors impact a cyber organism. For instance, malicious software can be utilised to
breach a user’s device defences and to obtain his/her confidential data. On the other
hand, a link failure, network device breakdown or network congestion influence a
cyber organism by limiting its ability to communicate and exchange information.

Considering a cyber ecosystem defined in this manner, we are particularly inter-
ested in the network of interactions among cyber organisms, and between cyber
organisms and their environment.
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As mentioned above, the crucial resource in nature is energy. The corresponding
key resources in communication networks are the different kinds of information,
including personal user- or user-generated data, as well as information regarding
his/her behaviour. In a cyber ecosystem defined as above, information is transformed,
accumulated and/or circulated similarly to energy circulation in real-life ecosystems.

To have a clear overview of the analogies between ecosystems and cyber
ecosystems, the role of humans in the present context is constrained to the following:

e Producers who possess and generate information that forms the target resource
for the consumers (e.g. the tools that attackers or digital marketing companies
use to obtain the sought-after information).

e Components of the offensive/defensive solutions. For instance, a bot herder typi-
cally issues commands for a bot that he controls. Thus, he is inevitably a ‘par’ of
the botnet. At the other extreme is an ID/PS which is configured and monitored
by a security specialist.

e The invisible hand of the ‘evolutionary force’. Humans influence cyber organ-
isms by changing their code, functionalities and applications, thus carrying out
the evolution process. At the other extreme, attackers try to outwit defenders by
developing malicious software that would circumvent existing defence mecha-
nisms/systems. Conversely, defenders develop their defences to be ‘immune’ to
existing threats. This way, both sides are taking turns in a cyber ‘arms race’.

1.4.2 Cyber-ecology and its subtypes

With the aid of this simple analogy, we can define the following terms that precisely
outline the toolbox of the CSE:

e Cyber ecology (CE) is a field that analyses and studies the interactions between
cyber organisms and/or their environment.

e CSE analyses and studies interactions between cyber organisms and among cyber
organisms and their environment that influence their security. CSE is a subfield
of CE.

e Attacker—defender ecology (ADE) describes interactions between cyber organ-
isms taking the attacker and defender roles in a specific cyber ecosystem (e.g. on
the Internet). This type of relationship can be regarded not only as predation but
also as parasitism. It is worth noting that such interactions are linked to different
stages in the cyber food chain and depend on the trophic level. ADE is a part of
CSE.

e Attackers’ ecology (AE) illustrates interactions among attackers (cyber organ-
isms) in a given cyber ecosystem. The possible interactions encompass both
antagonistic and non-antagonistic behaviours, depending on the context. Attack-
ers can predate or parasite on each other, but the relationship can be of symbiotic
or cooperative nature. AE is a part of CSE.

e Defenders’ ecology (DE) provides insights into possible interactions among
the defenders (cyber organisms). It mostly incorporates non-antagonistic ties. It
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encompasses both: the external defence mechanisms (interactions between mal-
ware and the defence systems resulting in defence) and the internal properties
(analogous to animal immune systems). DE is a part of CSE.

1.4.3 Cyber ecosystem interactions

In nature, the structure and stability of an ecosystem are determined by the set
of interactions that link different entities. We can roughly group interactions as
antagonistic interactions (between species; mainly predation and parasitism), non-
antagonistic interactions (between and within species; cooperation, symbiosis) and
sexual selection—driven interactions (within species). In all of the three classes, inter-
acting entities co-evolve as they respond reciprocally to their current states in a
positive/negative feedback loop mechanism (also known as the arms-race dynamics
for antagonistic interactions) [19]. The interactions can be defined as follows:

e  Predation: A way of obtaining resources by killing/eating other organisms; results
in the death of the prey; predation involves complex cycles of prey and predator
abundance and scarceness modelled in mathematics by such equation systems as
the Lotka—Volterra equations’ system [19,22]. The Lotka—Volterra model can be
utilised to design optimal strategies of defence or offense, depending where in
the predator—prey system the cyber organism of interest lies. In communication
networks, ransomware may be considered a predator, since it ‘kills’ the victim
device by encrypting vital information that it stores and, unless a ransom is paid,
the resource is ‘destroyed/lost’, i.e. user’s data cannot be retrieved.

e Parasitism: Interaction involving acquiring resources through eating other entities
without killing them [19,22]; it gave rise to a fruitful field of epidemiological par-
asitology, with mathematical models and defence systems that could be directly
transferred onto the context of cyber epidemics. As noted before, the current
trend, especially considering sophisticated malware such as the advanced persis-
tent threats (APTs), bears more resemblance to a parasite-host scenario than a
predation—prey one. This means that there is a high probability that malicious
software will reside on an infected host for a long time and will keep obtaining
its resources in a transparent manner.

e Symbiosis: Positive impact relationship, involving obligatory interaction of two
or more entities, crucial for the survival of all parties and their successful prop-
agation. In cyber security symbiosis is present on both attackers’ and defenders’
sides. For example, a common malware infection scenario is as follows. The first
infection is initially performed by exploiting a vulnerability on the host machine,
which subsequently allows for the download and execution of the second part of
malware in order to perform malicious actions on behalf of the cybercriminal.
On the defender’s side, the integration of intrusion defence systems (IDS) and
firewalls is an example of symbiosis. IDS finds suspect packets and informs the
firewall to block traffic from that source. In turn, the IDS sees less traffic.

e Cooperation: Facultative interaction of an individual within one species or mem-
bers of different species, increasing the fitness and survival of other individuals
(the acceptors of cooperation) often at the cost of the focal individual (the giver
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of cooperative behaviour) [19,23,24]. In communication networks, cooperation
should be perceived not only as means of reinforcing defence mechanisms but
also as a possible threat (deceiver malware might exploit system’s willingness
to cooperate, wreaking havoc in its structures). A recent real-world example
is the sharing of cyber threat indicators as prescribed in the US Cybersecurity
Information Sharing Act of 2015.

e Sexualinteractions: It occur exclusively within species and are channelled towards
combining, in the most desired and effective way, the genes of opposite sexes
to maximise the fitness of the offspring [25]; from the point of view of cyber
ecosystems, the models of sexual selection based on compatible genes [26]
are particularly interesting, since they may serve as mechanisms for produc-
ing dynamic sets of optimal combinations of entities and their mutations. Such
hybrids should provide maximum protection against evolving malware. What is
more, the knowledge of the mechanisms of sexual selection can spur an interesting
study how to become the most ‘unappealing’ victim to the potential attacker.

e Competition: This relationship is symmetric and involves multiple organisms
competing for the same pool of resources. Inherently, the relationship between
the entities can be broken off without any harm to any of the sides. Since the effect
on both organisms is negative, the cessation of the link benefits both competitors.
In communication network environment, this interaction can occur e.g. between
two types of malware trying to simultaneously infect a single host, when one of
them succeeds, it tries to ‘secure’ the host by patching the exploit used by the other
type of malicious software. Competition can be also spotted among defenders,
when a few similar defence systems (e.g. antivirus software) are run in parallel
and they negatively impact each other.

A CE-based point of view may be to treat these interactions as purely mechanistic
descriptions of cyber systems — without delving into the consequences of interactions
themselves and into the dynamics they describe. However, growing evidence suggests
that the interactions not only influence the fitness and performance of entities but also
significantly modify their physiology/performance in the interaction, altering the final
outcome of competition/synergy [21]. Such elastic responses of the interacting entities
to the interaction itself may have a significant role in cyber ecosystems, as they may
aid the design of more efficient ways of controlling cyber ecosystems and reacting to
the unknown, emerging threats.

1.5 Early nature-inspired terminology in cyber security

During the long period of time before computers became common, the terminology
around them varied. The birth of computing is strongly linked to the mathematical
field; thus, it is no surprise that the earliest programmable devices designed by Charles
Babbage were christened with the names: Difference Engine and Analytical Engine.
When the World Wars gave a sudden boost to the development of computing, first
analogue and electromechanical, and later digital, computers were mostly considered
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counting machines. Their primary role was to calculate ballistic trajectories (ENIAC)
or to break cyphers (Colossus).

The mid-1960s brought about a shift in the perception of computers. Multiple
working groups had been concentrating their efforts on connecting devices to each
other, in order to exchange information, for the past 15 years. The most notable com-
puter network is the ARPANET, which became the tipping point in the development
of wide area networks.

The first noted use of the term network understood as a concept where social
interactions would be possible by means of computers, was in a series of memos
by J.C.R Licklider of MIT, referring to his ‘Intergalactic Computer Network’ idea.
The thought that entities should communicate and exchange information is strongly
biologically linked. With the emergence of first computer malware, it became visible
that we are speaking of something intricate and bearing a strong resemblance to the
world of living things.

When John von Neumann was writing in the 1940s about self-replicating
machines, he had no idea that this will become the foundation stone for the rise
of computer viruses. Later, in the 1960s, self-replicating programmes were referred
to as ‘organisms’. It was 1983 when Frederic Cohen and Len Adleman, have coined
the term ‘computer virus’ for their self-replicating software, thus acknowledging its
similarity in behaviour to a biological virus.

Computer worms, just like viruses, mimic their biological namesakes. The worm
is understood here as a parasite exploiting a chain of various organisms to reach
its final host. The electronic counterpart behaves in a similar manner, undertaking its
journey through a network of connected devices (typically, the Internet) to reach its
victim. In both cases, we utilise the same term to describe the resulting outcome — an
infection.

Not surprisingly, the biologically linked malware had triggered the creation of
defences stemming from the observation of the living immune systems. This approach
enables an automatic reaction to an emerging threat, as opposed to the tedious
browsing through a signature database. Modern ID/PSs employ artificial intelligence
algorithms to build cyber immunity.

1.6 Recent nature-inspired analogies and metaphors for cyber
security

Currently, in the literature there have been many proposals to map concepts known
from nature onto cyber security. It must be noted that many of such attempts have
been successfully transformed into efficient and effective security technologies, and
systems that are in use nowadays, including ID/prevention, antivirus software, threat
behaviour analysis, honeypots, counterattack, etc. [1]. However, it must be empha-
sised that the current nature-inspired cyber security research is mostly fragmented
and lacks a systematic approach. This is due to the fact that a lot of various aspects
from nature can become inspiration for cyber security solutions.



Nature-inspired analogies and metaphors for cyber security 17

Therefore, current efforts on nature-inspired cyber security can be broadly
divided into two groups, depending on how an inspiration is drawn:

e Aninspiration is drawn from an organism s characteristic feature/defence mecha-
nism internal or external — Internal mechanisms include, e.g., an immune system,
while an example of external feature can be represented by various camouflage
and mimicry techniques.

e An inspiration is drawn from various inter-organism interactions — which
includes, for example, predator—prey associations.

In the next two subsections, we will provide more details on the existing literature
for both these groups of nature-inspired classification.

1.6.1 Nature-inspired cyber security inspired by an organism s
characteristic feature/defence mechanism

In nature when an organism wants to hide or conceal its presence in order to effectively
avoid detection/observation, it uses camouflage or mimicry techniques that modify
the organism’s external appearance [27].

Camouflage embraces all solutions that utilise individual’s physical shape, tex-
ture, colouration, illumination, etc. to make animals difficult to spot by the predator.
This makes the information about their exact location to remain ambiguous. Exem-
plary organisms which are able to easily blend into the background include the
chameleon (family Chamaeleonidae) that is able to shift its skin colour to make it
similar to ambient lighting and background colouration; stick and leaf insects (order
Phasmatodea) that take the physical form of a wooden stick or a leaf or orchid mantis
(Hymenopus coronatus) that resembles a tropical orchid that, although under normal
conditions should be quite noticeable, is challenging to spot against a background of
developed flowers. Camouflage often occurs on levels other than visual recognition,
for example many viruses code pathways and molecular signalling systems that mimic
host cell transduction mechanisms in order to easily invade the cell and in result take
control of the metabolism and immunological system of an individual [28].

It must be also noted that another flavour of such techniques is represented by var-
ious information hiding techniques, e.g. steganography, that can be utilised to provide
means to hide the location of confidential data within the innocent-looking carriers
or to otherwise enable covert communication across communication networks [29].

Colourations and/or patterns can be also used to confuse the potential preda-
tor, i.e., to make information about the prey hard to interpret. Such techniques are
commonly named as “disruptive” camouflage, and they can be seen in, for example,
zebras (Equus quagga) where it is difficult for an attacking predator, e.g. a lion to
identify a single animal in a herd when they flee in panic. Patterns of contrasting
stripes purportedly degrade an observer’s ability to judge the speed and direction of
the moving prey. Such an effect is possible by exploiting specific mechanisms asso-
ciated with the way brain processes visual information on movement [30]. A similar
solution is used by many moving target techniques/defence in cyber space, which
focus on distributing the uncertainty between the attacker and the defender in a more
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fair manner. It must be noted that, e.g., some first-generation solutions made periodic
changes in a host’s appearance from the network perspective, in order to mitigate
the effectiveness of target reconnaissance [31]. Then the second-generation solutions
include, e.g., an ant-based cyber defence which is a mobile resilient security system
that removes attackers’ ability to rely on prior experience, without requiring motion
in the protected infrastructure [2].

Mimicry incorporates techniques which allow an organism’s characteristic fea-
tures to be obfuscated by adopting the attributes of another living organism. In
particular, this means that the prey is able to evade attack by making the predator
believe it is something else, e.g. a harmless species can mimic a dangerous one. The
prey conceals information about its own identity by impersonating something that
it is not. For example, harmless milk snakes (Lampropeltis sp.) mimic venomous
coral snakes (Micrurus sp.) in order to confuse predators. In result, their attack is less
probable as they fear potential venomous harmful bite. Cyber security solutions that
utilise the same idea include various traffic type obfuscation techniques, for example
traffic morphing [32].

Organisms’ internal systems can also serve as an inspiration for the new cyber
security solutions. There are many recent studies attempting to map features and
functions of the human immune system to the defensive cyber security system
([33-36]). Immune systems utilise a variety of receptors to spot external antigens
(alien proteins). These variations are not inherited but instead are generated via recom-
bination in the process of V(D)J (somatic) recombination. It generates repertoires of
receptors undergoing clonal selection and reinforcement — preparing them for effective
action against antigens, with the lowest possible level of autoagression (e.g. reaction
against an organism’s own proteins) [37]. The resultant artificial immune systems
(AIS) are designed to mimic certain properties of the natural immune system. In
communication networks, their main application is detection of misbehaviour and
anomalies. AIS typically rely on one of four major paradigms: (i) negative selection
algorithm [33]; (ii) clonal selection algorithm [34]; (iii) dendritic cell algorithm [35];
or (iv) idiotypic networks models algorithms [36]. The first-generation AIS (i and ii)
used only simple models of human immune systems, so the resulting performance
was not comparable with its human counterpart. More recent AIS (iii and iv) are even
more rigorous and better correspond to natural immune systems.

1.6.2 Nature-inspired cyber security inspired by organisms’
interactions

It must be noted that in nature, there are many inter-organism interactions that can
potentially serve as inspirations to reinforce cyber security.

In the literature, there have been several studies focused on various aspects of
predator—prey associations. In [38], the authors make the predator—prey analogy for
the Internet and investigate how different levels of species diversification can serve
as a defensive measure. They consider each type of a vulnerable device as a hetero-
geneous species and investigated what level of species diversification is necessary to
prevent a malicious attack from causing a failure to the entire network. Next, in [39],
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it was discovered that the cost to the predator in seeking its prey drastically impacts
the predation process. In particular, it has been observed that even fairly simple strate-
gies for raising the cost of predation can result in significant reduction in outbreak
size. Other studies utilise biological models of epidemic spreading (a special case of
antagonistic interaction between the pathogen and the victim) to predict or analyse
malicious software outbreaks [40,41].

Finally, the relationships and interactions between existing malware (so-called
malware ecology) have been investigated in [42]. Numbers of interactions, both acci-
dental and intentional, between different types of malicious software were analysed,
and the main conclusion was to seek ecologically inspired defence techniques, because
many ideas from ecology can be directly applied to all aspects of malware defence.

From the related work presented above, it may be concluded that nature-inspired
cyber security is an emerging, wide, evolving and diverse research area. However, it
must be also pointed out that from the research perspective, a lot of loose ends are
present that should be tied using a more systematic approach. In the next subsection,
we review a generalised attack scenario for nature and for cyber world and then we
make an analogy between three lines of defence present in nature and then we make
an effort to map it for cyber security purposes.

1.6.3 Generalised attack scenario analogy

Currently, in ecology, the term ‘natural enemy ecology’ has been coined [43] to
encompass all interactions involving detrimental effects of one organism (aggressor)
on another (victim), be it a direct or indirect (e.g. via shared resources) effect. It
incorporates predator—prey interactions which by analogy can be referred to a typical
network attack and parasite—host interactions which pertain to an APT attack (it is
more likely that the attacker will be active on an infected host for a long time and
obtaining its resources in a transparent manner).

In nature and more specifically in the aggressor—victim scenario, the attacker
must undertake several steps in order to succeed (Figure 1.2). First of all, it must

Aggressor Attacker / Malware
Encounter victim and Select target and
identify as suitable identify as suitable
Attack the victim Attack the target
Prevent from escaping Prevent detection
Gain victim’s Gain access to information
resources and exfiltrate them

Figure 1.2 Generalised attack scenario in nature (left) and in the cyber world
(right)
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encounter a suitable victim which means that considering its offensive techniques,
resources and determination, the successful attack is probable. This can be achieved
by means of e.g. luring the victim or relocating the attacker to try to spot it. If a suitable
target is identified then the aggressor launches an attack to prevent its escape. Finally
when it succeeds, the attacker will acquire resources necessary for survival. It must
be noted that in this scenario, at any of above-mentioned steps, the victim can utilise
defence measures to obstruct the attack.

The analogous scenario can be derived for the attacker/malware — host scenario
where each step is similar to the aggressor—victim case. First of all, an attacker
must select a suitable target, i.e. he is convinced that he will be able to overcome
its defence systems. This can be achieved by means of luring the victim (e.g. via
phishing or social engineering) or by actively/passively searching for it (e.g. via
network scanning or traffic inspection). If a suitable target is identified, the attack
will be performed to prevent too early detection (here also many offensive techniques
can be used to cloak the presence of infections, e.g. obfuscation or information hiding
techniques). In result of successful attack, an access to the infected host resources,
e.g. the information stored there is gained and exfiltration, is possible.

1.6.3.1 Three lines of defence in nature

From the victim’s perspective, in nature, typically three lines of defence are utilised
in reaction to the potential aggressor attack (Figure 1.3). Note that with each line, the
victim’s cost for utilisation of the particular technique increases; thus, with the rising
risk of attack, the victim activates more complex and energy-consuming responses.
The aim of the first line of defence is to avoid being detected or spotted by the
aggressor, i.e. to reduce the probability of encounter. The common techniques for
this case include camouflage, mimicry or aposematism. Camouflage embraces all
solutions that utilise physical shape, texture, colouration, illumination, etc. in making
animals hard to spot. This causes the information about their exact location to remain

Aggressor
Reduce the Primary defence
probability of - Examples: Camouflage,
encounter Prevent detection mimicry, aposematism

Examples: Mechanical
(structure, shape, autotomy),
chemical and/or behavioural
(group or individual,
thanatosis — feigning death)

Scare off the
aggressor, let it know
it is noticed or flee

Secondary defence

Prevent capture/attack

Tertiary defence
Examples: Counterattack

techniques like stinging,
biting, kicking, etc.

Make the attack

costly Interrupt attack

Victim

Figure 1.3 Three lines of defence in nature
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ambiguous (examples include a chameleon which can make itself look similar to a
leaf or a jellyfish that is almost transparent to hide in water). Mimicry obfuscates
organism’s attributes by adopting the characteristics of another living organism. In
result, the victim can avoid an attack by making the attacker believe it is something
else. For example, harmless milk snakes bear significant resemblance to venomous
coral snakes which is their protective measure because the predators are less likely
to attack if they can be harmed. Finally, aposematism describes techniques in which
a warning signal (e.g. a warning colouration, sound or smell) is associated with the
unprofitability of a victim to the potential aggressor. It involves advertising signals
that the victim has defences such as being unpalatable or poisonous which may be
enough to prevent an attack.

The aim of the second line of defence is to prevent the capture/attack. It is
achieved by trying to scare off or distract the aggressor to be able to flee or to let it
know it is noticed. Defensive techniques often utilised at this point can be grouped
into mechanical, chemical or behavioural. Mechanical solutions include predatory
structures, spines and hairs or a body shape that could resemble something dan-
gerous for the attacker. A particular type of this defensive technique is autotomy
where an animal sheds or discards one or more of its own body parts to elude or
distract the attacker. Chemical techniques include noxious substances because they
irritate, hurt, poison or drug the aggressor. Finally, behavioural actions include tech-
niques like e.g. fleeing or changing flight patterns but also less obvious like feigning
death (thanatosis) or making a startle display. The latter is executed by a victim
upon discovery and involves exposure of a startling colour pattern or display, such
as eyespots. Behavioural defences can be also executed collectively in groups. For
example, chemically defended, aposematic insects tend to cluster rather than spread
out in the environment to maximise appearance and position themselves to optimally
disseminate noxious chemicals. They can also form aggregations in defensive circles
(cycloalexy).

When two previous lines of defence fail, then the ultimate solution is to inter-
rupt the attack by making it costly to the aggressor. This incorporates techniques to
counterattack like stinging, biting or kicking, etc. It must be noted that typically the
defensive techniques used as tertiary defence bear the highest energetic costs for the
victim.

1.6.3.2 Mapping nature lines of defence to cyber security — main
findings

First, it must be emphasised that the majority of currently widely deployed security
solutions seen in both hosts and communication networks (i.e. firewalls, ID/PS or
antivirus systems) that rely on the long-established reactive paradigm cannot be treated
as direct analogies for the victim lines of defence characterised above. Moreover, it
should be noted that in nature, every member of a species has practically the same
set of defensive measures. Note, however, that on the Internet, the level of security
of hosts and networks is often budget dependent. Despite this, small businesses and
individual users are no less prone to cyber attacks than enterprises. These obvious
gaps force to rethink our current reactions to potential cyber attacks.
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Figure 1.4 Three lines of defence in cyber world

One possible solution is to reorganise the responses to cyber threats, using a
mix of existing as well as some of the next-generation, nature-inspired solutions. We
review below some of these security measures and point to new directions, which
novel techniques should pursue.

If we apply the same analogy of three lines of defence to the cyber world, then
(Figure 1.4) the primary defence should be focused on preventing the attacker from
easily identifying/learning the details of host/network architecture/setup. This, in
turn, would lower the probability of launching a successful attack. The main aim
here is to make the reconnaissance phase of the attack harder. Equivalents of nature’s
camouflage and mimicry techniques could be a solution. Introducing camouflage
could mean, for example, that the network hosts are not easily identified by services
like Shodan or Censys, which make attacker’s work significantly easier. This can
be achieved by deceptively responding to any suspicious network/host scans or to
advertise a host/network as an uninteresting target. An alternative approach and a
ready-to-be-deployed nature-inspired technique could base on cyber aposematism
combined with mimicry, i.e. to use deception and decoys on the potential aggressor
by intentionally manifesting the presence of the advanced security systems and tools
(even if this is not true) or mimicking responses from heavily guarded systems, or the
ones that the attacker would like to evade (e.g. a sandbox). It turns out that in some
real-life malware cases, e.g. in Andromeda or Simda families, such behaviour could
lead to continuous blockage or limitation of malicious activities on the infected host
to avoid being spotted [44].

When considering existing techniques that can be deployed in this vein, one
should look at e.g. port masking or a recently more and more popular moving target
defence methods which can be utilised at network, host and/or application levels and
are aimed to create uncertainty on the attacker’s side, by constantly shifting the attack
surface [31].

The secondary defence should focus on trying to scare off the attacker by making
the defended host/network to look like an uneasy target or to let the attacker know
that his actions/presence is noted.
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Obviously, the solution combining aposematism and mimicry proposed for the
primary defence is also valid here. Even if it does not withhold the aggressor from
attacking in the first place, then it can be used to stop or limit the damage. However,
other techniques can be devised as well. Making an analogy to nature, a cyber auto-
tomy can be considered. This means, we intentionally prepare decoys for the network
attacker that will look like easier targets by comparison to other devices. When mali-
cious activity is spotted (here well-known IDS systems or similar techniques can be
utilised), the decoys are shut down or disconnected from the network (‘detachable
network parts’). Alternatively, some kind of scareware can be utilised on the attacker
to let him know he has been discovered (this also resembles startle display mechanical
defence) or the machine can appear as already infected with other types of malware
(analogy to thanatosis), then it is less rewarding for some aggressors to conquer it.
The decoy can be organised basing on honeypots/honeynets or it can be a real physical
machine. It can also be a network location that appears to be attractive for the aggres-
sor because of its (fake) structure and information presented that is luring attacker’s
attention and focusing much of his efforts.

Other existing nature-inspired security mechanisms for the secondary defence
include recently proposed detection systems based on inspirations from ants’ [2]
or bees’ [3] behaviour. What is more, even if the aggressor has not resigned from
launching an attack, the moving target defence techniques mentioned earlier can be
used to confuse him or disrupt his actions by making it difficult for the attacker to
predict victim’s next move — in this sense, such techniques can be treated as an analogy
to fleeing.

The tertiary defence involves counterattack techniques, i.e. proactive offensive
measures. Such approaches should be treated as an ultimate solution, and they involve
among others predator approach [45] (i.e. using benevolent, self-propagating pro-
grams which have the ability to clean up systems infected by malware), disturbing
attacker’s business model (e.g. by intentionally feeding attacker with fake data [46])
or performing network attacks on his infrastructure (e.g. index poisoning or Sybil
attacks on a botnet [47]). It must be noted that such actions are currently treated
as ethically questionable as attackers tend to utilise third-party machines as relays
to perform their malicious activities. Thus, fighting back means compromising or
disturbing machines of innocent users. However, an example of Google’s reaction
to Aurora operation (multiple security breaches in US institutions and companies)
proves that such solutions are utilised [48]. In cooperation with the NSA (National
Security Agency) Google developed a sophisticated tool — Turbine — for attack detec-
tion and response. It was intended to suppress the flow of unwanted traffic or, more
proactively, to launch a counterattack if necessary [48].

1.7 Conclusion and outlook

Since nature has a profound experience in developing solutions to the challenges that
organisms face living in extremely diverse conditions, the next-generation cyber secu-
rity should seek inspiration there. Obviously, the mappings from nature to the cyber
world will be not faithful copies as exact mappings typically prove unrealistic in
practice. Nevertheless, drawing inspirations from the organisms’ characteristic
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features or defence mechanisms is necessary. Moreover, careful observation of nature
can help us rethink current cyber security paradigms and interplays between various
security mechanisms. This, considering the number of incidents and threats that the
Internet users face today, is inevitable.
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Chapter 2

When to turn to nature-inspired solutions
for cyber systems

Nina H. Fefferman’

Nature-inspired algorithms have given us elegant solutions across a broad spectrum
of design challenges [1]. Efforts within cyber systems are equally replete with cases in
which algorithms either adapted from, or at least inspired by, observations of natural
biological systems, ranging from efficient packet routing [2], to anomaly detection [3],
and beyond [4]. It is tempting to turn to nature for many reasons, both esthetic
and practical. At the most basic of practical reasons, these algorithms are already
proven techniques, avoiding the potential for catastrophic failure (so long as the
application is sufficiently similar to the natural setting). Of course, simple assurance of
sufficient function is very different from assurance of locally maximized, or globally
optimal performance, and (as we will discuss in detail below) it is rare for a natural
system to truly optimize algorithms in ways that allow for straightforward adaptation
outside their native environment. Natural systems can also function as “black boxes”
where design effort can be bypassed by demonstrable success. Of course, black box
solutions are not without their own requisite investment of effort. To be assured that
algorithms from natural settings function adequately in human-designed settings, the
analogy between the settings must be sufficiently robust, including likely bounds
on constraints in both the behaviors of the system’s components and system-wide
acceptable outcomes. Constructing these analogies is often itself time-consuming, and
it may be impossible to understand (at least initially) how any departure from natural
algorithms may affect performance outcomes. Ideally, exploitation of systems that are
initially treated as black box solutions can lead to discovery via fruitful interrogation
into why a seemingly unlikely solution actually works, then allowing purposeful
design that leverages that insight.

In this chapter, we will discuss how natural systems achieve robust and efficient
solutions and the implications this ontology has for helping inform how and when
it may be most fruitful to exploit them, and when instead we should probably forgo
analogy and instead build tailored tools from scratch. Further, we will consider how
it might be possible to move beyond this case-by-case analogy paradigm to exploit
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the deeper design elements that make natural systems successful at converging on
sufficient solutions and then employ these more fundamental tools in purposeful
design.

2.1 Why natural systems are tempting

To begin to determine which types of challenges may be served well by turning to
natural systems for the best source of inspiration, we first need to consider explicitly
the features that make them attractive potential solutions.

Promising characteristics of natural systems

Many interdependent components

Many natural systems involve the collective function of many interdependent
pieces [5,6]. The immediate logical implication is that, if a solution truly requires
a large set of component contributors, any algorithm or design that results in their
all working seamlessly in concordance represents a solution to a potentially com-
binatorially expansive problem. Rather than exhaustively searching among freely
varying, independent parameters or functions, inspiration drawn from such sys-
tems can reliably fall within the coordinated degrees of freedom that still permit
the entire system to function.

Extrinsic physical rules and constraints

While there may be combinatorial complexity in the interactions among chemical
or biological components of natural systems, they are all constrained by universal
physical laws. This extrinsic control ensures global constraint on the bounds of
outcome of the system. While this can potentially be manipulated in the designed
analogous problem, it also allows for clear limitations on design specifications
for use. For example, thermal limits and oxygen exchange may be critical in
determining the possible range of animal body sizes [7]. A designed system that
relied on gas exchange in animal bodies for insight can therefore be assured of the
same bounds in tolerance due to the same physical laws, even if the analogy fails
to assure similar performance of the design in other ways.

Intrinsic behavioral rules and constraints

Within natural systems, in addition to extrinsic laws of physics, there can also be
easily identifiable physiological and/or behavioral rules that are intrinsic to the sys-
tem that may also provide useful constraints on potential outcomes. For example,
density dependence-driven criteria for acceptable nest site selection in birds assure
sufficient average expected available resources without requiring direct assessment
of environmental resource availability [8]. These types of intrinsic rules allow for
internal control of outcome tolerance in a way that can complement the physical,
extrinsic bounds.
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Emergent behaviors

Building on the existence of both extrinsic and intrinsic rules, natural systems fre-
quently exhibit efficient emergent global behaviors; systems in which the outcome
is the logical necessity of the set of (potentially independent) rules that apply to
each of the components, but the outcome itself requires the interaction enacted by
each of those components, according to those rules. In other words, there are many
natural systems in which the full range of system behaviors could not be achieved
without the complete diversity of components (and their associated rules). For
example, ecosystems fail at nutrient cycling without a sufficiency of species able
to exploit “earlier” species waste products and produce their own exploitable waste
for the “next” species [9]. The stability of the ecosystem emerges from the inter-
action of the individual rules for exploitation and production of waste for each
species. Critically, these emergent system behaviors can be unpredictable based
on simply knowing the starting conditions and individual rules (i.e., “complex
systems,” in the formal sense [10].)

Stochastic perturbations in environment and input

Many natural systems routinely experience different types of stochastic perturba-
tion and continue to function potentially even returning to their initial condition.
This ability to be challenged at irregular intervals and to inconsistent extents with-
out system collapse is frequently highly desirable in human-designed systems in
which there is incomplete control of system input or environment.

Dynamic environments and constraints

In addition to stochastic perturbation, the baseline nature of the environment in
which the system functions, or the constraints under which it acts, can be deter-
ministically dynamic. For example, energetic resource availability to animals in
temperate climates varies predictably with season. These fluctuations are not per-
turbations from a normal condition, but they can nonetheless drastically affect the
ongoing processes and outcomes.

2.1.1 Analogous qualities in engineered cyber systems

It may be only natural to feel drawn toward these natural systems for inspiration when
faced with the challenges of cyber security and resilience. Cyber systems themselves
have emerged from the distributed efforts of the past 50 years of technological research
and ingenuity, independently and iteratively developing new hardware and new proto-
cols that exploit that each other in ways the initial designers never anticipated. There
are similar extrinsic physical rules that govern the hardware and/or networking infras-
tructure just as there are intrinsic behavioral rules that arise from common standards of
practice, social norms in engineering practice, communally derived functional goals,
and regulatory systems (e.g., the National Institute of Standards and Technology).
Perhaps most importantly, the threats to cyber systems are themselves continuously
evolving. Whether the result of innovation in purposeful attacks or novel inadvertent
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anomalies introduced by reliance on new technologies or shifting technological envi-
ronments, the very definition of what it means to be a secure and resilient system
shifts. These dynamic constraints mirror our understanding of the evolution of natu-
ral systems. Faster rabbits can only be caught by faster foxes, who in turn then fail
to catch only the very fastest of the “already faster” rabbits. The arms race among
emergent, dynamic, and interdependent systems begs for the parallel in description.
It is only natural to try and leverage these analogies to supply algorithmic solutions.

2.2 How biological systems develop solutions

To explore how natural systems arrive at solutions to problems, we will focus on the
traits of living things simply for clarity of language; however, it is worth noting that
these same basic concepts apply to physical/chemical systems.

2.2.1 Darwinian evolution

2.2.1.1 Fitness

“Evolutionary fitness” is the term employed in the language of biology to attempt to
characterize the ability of a biological unit (e.g., gene, individual, population, species,
etc.) to persist over time. The concept of fitness boils down to only two critical, inter-
dependent accomplishments: survival and reproduction. For a population/species to
persist over time, individuals in that population must survive at least long enough to
replace themselves, and their children must similarly minimally replace themselves,
and so on. Additional longevity is “useful” if it allows an increase in expected cumu-
lative reproductive success. Using this metric of success, we can then consider the
relative fitness of two individuals, two populations, two species, etc., incorporating
variation between them in their ability to survive and reproduce. A population that
achieves an expected 1.3 offspring per individual is relatively more fit than a pop-
ulation that achieves only an expected 1.1 offspring per individual given the same
environment and resources. Both of these populations would be considered suffi-
ciently fit to persist, but fitness metrics such as this allow us to see that sufficient
success at persistence that does not indicate a maximally efficient solution has been
attained. In fact, any fitness that allowed for at least replacement value of each parental
generation into the next would be sufficient for persistence.

2.2.1.2 Competition

Of course, in the scenarios mentioned immediately above, the populations being com-
pared were considered in the context of equivalent hypothetical environments. In real
natural settings, relative fitness is considered between competitors within the same
environment. In this way, relative success at garnering and exploiting environmental
resources contribute to the expected realized fitness of each individual/population.
Perhaps two individuals of the same population would be able to achieve the same
number of offspring if only they both had the same access to nutritional resources,
but one of them is better at locating food than the other and therefore is functionally
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able to secure the resources needed to have four offspring, whereas the other is left
unable to find enough food and starves, dying before reproducing at all. While there
were sufficient available resources in the environment for each of the individual to
have had two offspring, only one of them had a competitive advantage, allowing them
to monopolize the resources.

In fact, we can relax the severity of this example and allow the better searcher
to have three children while the worse searcher can still have one. If we assume that
food search algorithms are inherited genetically or else learned directly from one’s
parent, then this inequality is expected to persist in subsequent generations. Although
in real settings species must satisfy many different sufficiency criteria and are always
in competition with others for access to finite resources, we nonetheless expect that
more successful algorithms will increase in representation with each next generation
and less successful algorithms will decrease, eventually disappearing altogether. The
evolutionary term for this is “selection,” and the “selective pressure” of competition
for food resources is said to result in the “adaptation” of the population to increase
their ability to succeed in finding food over generations.

While vastly oversimplified to focus on an environment in which the only relevant
competition boils down to food search algorithms, this situation illustrates how a better
algorithm can persist in nature, while an algorithm that is sufficiently worse will fail
to persist. This phenomena is encapsulated in the phrase “survival of the fittest.”

Important note

The phrase “survival of the fittest” is actually somewhat misleading since, in a
world with sufficiently rich resources, there would be very little selective pressure.
In this case, a diversity of resource gathering algorithms could persist for a long,
long time, so long as they were each independently sufficiently fit to allow for
expected replacement value in each generation, even if they were all relatively less
fit than one, existing, very efficient solution. Although they would decrease as a
percentage of the total set of behaviors, they would continue. Of course, as the
number of generations increases, in any finite universe, there will be successive loss
of the relatively least fit algorithms as the absolute number of individuals increases,
increasing the anticipated severity of competition, and therefore the strength of
selection. This is referred to as the “principle of competitive exclusion” [11].

2.2.2 Avoiding a common trap. best may not be good

There is a common logical fallacy into which the language of evolutionary biology
lures many unsuspecting thinkers: that the gradual elimination of all but the least fit
algorithms in natural systems leaves only algorithms that must themselves be highly
effective and/or efficient. This is untrue for a number of reasons that are stated below:

e There may be insufficient constraint to have imposed a strong enough selec-
tive pressure for a sufficiency of generations to eliminate even quite poorly
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performing algorithms. In a world of functionally infinite resources, being a
terrible competitor barely matters in any finite amount of time.

e Competition exists among variants. If no genetic or heritably learned varia-
tion exists, then there is no more fit competitor to gradually displace a poorly
performing algorithm.

e There may be multiple constraints that are satisfied by being efficient or effective
in different ways. Therefore, traits that perform poorly under one metric may be the
best option under another metric. If the stronger constraint operates on the metric
under which the trait performs well, we would expect the gradual dominance
of that trait, even though it is a poor competitor under the other constraint. An
unsuspecting designer may not be able to envision all the selective pressures in
nature acting on that trait and falsely assume that it is a good solution to the type
of problem for which the trait actually performs quite poorly.

e Even if we can assume a single constraint acting on a trait/algorithm/solution,
natural systems are almost never in a long-term stable state. As a result, the
intensity and direction of that selective pressure can be expected to fluctuate over
time. This inconsistency means that the duration/efficiency of gradual competitive
exclusion may be drastically extended and/or compromised. Further, relaxing
that assumption of the single pressure, as each of the more realistic multitude of
selective pressures acting on a system vary, which solutions are “best” or “most
fit” may fluctuate (even oscillating back and forth), depending on timing and
environmental context.

e  Perhaps most importantly, the gradual increased representation of the “best” com-
petitor is still limited by the available variants. So long as the “best” is still
sufficiently fit as to maintain itself, it can actually be a very poor performer in
absolute terms. In the evolution of biological systems, nature does not purpose-
fully seek out better and better options, and new variants (arriving by emigration,
mutation, or recombination [12]) are rare (even though they may have a relative
probabilistic advantage for increasing their representation in a population over
generations [13]). The result is that a ubiquitous terrible-but-just-good-enough
solution is difficult to displace, even in the unlikely event that a better solution is
discovered by chance.

Rather than optimizing, or even maximizing the performance of an evolved
solution, evolutionary dynamics instead usually “satisfice” [14]. It is critical to
remember this when turning to nature for inspiration in designing human systems.
While sometimes satisficing algorithms will meet our needs, many times we
are more interested in trying to optimize some aspects of performance. This is
especially true in cyber systems facing threats to security and resilience, in which
we are battling not only the current threats but the next generation of threats/attacks
to come.

This is not to suggest that no work has been done to develop evolutionary theory
in ways that relax these assumptions, as very elegant work has explored precisely these
themes (e.g., [15]). These assumptions are nonetheless widely undertaken, and more
importantly, implicit and unconsidered in many of the cases in which engineering has
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Figure 2.1 In an evolutionary game of rock, paper, scissors the success of any one
strategy depends on the density of players using the other strategies.
There is clearly no long-term stable, best strategy that wins against the
others, as evidenced by the shown cyclic orbits of the system. For
complete mathematical analysis of this evolutionary game, see [16]

turned to natural systems, expecting that evolutionary processes will have acted as a
functional search to discover effective or efficient processes.

2.2.2.1 An illustrative example of evolution failing to converge
on a single “best” solution

Consider an evolutionary system in which three morphs play against each other
according to the rules of the game “Rock, Paper, Scissors” [16]. In this game, each
player ties when playing against another player of his own morph, loses against one
of the other two morphs, and wins against the third. In this context, the determination
of the fitness of each morph is the relative density of the morph against which it wins.
This creates an ever-shifting evolutionary environment in which constant selective
pressures on a static set of rules yield stable oscillations among the three morphs
(see Figure 2.1). There is no best or worst, but the relative success of each strategy
fluctuates predictably.

Again, this is a clear situation in which looking to a scenario such as this from the
natural world for inspiration may lead to very misleading conclusions unless the full
dynamics are understood and are themselves analogous to the desired human system.

2.2.3 Does this make natural systems poor sources of inspiration?

It would be easy to be slightly disheartened at this point, but I do not at all mean
to suggest that nature-inspired design is a poor plan. While we have now discussed
many of the reasons why nature itself may not have produced optimally efficient or
effective solutions to complex problems, this in no way restricts natural solutions
from inspiring us to design optimally efficient or effective solutions in ways that
we might otherwise have not considered. Importantly, however, this analysis does
suggest that rather than always being a net time- or energy-saving endeavor, drawing
inspiration from nature requires a great deal of work and care to ensure that all
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will function as desired: ensuring that the scope/dimensions of the systems are in
agreement, ensuring that the ranges of environments/parameter spaces in which the
solutions are proposed to function are sufficiently similar, and still potentially tailoring
the function of the design/algorithm/solution itself to more specifically address the
dynamics of human system of concern. While these are all challenging, this last is
potentially also promising. It suggests that there might be productive ways in which
we might structure our thoughts about how to adapt natural solutions that leverage
the process of evolving itself the driving force in having honed the observed method
to help exploit their strengths and avoid their weaknesses.

Important note

Taking a slightly different perspective on how nature-inspired design might lull
us into a false sense of security, it is worth remembering that very few systems
in nature are without constantly evolving direct and indirect challenges to their
success. Unfortunately, while designers are used to testing whether a proposed
solution behaves in ways they desired and anticipated, it is much harder to envision
how seemingly unrelated behaviors or challenges can affect system function. In
essence, nature “red-teams” [17] its solutions, and it is probably a wise course of
action to mimic that effort at creative destruction in a purposeful way before truly
having faith in any cyber security or resilience inspired by natural solutions.

2.3 Evidence of success from nature-inspired efforts

For all of the reasons discussed above, many designers have already turned to nat-
ural systems for inspiration when facing challenging problems and have some truly
beautiful and amazing results to show for their efforts. Borrowing insights from head,
wing, and feather shape of diving and hunting birds to increase aerodynamic efficiency
allowed the designers of Japan’s second-generation high speed train to improve energy
efficiency and meet urban design noise requirements [18]. Engineers wondering how
to design germ-resistant surfaces in hospitals turned to the skin of sharks and were
able to build self-cleaning materials [19]. Researchers working to increase robustness
in routing protocols for mobile ad hoc networks turned to attractor selection in gene
expression [20].

2.3.1 A standard pattern in nature-inspired design research

The multitude of problems with demonstrably successful solutions due to turning to
natural systems is truly astonishing. However, while both the challenges and solutions
are as diverse as the natural world itself, there is a fairly uniform pattern in the
progression of the research that leads to the development of the solution.

1. Identify an open, challenging design problem
There is frequently no requirement for, or inclusion of, any discussion about why
the particular design challenge might best be addressed by turning to nature for
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inspiration. The tautological truth that “all good solutions are good” frequently
obviates the need for justification, relying instead on the idea that if a good design
results, why not use any of the methods available to produced it. This is clearly
valid, but it also does nothing to help advance understanding of best practices that
might be of use in developing a more general methodology for nature-inspired
design.

Identify an analogous problem from the natural world

Again, most frequently, the discovery/construction of these analogies are the
result of accidental overlap in knowledge, rather than being able to establish par-
ticular underlying criteria that would enable a thorough classification or search
among natural systems. No method of common description or abstraction cur-
rently exists that would allow designers to know where to begin a search. Further,
most frequently (and for perfectly understandable reasons), the analogies sought
are in the nature of the problem, rather than the type of solution required to try
and address it. While similar problems are most likely to benefit from similar
solutions, it may instead be the case that seemingly dissimilar problems share
common underpinnings that allow them to be susceptible to common solutions,
despite seeming to share little in the description of the problems themselves. Char-
acterizing these types of cases remains almost entirely undiscussed, even though
we have existing successful cases in which a nature-inspired algorithm is now
broadly employed to great success way beyond the scope of the initial analogy
(e.g., genetic algorithms began in direct analogy for general optimization and have
now been employed very successfully across a giant array of problems; [21-23]).
Carefully characterize the algorithm/design observed to be the solution in
the analogous natural system

While again equally valid and effective in the context of discovering particular
solutions to isolated problems, this step focuses on making rigorous the steps or
calculations needed to blindly reproduce the observed natural solution.
Assume the solution observed in nature is efficient and/or effective within
its own context

Perhaps this step is a bit overstated as, slightly later in the progression, testing
will show whether or not the natural algorithm is at least somewhat successful in
achieving its goal. However, it is nonetheless true that by focusing on the partic-
ular solution in nature, we (myself included) generally bypass asking questions
about what makes the solution appropriate to the problem, instead relying on the
continued existence in nature to at least provide evidence of success within the
natural constraints on the system.

Tailor the natural solution to fit the design problem

In this step, the characterized solution from nature is tailored or adjusted to
accommodate the constraints/parameters (whether broader or narrower) of the
human system. These adjustments can cause cascading problems in the success
of the algorithms (i.e., “fixing” one limited function accidentally compromises
the function either locally elsewhere, or else fundamentally globally). This can
lead to a series of minor adjustments that keep the same basic logic of a system
but may compromise the principles that led the system to emerge within nature
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in the first place. While such compromise may not become problematic, again,
the focus is phenomenological. We reject systems that cannot be appropriately
tailored as “failed candidates for inspiring solutions from nature” and move on
to other candidates or give up entirely on natural systems as inspiration.

As we will discuss in detail below, there might be a valuable alternative:
identifying which features enabled the solution to perform sufficiently within the
constraints of the original problem and then adapting those, rather than attempting
to replicate the entire solution/algorithm itself.

6. Test the solution in the human-designed context
This is usually a fairly straightforward, if potentially time-consuming, step.

7. Tterate refinement of tailoring step based on testing
This iteration helps ensure that having brought the solution “out of its native
environment” has not compromised its utility. As mentioned above, it is crucial
in these iterations to ensure that patching identified gaps does not accidentally
introduce other failures in function elsewhere. This can be both tricky and time-
consuming.

It is worth noting that this iteration can be both about ensuring non-native
function but also about improving effectiveness and efficiency in performance.
Again, this is usually done by considering small “tweaks” rather than fundamen-
tally reanalyzing the appropriateness of the design unless something goes terribly
wrong.

8. Declare victory and publish/deploy
This step, by design, focuses on the successes rather than the promising starts
that seem to be the perfect analogies between natural and human systems but
ultimately fail to provide a functional solution to the human problem at hand.
As with all science, this bias against negative publication is entirely natural
but severely hampers our communal ability to improve methodological best
practices.

This entire protocol should seem very familiar to anyone familiar with nature-
inspired research. To be completely clear, I absolutely do not mean to suggest that
anything is wrong with this protocol. (I myself have been and remain an enthusiastic
practitioner of this method.) However, it is not without room for improvement. This
protocol is entirely ad hoc. It is my hope that by pointing out some of the common ways
in which we have all been exploring from scratch, we might together discover some
better practices to enable us to use the collective experience we have now achieved
in the consideration of natural systems to streamline the process of inspiration and
discovery.

Despite the discussion above, exploring why natural solutions need not be either
efficient or effective, many solutions are, in fact, highly effective in a surprising
number of contexts and over a tantalizing breadth of parameter space. Again mirroring
discussion above, natural algorithms may not always maximize their efficiency in a
particular axis of a solution space but are routinely amazing at achieving sufficiency
in multi-objective criteria under multiple rigid constraints and are frequently robust
to sudden, larger perturbations [24].
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I argue that, for all of these reasons, it is time to switch the main focus of
research into nature-inspired algorithms away from individual analogy developed on
an ad hoc basis, and instead to explore whether or not we can discover the abstract
and universal rules that might function as the building blocks of natural solutions.
In doing so, perhaps we can move beyond analogy to purposeful design using
nature-inspired tools, rather than nature-inspired solutions.

2.4 A few of nature’s tools

Clearly, building a full understanding of nature’s toolkit is an ambitious, long-term
endeavor. That said, there are already some glaring commonalities among some of the
best studied and most successful sources of inspiration. I propose three features that
appear over and over again in nature and have been critical to the success of human
designs that have borrowed from natural systems:

e Proximate cues
e Distributed decisions
e Error convergence

(Note that I do not mean to suggest that these are the only, or even the most
important features of effective or efficient natural algorithms, they were simply the
ones that most obviously suggested themselves to me as I considered the problem.
It is my hope that future perspectives will increase this list and therefore enlarge our
toolkit until we have the ability to build a well-tailored solution, from an appropriate
set of components, for any problem that arises.)

Here, I will explore each of these three and consider why it might be so broadly
included in natural solutions across systems and types of particular challenges. The
goal is to understand not only why these are useful features in the natural settings
in which they occur but to then be able to envision how these same tools might be
employed to tackle problems in scenarios even where analogue cases in nature do
not actually employ the techniques themselves. In this way, we may be able to move
beyond the happy accidents of evolved solutions.

2.4.1 Proximate cues

Exactly as it sounds, the definition of a proximate cue is a signal that reflects informa-
tion about system, but it is not a direct manifestation of the actual desired information:
a proxy signal. To be useful, these are frequently easier to observe or measure directly
than would be direct information about the focal system or process. (For example,
fever patterns can be good proximate cues for identifying specific medical problems
in humans; [25].)

Many natural systems make extensive use of proximate cues. Identifying which
features may act as efficient proximate signals is already itself a useful endeavor.

e Torigorously characterize what information or feature of the system you actually
need to understand is already a meaningful research endeavor.
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While this sounds trite, narrowing the information set desired to precisely
and only that which is required can help to focus identification of whether or
not the desired understanding or outcomes can actually be achieved from that
information set in the first place (e.g., is the system itself too noisy or inconstant
for even direct observation to inform action).

e s a potential proximate cue an actual reflection of the information you really
want from the system?

How reliable is the cue? Is the cue always correlated with the desired infor-
mation? If so, how strong is that correlation? If not, are there specific, identifiable
contexts in which the cue fails to accurately represent the information in ways
that might be isolated and excluded? Perhaps there is no single effective cue, but
a suite of cues, used in combination or each according to relevant context could
provide the desired information.

e How easily or efficiently can the proximate cue itself be observed, measured, or
analyzed?

Of course, this is only effective and efficient if the proximate cue is itself
readily accessible to observation and analysis.

By appropriately leveraging clever proximate cues, many natural systems demon-
strate the ability to evaluate and respond to some mind-bogglingly complex scenarios
easily and efficiently.

As one example, mosquitoes (a short-lived species with relatively little direct
observational capacity about seasonal weather patterns) must be able to determine
whether to lay eggs that will hatch quickly or else diapause (a mosquito’s version of
winter hibernation). If asked to design a system that restricted itself to the types of
information accessible to, and processable by, a mosquito that could indicate whether
or not winter is coming (thereby compromising the potential survival and success
of eggs that will hatch in a few weeks due to colder temperatures and decreased
food sources), the directly salient information might be completely unattainable. The
ability to predict the temperature weeks into the future, or anticipate the availability
of nectar produced by different flowers as the season changes require the ability
to forecast and extrapolate beyond the life experience of an individual mosquito.
Instead, mosquitoes rely on well-informed proximate cues of day length and current
temperature to decide whether or not they should prepare for winter and change their
egg-laying strategy [26]. These features are directly observable by the mosquito in
real time and, over the course of the mosquitoes evolutionary life history, have served
as relatively accurate and reliable signals of coming winter. (It is fascinating to note
that global climate change has been decreasing the accuracy of day length signals as
indicators of forthcoming temperature drops, thereby potentially compromising the
utility of this signal in some species of mosquito; [27].)

2.4.2 Distributed decisions

Again, distributed decisions are exactly what they sound like. Rather than relying on a
single, centralized decision-maker to whom all relevant information must be funneled
and who then must be able to analyze and interpret that information, distributed
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decision systems use the contributions of local analysis of subsamples of the complete
set of relevant information to lead to a decision. This process can feel like scientific
magic. For example, birds flying together in a flock are making distributed decisions
about where to fly, even if no one bird or set of birds is “in charge” of direction or
speed, and yet flocks can be highly cohesive and zoom around the sky together in
truly beautiful patterns [28,29].

As with proximate cues, exploring the ways in which distributed decision systems
work might allow us to abstract and generalize this tool for use in human systems:

e Which individuals or units require what information and when?

By their very nature, in distributed decision systems, most collaborating
decision-makers are unlikely to have access to the same set of information as
anyone else. Such systems work by leveraging the complementary sets of infor-
mation to inform local decisions that function together, without the need for
hierarchical control, to lead to successful emergent global outcomes [30]. This
naturally leads to the need to consider who requires what subset of information
and at what times, to enable the emergence of an effective and efficient global
outcome. (Note that there are some distributed decision systems in which fail-
ure of sufficient information or coordination in timing prevents the system from
converging to a common solution at all, whereas in others, the system instead
converges to a poor solution. It may also be important to characterize which of
these types of system is being analyzed if lack of convergence constitutes critical
failure, or if an inability to differentiate a good solution from a poor solution until
the actual results from the decision are known would be catastrophic.)

e What, if anything, do individuals/units need to share with each other to enact the
distributed decision-making?

In some cases, they may share independent decisions about local information.
In others, they may have to take actions based on their independent decisions that
cause changes in the system (these changes may then alter the information that
others use to make their own local decisions). In still other cases, perhaps there is
neither a decision nor an action affecting the system that needs to be made/taken,
but instead the critical role for an individual/unit is to propagate a signal or
generate a proximate cue for use in the local decision-making of others.

Distributed decision systems have a number of fascinating properties. They elim-
inate the need for accurate and rapid collection of (potentially giant amounts of)
relevant data, enabling faster, more flexible updates in information assimilation and
decision-making. They relieve the need for the cognitive or computational capacity
to store (e.g., remember) and analyze collected data. They help avoid single points
of failure (although, of course, they increase the capacity for coordination failures).
(In fact, a large part of the field of complex systems focuses research explicitly on
the form and function of distributed decision-making, including those systems seen
in nature [31,32].)

Honey bee foraging is an excellent example of surprising capability in a natural
system enabled by distributed decision-making [33,34]. In nature, honey bee colonies
rely on designated foragers to gather resources from outside of the hive. Some of these
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foragers are tasked with discovering new resource sites, but all are then responsible
for transporting those discovered resources to the colony. This would be an incred-
ibly challenging task for individual bees. Success involves repeated searches of the
landscape over time (since different flowers bloom and fade at different times, etc.),
the ability to detect resources, to identify and then be able to accurately communicate
their position to others (since single bees making lone trips cannot carry very much),
and also to incorporate some mechanism for abandoning a site when the resource
has been sufficiently exploited to deplete the site. If bees were to operate in parallel
isolation, most of each bee’s time would be spent in searching for a new resource
site. Instead, honey bees employ a distributed decision process in which the bees who
search for new sites (“scout” bees) return to the colony and communicate the exis-
tence of a resource site to other foragers by means of an elaborate dance that encodes
both the level of enthusiasm for the resource abundance at the site and the location
of the site. Foragers can observe the dances of multiple scouts and are more likely to
follow the directions of more enthusiastic scouts. Once they return from a trip to a
site, a forager can dance along with the scout, reinforcing the signal, continue to make
trips without reinforcing the dance, or actively interrupt the dance (thereby signaling
that the site may no longer be as resource rich as the dance seemed to indicate [35]),
before making another independent choice about which directions to follow on their
next trip from the hive [34]. This ongoing resource gathering system leverages time-
saving parallel search by a few with the independent evaluation of those who act on
the communicated information. These evaluations then act to enhance or degrade the
signal indicating the location of resources and allows the foragers to deploy them-
selves with seamless efficiency to exploit the best of the already discovered sites
while gradually shifting to the next best site as they exploit and deplete the resources
they have found. This distributed decision-making process is so successful that it can
support an order of magnitude more bees than the number that act as foragers, even
in relatively resource poor seasons/environments.

2.4.3 Error convergence

While slightly less straightforward than either proximate cues or distributed decisions,
an equally common and critical tool found in natural systems is the feature of error
convergence: when any errors made in information analysis, communication, or action
work synergistically with other errors/features of the system to maintain (or even
enhance) overall function. Mirroring the above example in foraging honey bees, we
consider a frequently ignored concept: what happens when foragers get lost? Analysis
of foraging behaviors in ant colonies has shown that, under the right circumstances
of colony size and need, ants getting lost can add critical efficiency to the discovery
of new resource sites [36].

What are the mechanisms nature has evolved to exploit error to benefit the sys-
tem? Are these also methods we can understand and exploit? The common aspects
needed to appropriately leverage error convergence include

e How (in)accurate is the information analysis, communication, and or action likely
to be?
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Although I am arguing that errors can be useful, it is likely that they are only
useful in particular ways, and under particular assumptions. For example, in many
natural systems, expected inaccuracy tends to be bounded within a small range
around the truth (e.g., systems that consider speed versus accuracy trade-offs in
decision-making; [37,38]). Decisions or actions taken in response to information
that is completely independent of reality are unlikely to be exploitable errors;
however, small errors that enable the equivalent of local search around a current
output as an iterative search toward an objective can increase the probability of
efficient convergence to a local maximum [23].

e Do errors compound or self-correct?

In some systems (e.g., sensitivity to allergens [39]), single errors are more
likely to trigger additional errors, whereas in other cases (e.g., attenuation of
stress responses due to exposure therapy [40]), each additional error decreases
the likelihood of perpetrating the same error again. This question essentially
becomes one of identifying whether systems rely predominantly on feedback or
feedforward protocols. Both can be useful, but it is important to identify which
type of mechanism for error handling is in use.

¢ How many measurements/decisions are needed for convergence?

Almost by definition, single errors are not helpful. The ability to leverage
the expected outcome from errors requires some useful probabilistic estimate to
result from multiple or iterated errors (i.e., biased noise). Some systems, (e.g.,
dynamical resonance [41]) can achieve surprising outcomes from small amounts
ofnoise, whereas others (e.g., emergence of multidrug antibiotic resistance among
pathogens [42]) may need huge numbers of parallel trials and errors that must
work synergistically to yield a benefit.

Of course, ideally, tailored error convergence could exploit both feedforward and
feedback mechanisms to ensure outcomes within desired bounds. While ambitious,
this is not without natural precedent. In a well-functioning synaptic system, neurons
maintain stable patterns in activity. Neuron firing patterns are themselves determined
by type and number of membrane-bound ion channels. Amazingly, these channels
are actively created when firing activity is insufficient to maintain stability and are
similarly actively degraded when activity is too high [43]. (In biology, these systems
are frequently referred to as homeostatic due to their ability to return to function after
deviation in either direction [24].)

2.5 Synergy among nature’s tools

Each of these tools is clearly already of great potential use as isolated and independent
features of any system. However, their most lucrative potential may come to fruition
by leveraging synergies between/among them. Even focusing only on these three
example features, there are compelling natural systems that leverage these synergies.

In the honey bee example mentioned above as a clear case of distributed decision-
making, those distributed decisions are based on communicated information that bees
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make using proximate cues to estimate distance of the site from the hive (changes
in angles of shadows [44]) and to communicate information about site quality (rel-
ative vigor of “waggling” during a dance [33]). Similarly, the errors made by ant
foragers getting lost in our example above for error convergence [36] would also be
“wasted” were there is not a system of distributed decision-making ready to act on
newly discovered sites. Even the fundamental stochasticity of phenotypic expression
of individual genes due to cumulative life history experience (including both epige-
netic modifications [45] and individual experiences [46]) can be considered as the
combined impact of proximate cues and error convergence together producing greater
possible variation and thereby increasing expected sufficient fitness for the individual
carrying those genes across a broader range of environments.

When all three of even just these few factors are present in a system, the outcomes
are generally more robust to critical failures (i.e., they are able to persist in some
form), more resilient to perturbations (i.e., they can return to their initial state), and
they maintain efficiency across a diversity of contexts.

2.6 Potential pitfalls in nature-inspired algorithms specific
to cyber security and resilience

Thus far, we have discussed evolutionary principles that shape natural systems and
general algorithmic design that can borrow from those systems. Now let us consider
more specifically the design challenges faced when trying to borrow from nature to
inform the areas of cyber security and resilience.

2.6.1 Coevolutionary arms races

The construction of cyber security systems are, by nature, adversarial (whether con-
cerned with active or passive attacks), and it is tempting to look toward adversarial
systems in nature for inspiration. In nature, however, adversarial systems frequently
result in coevolutionary arms races (e.g., the “Red Queen hypothesis” [47]) in which
each mutation/escalation on one side provides the increased selective pressure that
selects for a more extreme mutation/adaptation on the other side. These dynamics
easily result in some extreme systems that are excellent at precise defense against the
escalating mechanism of attack (e.g., bats and moths have highly coevolved sonic
traits [48], but moths are light colored and would likely be highly susceptible to a
visual night-hunter). Turning naively to these systems leaves us open to the possibil-
ity of building an impregnable fortress but forgetting to close the gate as it may be
tempting to focus on creating designed analogies for these extreme defenses without
realizing that those are the ontogenic response of generations of a specific direction of
escalation, but not the only possible direction in which an attack could have happened.

Recommendation: It may be a wise and useful step when borrowing from any
evolved adversarial system to consider vulnerability to challenges that remain unex-
ploited by the natural adversary before these become apparent in testing after all the
hard work of designing the inspired system has already been completed.
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2.6.2 Designed threats versus evolved threats

Along similar lines as above, evolution works predominantly by exploring small
variations around an already functional set of traits. Of course, mutations or recom-
binations can result in large leaps in form and/or function, but they are rare, and
the most frequent outcome is inviability of the organism. As a result, truly uniform
exploration of the space of parameters governing the behavior of an evolved trait is
biologically rare. (It should be noted that it is more common in physical systems with
phase transitions/bifurcations.) As a result, systems that have evolved to be secure or
robust to adversarial threats need only (on expectation) be secure and robust to those
adversarial threats already seen, or those very similar to the ones already in existence.
In other words, there is frequently no evolved mechanism to defend against zero-day
attacks. These constraints on the nature of attack are utterly untrue in human-designed
systems.

Recommendation: Systems in nature that have evolved under threat from a
greater diversity of extant adversaries or have survived novel challenges (e.g., from
previously unfamiliar invasive species) may provide a better source for inspiration.
It may be most profitable to see if we can isolate common tools in algorithms from
systems that have been able to meet these broader challenges rather than focusing on
systems that seem truly analogous to any one specific threat model.

2.6.3 Trade-offs between security and privacy may be different
for each design component

2.6.3.1 Proximate cues must be relatively “leak-proof”

Cyber security design is used to the challenges faced in allowing only authorized
agents to have access to private or sensitive information, but the challenges expand
rapidly when we first need to understand the full array of information being encoded in
proximate cues. Are there additional, accurate correlations encoded in the proximate
cue beyond the feature we intend to capture and exploit? The same proximate cue an
animal might use to indicate a food source can be exploited by a predator as a cue
that the prey animal is likely to be near.

Recommendation: Carefully consider why likely proximate cues are useful, and
if there are other signals, they might also capture/reveal.

2.6.3.2 Distributed decision-making

These systems are naturally susceptible to bad actors (either legitimate participants
acting in bad faith or else infiltration by illegitimate participants). Luckily, these are
common challenges considered within cyber systems. Less frequently considered, but
of'equal or potentially greater concern, is the ability to purposefully exceed the natural
parameter space (e.g., range of environments or cues) in which the system functions
and thereby cause critical failure by self-destruction. One famous example of a human-
designed critical failure for a natural system is the “death spiral” (also called a “circular
mill”) in army ants [49]. In this case, the algorithm ants use to coordinate movement
in a swarm can be tricked by purposefully manipulating the proximate cue they use to
detect where others have been before and then also recommend going. By connecting
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the pheromone trail back onto itself, these ants can be tricked into literally running
to death in a circle they themselves reinforce as they run.

Recommendation 1: Purposefully consider the impact of bad actors internal to
the distributed decision-making process.

Recommendation 2: Anticipate the impact on the algorithm of exceeding design
specifications (especially if those parameters are also drawn direction from the natural
system).

2.6.3.3 Error convergence

Cascading amplification of errors is often fatal. Feedforward systems without com-
pensatory feedback safety protocols are responsible for such critical failures as
thyroid storm (in which endocrinological malfunction causes a series of increasingly
life-threatening failures in the human body [50]).

Recommendation: While it is not likely to be practical to incorporate compen-
satory feedback mechanisms every time there is the potential for error, it is always
critical to consider how amplification or resonance in seemingly minor individual
errors can act together to compromise an entire system.

2.7 When NOT to use nature-inspired algorithms

We have now discussed why nature-inspired algorithms might be tempting, how their
ontology makes them both well suited and also potentially challenging for adaptation
to suit the needs of human-designed challenges, what common design components
might be responsible for their strengths, and what types of weaknesses might be
especially important to consider in the context of cyber security and resilience. In
each of these considerations, we have focused on picking apart the nuances of how to
exploit strengths while avoiding failure and suggested how to maximize the likelihood
of success. Butare there any cases in which we can definitely save ourselves the trouble
of these careful analyzes and reject the possibilities of nature-inspired design on its
face?

While unlikely to occur with any frequency, it is true that there are a few cases
we can probably eliminate fairly rapidly from consideration for nature-inspired solu-
tions. For example, it is likely we can eliminate any case in which the set of design
components that could be used in tackling the problem each have inherent, exploitable
susceptibilities to designed attack. This would leave us with the only recourse toward
security to be in keeping secret the inspirational designs themselves. This type of
“security by obscurity” is obviously flawed as any attacker who can figure out the
design can then instantly understand how to overcome any secure features [51]. Sim-
ilarly, when the system we are trying to secure or make resilient has constant, narrow
constraints on the diversity of its function it is unlikely that we should turn to nature-
inspired solutions. In this case, it is not that nature-inspired solutions cannot work
well, it is rather that the types of solutions that are most likely to emerge in nature
have themselves been constrained to deal with a minimally sufficient breadth in sys-
tem behavior that they are optimized for flexibility and are therefore likely to be
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inefficient for application to narrowly defined cases. Of course, even these examples
do not provide any truly rapid or guaranteed-sufficient criteria for rejection.

2.8 Conclusions

Nature-inspired algorithms are truly beautiful, elegant, impressive, and they have in
the past provided the spark of creativity that allowed researchers to solve previously
intractable problems with startling efficiency. However, now that we have seen that
wheel can be invented in this way, it is time for us to step back from the processes
by which we have fumbled about in the early stages of discovery and provide nature-
inspired algorithmic design with a rigorous, scientific methodology of its own. We
should analyze effective and efficient natural systems to discover fundamental func-
tional components. We should not hope to find analogies for human-design challenges
that accidentally leverage these components, either independently or synergistically.
We should learn when nature-inspired design may be helpful and when instead the
tools and techniques shaped in nature may not yield the best solutions. It is time to
use the functional components of nature’s designs, learning by example, but growing
beyond mimicry to true inspiration. Thus far, we have followed or adapted nature’s
blue prints; it is time instead for us to master the principles of design that nature can
teach us and begin to draft our own plans.
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Chapter 3
Bioinspired collaboration and cyber security

Youna Jungl

Throughout history, collaborative approaches have been regarded as one of the
most efficient solutions to complex and large-scale problems. Collaboration enables
distributed and heterogeneous things to achieve a complicated goal through rich inter-
actions. That is why many emerging technologies, such as multi-agent systems, cloud
computing, crowdsourcing, and collective intelligence, are leveraging collaboration
to address complicated problems at different levels. For successful collaboration,
it is critical to have proper mechanisms to search the most eligible and available
members, organize a group with communication channels between members, and
control their collaboration. However, current solutions to distributed computing do
not deeply concern about collaboration. To support collaboration between distributed
smart things, many researchers have studied the organization and collaboration strate-
gies. The bioinspired collaboration that we will explore in this chapter is one of the
target research areas. Indeed, we can easily find actual examples of effective and
well-organized collaboration in nature. To get ideas, many researchers have studied
patterns of collaborative behaviors of insects and birds and applied their models to
computer systems.

In this chapter, we focus on collaboration schemes inspired by nature and examine
cyber security technologies used to protect bioinspired collaboration systems and
discuss research challenges and future research directions.

3.1 Collaboration

Many group-based approaches have been proposed in the literature to address the
large-scale and complex problems. In fact, the group-based problem-solving approach
has been a good way to solve a problem requiring diverse resource and capabilities
and perform a highly resource-consuming and time-consuming task [1].

Before we introduce existing work on group-based solutions, let us first clarify
the difference between relevant terminologies, such as coordination, cooperation, and
collaboration. Blank et al. [2] defined three terminologies as follows. By adopting
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their work, we define three strategies as shown below to distinguish the different type
of group efforts throughout this chapter.

e Coordination—It models the simplest group efforts. The goals of coordination
must be compatible with the goals of organizations that each member belongs.
In general, interaction between members lasts for only limited-time for a specific
project or task. All communication and resources of each member are controlled
by a member’s organizations.

e Cooperation—A group can be organized to address a new mission or goal. Nor-
mally, cooperation addresses a longer term effort than coordination and has a
centralized authority dealing with negotiation between organizations. Members’
resources are maintained by individual organization but can be shared as needed.

e Collaboration—It models the most comprehensive and dedicated group efforts.
Similar to cooperation, a group is organized to achieve one or more mission(s)
newly created. However, unlike cooperation, it assumes a strong commitment
between organizations to share resources and supports joint-planning and joint-
evaluation. In many cases, dedicated communication channels are established for
collaboration.

Among three strategies, in this chapter, we focus on cooperation and collaboration
only. As mentioned above, the group-based strategies have been applied to emerging
areas, such as the computer-supported cooperative work (CSCW), the service-
oriented architecture (SOA), online social networks (OSNs), and multi-agent systems.

3.1.1 Computer-supported cooperative work

CSCW is amethodology for small or medium size teamwork and its computer support.
In [3], Wilson et al. defined CSCW as stated below:

CSCW is a generic term that combines the understanding of the way people work
in groups with the enabling technologies of computer networking, and associated
hardware, software, services and techniques.

The objective of CSCW is to develop a groupware allowing individual users to
perform a common task through information sharing. At this time, groupware is a
software system consisting of software, hardware, and services. It supports teamwork
by coordinating necessary resources and tasks. The popular groupware in CSCW are
the video-conferencing systems and the multiauthor editing systems.

Typically, groups are small-size project-oriented teams. Members in a team share
the same task environment and interact with other members to perform a common
task [4,5]. Typically, cooperation in CSCW is designed as ad hoc group processes.
A group process specifies necessary information, activities, and communication
between members. A group process usually consists of a static part and a dynamic
part. A static part identifies a group’s goal, organization, communication protocol,
and environment. At this time, group organization is defined with team members and
their roles. Group protocol specifies a way to communicate between members, and
group environment describes necessary hardware and software systems.
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A dynamic part contains frequently changing components like current state
and group activities. All possible activities and dependencies between activities are
defined in the group activities component, and the current state changes according to
the execution of group activities. Note that members’ activities are tightly coupled in
CSCW. Therefore, it is critical to define activity dependencies to manage cooperation
in groupware.

3.1.2 Service-oriented architecture

SOA is introduced by Gartner Groups in 1996 as an evolutionary approach of the
distributed component architecture. There are many definitions of SOA, but in this
chapter, we use the following definition proposed by Erl [6]:

Service-oriented Architecture (SOA) is a form of technology architecture that
adheres to the principles of service-orientation. When realized through the Web
services technology platform, SOA establishes the potential to support and promote
these principles throughout the business process and automation domains of an
enterprise.

Because of its great reusability of components on a same system, the distributed
component approach had been spotlighted. However, its strong dependency with
specific platform and language caused serious problems. To remedy the problem,
SOA published standardized interfaces. By using XML-based messaging protocol,
SOA then supports loosely coupled connections between services using [6—9]. Now,
we can use SOA to integrate and reuse services across heterogeneous systems. Note
that, the granularity of services in SOA is relatively bigger than the granularity of
components in traditional distributed component architecture.

Typically, SOA applications can be characterized as follows: (1) standardized
service infrastructures and services, (2) loosely coupled service connection, and
(3) service reusability. First, SOA provides standard service infrastructures includ-
ing Web Service Definition Language for service interface, Simple Object Access
Protocol for messaging format, Universal Description Discovery and Integration or
US-Discovery for Service Discovery, as well as standardized services for messaging,
transaction, security, and diverse business executions. In addition, SOA separates ser-
vice interfaces from service implementation in order to reduce dependency between
services and environments. Finally, in SOA, applications can dynamically discover
and composite necessary services at runtime.

3.1.3 Online social networks

The rapid growth in mobile and networking technologies has significantly improved
the level of connectivity and interactions among people around the world, and it has
resulted in the explosive growth of OSN’s such as Facebook and Twitter. The objective
of OSNss is to enable social users to share information and resources with their friends
and make new friends. OSNs have influenced in the patterns of communication and
cooperation with rich communication methods (e.g., wall posting, photo sharing,
messaging, and tagging).
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Recently, OSNs are used as a basis for immediate and effective cooperation
among people because of their huge pool of users and support for rapid dissemination
of information. In fact, we can easily find real-world examples cooperation through
OSNs. When Hurricane Irene occurred and tsunami hit Japan, people in the distressed
areas actively shared critical information about Irene’s path and evacuation plans and
warned residents about possible damages through Facebook and Twitter. The aid
organizations such as the Red Cross also rushed to use OSNs in order to help the
victims and recruit volunteers. In addition, people have been using OSNss to find their
lost pets by sharing information. Through the Lost Dog Found and the Fidofinder
in Twitter, users distribute information about lost pets to their followers and try to
find lost pets together. In the healthcare domain, an immediate cooperation between
medical team and a patient’s family through OSNs saved a patients’ life. As we can
see in actual examples above, OSNs have provided an innovative way to organize
people and promote immediate cooperation.

3.1.4 Multi-agent systems

Multi-agent systems are frequently developed to provide services requiring complex
interactions because of agents’ features such as flexible and autonomous problem solv-
ing behavior and the richness of interactions [1]. Toward this, many researchers have
conducted research on goal-oriented group organization and collaboration between
intelligent agents. A group’s collaboration procedure is predefined or dynamically
determined using members’ intelligence at runtime.

The objective of multi-agent approaches is to design and implement necessary
agents to satisfy a given requirements. It is different from an approach that intends
to offer services using collaboration among existing agents. At this time, the later
approach assumes that participating agents are predefined. It might be a reason that
most of multi-agent approaches do not concentrated on cooperation. For the better
understanding of collaboration in multi-agent systems, we introduce some notable
existing work below.

e  Community in PICO—The pervasive information community organization
(PICO) is a middleware framework [10,11]. It creates a goal-oriented commu-
nity using existing objects at request time. In the PICO, hardware devices are
clearly distinguished from software agents. The hardware devices are represented
as camileuns while agents are represented as delegents. The PICO focuses on how
to meet the requirement for proactive collaborations using agent communities but
it does not provide specific organization and cooperation models for multi-agent
systems.

e Groups in active space—The active space [12] introduced Gaia, a distributed
middleware infrastructure that coordinates software agents and heterogeneous
networked devices. Using the Gaia middleware, we can represent a cyberspace as
a programmable environment rather than a collection of individual and discon-
nected heterogeneous devices. Four years later, the same research team proposed
an improved middleware, called super space [13]. Super space focuses on how to
manage and orchestrate groups in heterogeneous active spaces created by different
Gaia middleware.
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e Groups in AALADIN—AALADIN is an organization model for multi-agent sys-
tems [14]. It allows us to specify the role-based groups and interactions in a group.
In this model, each agent takes a role, which is an abstract of an agent’s func-
tion and service, in a group. AALADIN was evolved to the AGR model (Agent/
Group/Role model) that considers a dynamic aspect of an organization [15]. Using
the AGR model, we can describe a group creation process, a membership mech-
anism of agents within a group, and a role acquisition mechanism additionally.

e Community in community computing [16]—Community computing is a multi-
agent based framework to develop a cooperative ubiquitous system that offers
dynamic services through collaboration between existing agents. This framework
proposed a conceptual model to abstract agents’ communities and role-based
situation-aware collaborations in a community and a development process based
on the model-driven architecture from the most high-level abstraction model to
source code. For the practical use of the framework, the project team provides a
development toolkit, called CDTK, for developers’ convenience.

3.2 Bioinspired cooperation

As the level of intelligence and autonomy of computing elements has been increased
and the connections between elements are highly distributed, researchers have studied
the coordination and cooperation schemes of living things (e.g., animals, insects, and
cells) to understand underlying principles of their interaction and cooperation. In
fact, cooperation between software agents or networking nodes in computer sciences
shares many similarities with coordination/cooperation in ant colonies, bird flocking,
fish schooling, bacterial growth, and chemical reaction.

Before proceed further, let me first define the eight characteristics of cooper-
ative living things in nature as follows: (1) Perception/Awareness—A living thing
is aware of environment changes, (2) Intelligence—A living thing has own knowl-
edge and use it to solve a problem or achieve a goal, (3) Autonomy—A living thing
has complete control over its own actions and internal states, hence it is able to
act without direct intervention from other organisms, (4) Reactiveness—A living
thing is capable of reacting appropriately to events or information from its environ-
ment or other living things, (5) Adaptivity—A living thing is capable of changing its
own behavior flexibly based on environment changes and/or previous experiences,
(6) Interoperability/Sociability—A living thing is capable of interacting with others
in a peer-to-peer manner, (7) Goal-oriented—A living thing continuously tries to
achieve its own goals or a common goal of a group, and (8) Partially /fully decen-
tralized control—A living thing is capable of achieving a common goal without
centralized control.

Because of the characteristics of organisms, most bioinspired systems involve
interactions and cooperation. By analyzing complexity of cooperation in biological
systems, Mano et al. [17] has defined four cooperative mechanisms as follows.

e Parallelism—Parallelism is the basic level of cooperation. All elements in a sys-
tem share a common goal but each element performs independent activity based
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on its role. Therefore, elements carry out different activities in parallel, without
frequent communication between different role groups. The most well-known
example of parallelism is shown in Polistes Wasps’ nest construction [18]. Wasp
workers share a same goal, building the nests, and the performance of their
activities depends on the number of elements in the worker group.

e Coordination—Unlike parallelism, coordination requires administrative activi-
ties to observe and adjust cooperative activities among two or more elements. To
achieve a common goal, each element interacts with others and sometimes adjust
its activity depending on others’ activities. We can find a good example in ant
colonies. When a group of ants tries to take a branch off an entrance of their nest,
ants perform coordinated activities. For example, the first ant lifts up the branch
while other ants catch the branch lower and then lift it up on their turn.

e Specialization—Specialization is a cooperative mechanism that assign a particu-
lar task to some groups of elements to achieve a common goal. An administrative
mechanism is required to decide specialized tasks and a group of elements that
perform the tasks. The bust example of the specialization is the specialization of
cells in cellular streams [19]. To produce more metabolites for other cells and
the whole organisms, some cells can modify their structure and/or develop par-
ticular abilities (e.g., gas transportation in blood read corpuscles, production of
antibodies in immunity cells, production and propagation of spikes in neurons,
or chemical energy storage in lever cells).

e  Recruitment—Recruitment represents collective behaviors to achieve a common
goal. Note that, in this mechanism, single element’s goal matches a goal of group
cooperation. In general, each element performs the same task in order to pro-
duce mass effect. There exist many examples in nature like fish schooling to
protect themselves from predators, temperature regulation in penguin colonies,
or predator detection in sheep flock.

As mentioned above, many researchers have applied the cooperative mechanisms
of biology systems to solve problems in computer sciences because of the similar-
ities between biology systems and computer systems. In this chapter, we introduce
two popular research areas in bioinspired collaboration, swarm intelligence (SI) and
chemical reaction.

3.2.1 Cooperation in swarm intelligence

SI refers to a problem-solving scheme using decentralized and collective behavior
[20]. Note that, in SI, we assume that each element in a swarm is capable of processing
simple information and adapting its activities to achieve a goal. The type of elements
can vary (e.g., insects, birds, robots, networking nodes, or standalone workstations),
but regardless of their types, elements interact and cooperate with each other to solve a
common problem. So far, many cooperation schemes in ST have been used in computer
science areas, for example, clustering, multi-agent systems, robotics, and networks,
but in this section, we focus on two of the most popular research areas, self-organized
network (SON) and robotics.
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e SIin SON—Self-organization is one of well-known features in artificial com-
munication systems, especially in wireless ad hoc and wireless sensor networks
[21]. The main objectives of the SON systems are to achieve better scalability,
availability, and reliability [22—24]. To meet these requirements, many cooperative
algorithms in ST have been used, for example, the pulse-coupled oscillators and the
ant colony optimization. The bioinspired cooperative algorithms have produced
good performance on different networking problems, such as load balancing
(e.g. BeeHive routing algorithm [25,26]), adaptive routing, cooperative trans-
mission [27,28], distributed synchronization, cooperative beam-forming [29],
network coding [30], cognitive spectrum sensing [31], and coordinated multipoint
transmission/reception (CoMP) [32].

e Sl in robotics—Many researchers in robotics have been inspired by cooperation
in nature. The characteristics of cooperative living things defined above perfectly
fit in the robot systems. Similar to biological systems, the robots’ perception of
their environment directly affects their action. Each robot can obtain local infor-
mation, but the overall behavior of a robot system is decided by coordinating local
information from each robot [33]. Based on the similarity between cooperation
in nature and robot systems, researchers have applied several SI algorithms to
robot-based exploration [34], robot swarms [35,36], and decentralized robots for
cooperative transport [37].

3.2.2 Coordination in chemistry

Chemistry has been another source of inspiration. Researchers have identified the
coordination rules from chemical reactions in biological organisms and meteorolog-
ical systems.

Two remarkable works on this area are the GAMMA model and the chemical
abstract machine (CHAM') model. The GAMMA model governs coordination using
chemical-like rules defined in a space [38]. The CHAM model supports coordination
between floating molecules according to reaction rules [39]. Besides the two models
introduced above, most models use the chemical reaction metaphor that represent
a system’s state as a fluid in which reactants are coordinated with others based on
predefined reaction rules. Currently, several coordination models are used in com-
puter science areas. The Fraglets model uses chemistry-based coordination models
to data distribution and aggregation [40]. In addition, some service composition
approaches in SOA are using chemical models [41]. Recently, a chemistry-inspired
coordination approach has been proposed for pervasive systems that can support
multi-missioned coordination by utilizing the concept of chemical affinity between
networked objects [42].

3.3 Access control for bioinspired cooperation

As seen in the previous section, the bioinspired coordination/cooperation mechanisms
have significantly influenced emerging technologies by supporting advance features
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such as self-organization and decentralized control. To realize its full potential, how-
ever, security must be guaranteed in the bioinspired cooperative systems. Without
proper security solutions, their vulnerability to security threats may become a bar-
rier to further progress. Security encompasses several aspects and topics, but in this
chapter, we focus on access control only.

3.3.1 Traditional access control models

Before interaction and cooperation become the norm, access control models focused
on users’ identities [e.g., the discretionary access control (DAC) and the manda-
tory access control (MAC)], roles [e.g., the role-based access control (RBAC)], or
attributes [e.g., the attribute-based access control (ABAC)]. The details about each
model are below:

e DAC—DAC is an identity-based access control model, controls access to an object
based on an owner’s permissions. It allows individual users to grant or revoke
access to any of the objects under their control [43]. DAC has been used in many
systems and networks. For an instance, the Windows operating system is using
DAC to enable the owners of a file or directory to grant or deny access to other
users.

e  MAC—MAC is based the Bell-LaPadula model. In this model, permissions are
associated with security labels attached to users and objects. A user can access
objects in the security label assigned to the user and lower levels. A system
enforces all the control and users are not able to modify their access rights
[44]. MAC is frequently used in government and defense information systems
in which the resource owner must not make authorization decisions on their
resources.

e RBAC—RBAC controls accesses based on users’ roles rather than identifications
or security labels. A user can have permissions by having appropriate roles. In
RBAC model, system administrators can create roles, grant permissions to the
roles, and then assign users to one or more roles based on job responsibility
and organization policy. By employing the concept of role, RBAC dramatically
reduces the complexity of system maintenance and security enforcement. In fact,
the role-based approach is more realistic than user-based approach since the struc-
ture of access right is mainly depending on roles in most organizations. Due to
such advantages, RBAC became popular in most large-scale and complex sys-
tems. RBAC model has evolved from RBAC, to RBAC; RBAC, identifies the
minimal requirements of RBAC systems. RBAC, added role hierarchies into
RBAC,, while RBAC, added constraints to RBAC,. RBAC; combined RBAC;
and RBAC, [45].

e  ABAC—ABAC control accesses according to attribute-based policies. The policies
can be specified with a variety of attributes, such as user attributes, resource
attributes, object attributes, and environment attributes. Unlike the RBAC model,
ABAC can evaluate not only subjects’ roles but also many different attributes
[46]. Because of its dynamic and context-aware control, ABAC is currently used
in many web and cloud applications.
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3.3.2 Access control models for bioinspired collaboration

3.3.2.1 Existing access control models for cooperation

As we can see, traditional access control models focus on individual users (subjects)
and do not consider interaction or cooperation between users. As the level of con-
nectivity has been increased, researchers have been interested in access controls for
interactive and cooperative systems. Let me introduce some recent access control
models considering cooperation.

e Task-based Access Control (TBAC)—TBAC controls accesses from a task-
oriented (TO) perspective rather than the traditional subject-object perspective.
Using TBAC, we can control authorizations at various points during tasks [47].
Because of its TO view, TBAC is used in some distributed computing systems
and workflow management systems. However, as pointed out in [48], TBAC is
not suitable for cooperative systems due to the difficulty in dividing coopera-
tion into separate tasks with usage counts. Moreover, TBAC allows specifying
restricted context information related to tasks, activities, or workflows but not
cooperation-related contexts.

e Team-based access control (TMAC)—TMAC [49] and context-based TMAC [50]
provide access control schemes for a group/team of users taking different roles
in a team. However, they do not have a flexible access control and administration
models for dynamic cooperation. In addition, they capture only limited context
information about teams.

e Group-based RBAC (GB-RBAC)—GB-RBAC has been proposed to support
access control for intergroup collaboration. It assumes that many groups, called
virtual groups (VG), already exist in a system. A VG is created dynamically by
gathering roles and permissions required for the VG and terminated as soon as
it accomplishes its goal. Each VG has one or more administrators governing
accesses in the VG [51]. However, GB-RBAC does not consider an organization
mechanism for VGs and context-aware cooperation. Moreover, there is no clear
mechanism to resolve conflicts between administrators in a VG. The most critical
problem is that all members in a VG have all permissions assigned to the VG.
However, it could cause a serious security threat.

As you can see above, understanding of context/situation-aware cooperation is
required for dynamic and effective control in cooperative systems. To the best of
our knowledge, only few models support context-aware dynamic interaction and
cooperation: the role-interactionbased access control (RiBAC), the community-
centric RiBAC (CRiBAC), and the community-centric property-based access control
(CPBAC).

3.3.2.2 Role-interaction-based access control

RiBAC mainly focuses on accesses during interaction between subjects (e.g., human
users, software agents, etc.). It controls access to users’ tasks as well as traditional
resource objects. Note that, RiBAC defines an interaction as access to a partner’s
task or to the partner itself and propose the interaction permissions in addition to the
traditional definitions of permission in RBAC [52].
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Interaction permissions

RiBAC defines two types of role interactions, the role-oriented (RO) interaction and
the task-oriented (TO) interaction. An ro interaction indicates that a subject role (R)
initiating an interaction performs its operation on a targeted object role (R, ), while the
TO interaction means that R, commands its R, to perform R,’s tasks [52]. To perform
a task on a user or ask a user to perform his/her tasks, a subject user must have a
corresponding interaction permission, either a task-oriented permission (tprms) or
a role-oriented permission (rprms). To support traditional permission associated to
object resources, RiIBAC has the Object-oriented permission (oprms) also. A valid
pair of an object and an operation on that object forms an oprms. A valid pair of an
operation of a subject role and its target role forms an rprms. A tprms is represented as
a pair of a role and its task that can be invoked by others. Since RiBAC is a variation
of RBAC, users must be assigned to a particular role to interact with others through
user assignment and the permission assignment (PA).

RiBAC family

RiBAC has four variations: basic RiBAC (RiBAC-B), hierarchical RiBAC (RiBAC-H),
constrained RiBAC (RiBAC-C), and constrained hierarchical RiBAC (RiBAC-CH).
The formal definitions for each RiBAC models are shown in [53].

e RiBAC-B: This basic model deals with interactions between users with two types
of interaction permissions.

e RiBAC-H:RiBAC-H allows that permissions can be inherited through a role hier-
archy (RH) for better permission management and inheritance. In the definition
of RiIBAC-H, there is a small change in the role definition.

e RiBAC-C: RiBAC-C adds the separation of duty (SoD) and the cardinality con-
straints to RIBAC-B. SoD is a mechanism to prevent fraud and errors that could
be caused by simultaneous accesses. In RIBAC-C provides the static and dynamic
SoD (DSoD) constraint. The static SoD (SSoD) constraints specify that no agent
can be assigned to more than a specific number of roles in a role set and typically,
they are enforced in the agent-role assignment (AA4). The DSoD constraints affect
role activation and make sure that an agent cannot activate certain roles together
in one session. In addition, RiBAC-C supports cardinality constraints that limit
the number of users that may be assigned to a role. The cardinality constraints
can be static or dynamic. Similar to the SoD constraints, the static cardinal-
ity constraints are applicable to AA, while the dynamic cardinality constraints
limit the total numbers of active roles across sessions of a user. For each type of
SoD constraints, RIBAC-C defines the minimum and the maximum constraints
as well.

e RiBAC-CH: RiBAC-CH is a combination of RiBAC-H and RiBAC-C. RiBAC-
CH adopt the concept of Aybrid hierarchy (HH) [54] that differentiates permission
usage from role activation in a hierarchy by defining three types of relationships:
permission inheritance, activation, and inheritance-activation. By leveraging the
activation and permission inheritance of HH relationships, RiBAC-CH provides
more flexible policy specification.
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3.3.2.3 Dynamic role-interaction based access control

DRiBAC is an improved version of RiBAC, which captures dynamic aspects of inter-
actions [55]. A key limitation of RiBAC is that there is no way to distinguish each
user assigned to the same interaction role. It brings a serious problem that a user has
permissions for all the users assigned to its partner role. To avoid such oversharing
and guarantee the principle of the least privilege, in RiBAC, we must create a new
role for each interacting user but it is unrealistic solutions

DRiIBAC enables us to capture actual interactions between users and supports
exclusive accesses for their actual partners only based on context. Toward this,
DRiIBAC defines four types of context-based constraints: the assignment constraint,
the activation constraint, the cardinality constraint, and the SoD constraint. DRIBAC
uses ontologies to describe its model including policies (DRiBAC ontology) and a
variety of context (DRiBAC context ontology) [56]. Those ontologies are written in
OWL1.0 and provides means for well-formed, reusable knowledge sharing among
users and systems.

Context-aware dynamic constraints

DRIiBAC assigns roles, permissions, and role interactions to users based on context,
not only environment context such as time and location but also user-specific and
object-specific context. By doing so, only qualified users can be assigned to a role
and get permissions. If a user is disqualified by changes in his/her context, the user’s
roles, permissions, and interaction relationships are deactivated to prevent potential
errors. Toward this, DRIBAC defines four context-aware constraints as follows [55].

e Assignment constraints—An assignment constraint represents a context-based
condition for role/permission/interaction assignment. It specifies a minimum
qualification of a user to be assigned. If an assignment condition is associated
with user context, a system can recommend some candidates for the assignment
automatically. If there are two or more users who satisfy a corresponding condi-
tion, an administrator selects the most suitable one. For an interaction assignment,
we need to perform agent-role assignments (AA) twice for two interacting roles,
ri.r; and ri.r;, in a role interaction. If the user is disqualified due to the change of
its context later, the assigned role, permission, and interaction are automatically
de-assigned for security.

e Activation constraints—An activation constraint describes a condition to activate
the assignment relations. If the condition is not satisfied, the assignment cannot be
activated. Even if an assignment is activated, it is automatically deactivated. If a
user assigned to one of interaction roles in an 77 is deactivated, then the interaction
is temporarily deactivated until all the participating users are activated again.
Note that some assignment may not have activation constraints. In this case, an
assignment is immediately activated right after assignment.

e Cardinality constraints—This constraint limits the maximum number of users,
role interactions, or interacting users assigned to a particular interaction role
in a system. The cardinality constraints have two types: static cardinality con-
straint and dynamic cardinality constraint. The static constraints are applied to
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the interaction assignment to users, while the dynamic constraints are used on the
interaction activation.

e SoD constraints—DRIBAC supports both the SSoD and the DSoD constraints.
Using the SoD constraints, we can prevent problems that might occur by mutually
exclusive roles and exclusive role interactions. DRIBAC uses the SSoD constraints
to prevent users from assigning to exclusive role interactions at the same time.
To prevent simultaneous activations of exclusive role interactions, DRiBAC uses
the DSoD constraints (ri;. [A%"™ <> ri;.IA%"*). The mutually exclusive roles are
represented as follows: 7; <> ;. DRiIBAC help us avoid simultaneous assignment
and activation of mutually exclusive roles by using SSoD and DSoD constraints.

3.3.2.4 Community-centric role-interaction-based access control

Unlike RiBAC and DRiBAC that focus on interaction only, CRiBAC support not
only interaction within a system but also cooperation among users within a com-
munity. CRiBAC assumes that a community is created upon a user’s request, and
members actively cooperate with each other to achieve a common goal. In CRiBAC,
cooperation is defined as a set of interactions among members who are taking par-
ticular roles in a community. CRiBAC extends the idea of RiBAC to support secure
cooperation among users using diverse context information and goal-oriented com-
munities. To conceptualize the communities and their cooperation, CRiBAC employs
the organization model and the cooperation model of community computing [16].

By adopting the community computing model, CRiBAC represents a cooperative
system as a society that consists of communities and users. Every user and community
that belongs in a society must register with a society in advance. When registering in
a society, each user is assigned to one or more society roles (SRs) depending on the
agents’ contexts and capabilities. All social roles must be predefined at the time that
a society is established. A society has society objects (OBJ,), similar to objects in
traditional RiBAC, and society contexts (CONT}) that represent context information
relate to a society. A user needs to register with a society to gain access to the society’s
context and objects, or interact with other users in the society. An SR will be revoked,
when an agent leaves the society.

A user can participate in one or more communities by taking community role
(CR). A community (c) consists of a set of CRs (CR.), a set of participating user
taking one or more CRs (4.), and the community context (CONT,). At this time,
CONT . includes information related to a community ¢, such as community type, the
creation time, and the number of members. A community type is defined with com-
munity goal, necessary roles (cr), and constraints on corresponding CR assignments
(CRAs). According to the CRAs, a community instance selects and invites suitable
users for each cr. After receiving an invitation from a community, every user must
decide whether or not participate in the community. This decision will be made based
on a user’s availability and preference. After gathering enough number of users, a
community needs to select the most appropriate agents based on users’ contexts and
capabilities. The CRs are revoked from members when the community is terminated
or a user leaves the community or society.
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When an administrator assigns roles to users, he/she should consider the relation-
ships between the users’ tasks and permissions and must assign the least privileges.
Note that CRiBAC does not allow changes in the CRA after cooperation has been
initiated. It allows early leave only. A user has its own resources, context, and tasks
that it can perform. A user’s resources are a set of objects that belong to the user
and fully controlled by the user. The user context captures user-specific information,
such as status and identification. A user’s tasks represent the capability of a user. As
we mentioned above, a user can play both SRs and CRs at the same time. When a
role, whether cr or s, is assigned to a user, the user have all the permissions that are
assigned to the role.

Interaction permissions in CRiBAC

In the previous section, we learned about the interaction permissions of RiBAC.
CRiBAC has similar interaction permissions, but there is a slight difference. CRiBAC
defines two types of interaction permissions, the traditional OPRMS and the
interaction permissions. The interaction permissions include the resource-oriented
permission (SPRMS), RPRMS, and TPRMS. The RPRMS and TPRMS are the same as
those in RiBAC, but CRiBAC adds SPRMS to the interaction permissions of RiBAC.
A sprms is a permission that allows access to a user’s resources. To interact with others,
users must have interaction permissions. Note that, in CRiBAC, some permissions
are parameterized based on roles. In such a case, the parameterized permissions must
be interpreted with users who are actually assigned to the role, after the role assign-
ment. Additionally, CRiBAC assume that members of a community are able to share
information about their tasks, contexts, and permissions, during cooperation. Similar
to RiBAC family, CRiBAC has four variations: CRiBAC-B, CRiBAC-H, CRiBAC-C,
and CRiBAC-CH. If you want to know the details about each model, please refer to
the original paper [53].

Analysis on interaction permissions

For a decade, potential problems related to permissions in access control models have
been studied. For the traditional OPRMS, we may be able to use existing solutions
but the interaction permissions that CRiBAC proposed additionally have not been
analyzed yet. Constrained CRiBAC supports the SoD constraints including SSoD and
DSoD. The SoD constraints are the same as those in RiBAC-C. To limit the number
of users (represented as agents in the model) that can be assigned to a certain role,
CRiBAC refine the cardinality constraints of RIBAC-C into the agent cardinality (AC).
An ac constraint is applied to the agent-role assignments (44). Besides cardinality
problems, several potential problems may result from the interaction permissions.
CRiBAC defines four problems: the self-referencing interaction (SRI), the single-
role and single-agent interaction (SRSA), the single-role and multi-agent interaction
(SRMA), and the implicit TPRMS problems. The definitions of each problem and
corresponding solutions are below.

Definition 3.1. SRI problem is that a tprms recursively invokes itself. The formal
definition is as follows:

Iftprm = (ops, obj-prms) € TPRMS & obj-prms = tprm where obj-prms € TPRMS
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The SRI problem happens when a tprms and its object permission (0bj-prms) are actu-
ally the same. If the obj-prms of a tprms invokes to another tprm, a referencing chain
is formed. If the end of the chained referencing refers to its beginning, the original
tprms is a chained sri. If a user agent has an interaction permission experiencing the
SRI problem, it recursively carries out referencing. If an s7i problem is discovered,
then the corresponding PA relationship(s) has to be modified.

Definition 3.2. SRSA problem is that only one user agent is assigned to both a subject
role and an object role. The formal definition is as follows:

1. In the case of RPRMS, If (sub-role, rprms) € PA & sub-role = obj-role & agt_
card(sub-role) = 1, where sub-role, obj-role € R & agt_card(sub_role) € AC.

2. In the case of TPRMS, If (sub-role, tprms)€ PA & (sub-role, tprms.final-
obj-prms) € PA & sub-role = final-obj-role & agt_card(sub-role) =1, where
sub-role, obj-role € R & final-obj-prms € P & agt_card(sub_role) € AC.

The SRSA problem occurs when a user is assigned to a subject role. If the subject
role refers to itself as its object role or its tprms eventually invokes itself as its object
permission, then the SRSA problem occurs. The SRSA problem leads to the abnormal
situation where a user agent interacts with itself; in truth, this is not an interaction. This
situation is not different from that of a user who plays a subject role in executing its
own tasks. This problem might not directly relate to serious security fraud or system
error, but it is logically incorrect. To resolve it, an administrator should check the
role-PAs and AC constraints. If an srsa is found, the administrator should modify the
corresponding policies.

Definition 3.3. SRMA problem is similar to SRSA, but in this problem, two or more
user agents are assigned to a subject role and an object role, simultaneously. The
formal definition is as follows:

1. In the case of RPRMS, if (sub-role, rprms)e PA & sub-role =obj-role &
2 <agt_card(sub-role) & {(a;, sub-role)/1 <i<n, n> 2} € ARA, where sub-role,
obj-role € R & agt_card (sub-role) € AC

2. In the case of TPRMS, if sub-role = final-obj-role & (sub-role, tprms) e PA
& (sub-role, tprms.final-obj-prms) € PA & 2 < agt_card(sub-role) & {(a;, sub-
role)/ <i<n, n>2}€ARA, where sub-role, obj-roleec R & agt card(sub-
role) e AC

CRiBAC interprets the SPMA problem as a situation where all the users who are
assigned to a subject role have a corresponding interaction permission to interact
with each other. In order to solve this problem, CRiBAC distributes an interaction
permission having an srma problem to all the users who are assigned to the subject role
of the interaction permission. We define this process as the permission distribution.

Definition 3.4. Implicit TPRMS problem means that we can determine a new tprms,
if a tprms invokes other roles ’tasks in a sequence. The formal definition is as follows:

If {rip)]l <i<nm 1<j<m 3<nl€PA& {p; [l <j<nm, 3<n!eTPRMS &
{(p;.obj-prms)[1 <j < nm-2, 3 <n} € TPRMS & !(p;.final-obj-prms € TPRMS) .
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We refer to such a tprms obtained from a chain of tprmss as implicit tprms. If an
implicit tprms is found, then it should be replaced with an existing tprms. We define
the process as the TPRMS replacement. To guarantee the security of a system, an
administrator should extract all implicit tprmss. If a user agent participates in multiple
communities, a chain of tprmss might be spread over several communities. In this
case, an administrator should check all the implicit tprmss across communities. Note
that a tprms chain can be formed although tprmss are assigned to different roles that
are involved in different communities. To solve the Implicit TPRMS problem, we
should extract all implicit tprmss across the communities and then replace existing
tprmss with implicit tprmss.

Administration of CRiBAC

For practical use of CRiBAC, an administration model is necessary. Existing admin-
istration models for RBAC are well-defined, but they are not able to manage the
interaction permission and cooperation of CRiBAC, because RBAC does not deal
with them. To meet the requirement, the same team that proposed CRiBAC developed
an administration model for CRiBAC, called ACRiBAC.

ACRiBAC employs the concept of society manager (SM) and community manager
(CM). An SM takes responsibility for controlling nine different tasks including agent
registration in a society (ARG), community registration in a society (CRG), society
role-to-society assignment/revocation (RSA), agent-to-society role assignment and
revocation (SRA), community role to community assignment and revocation (RCA),
agent to community role selection (CRS), role to permission assignment (PA), CM cre-
ation and deletion, and RH maintenance. On the other hand, a CM has responsibility
for community-specific tasks including the creation and termination of a community,
agent to community role assignment (CRA), and permission realization (PR). The
definitions of each administrative tasks are described in [53].

3.3.2.5 CPBAC

CRiBAC has a definite advantage of ensuring secure interaction and cooperation on
role-based cooperative systems. To support secure collaboration on emerging systems,
such as cloud computing systems and OSN systems, an access control model must
consider a variety of aspects of subjects, objects, and actions as well as subjects’
roles. To address the requirements, the community-centric property-based access
control model (CPBAC) has been proposed [57]. CPBAC defines four types of user
(subject) properties as follows.

e User contexts (u.CNT)—A user context represents a user u’s status such as age,
gender, job, reputation, and social relationships.

e User task (u.TSK)—A user task that u can carry out in a system (e.g., in an OSN,
data uploading and message posting).

e Userresource (u.RSC)—A user resource that u creates and owns in a user’s private
space (e.g., in an OSN, users’ photos and postings).

e User policies (u.POL)—A user policy that u specifies to control accesses to own
context, tasks, resources, and policies. The user policies are of two types, the
access control policy (u.AC) and the filtering policy (u.FP). The access control
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policies specify the conditions of subjects to be authorized to access to a user’s
own properties, while the filtering policies define the rules to filter unwanted
contents out using a user’s preferences. An access control policy is represented as
acombination of an eligibility rule that is represented by status predicate functions
defined below and permissions to be assigned. If a subject is eligible, in other
words, the corresponding predicate functions return “7rue,” then the permission
is assigned to the subject. A filtering policy is specified as a combination of a
filtering condition and resources and a filtering function (hide (x.prop)). At this
time, a filtering condition is specified by status predicate functions, especially,
intended for subjects’ contexts, tasks, and resources. If the filtering condition is
satisfied, a system filters out the specified properties from the subject’s space.

Similar to CRiBAC, CPBAC defines a community as a mission-oriented cooperative
group of users who are eligible and willing to cooperate with other members. As
an occasion demands, a community is created dynamically and terminated when its
goal is achieved. A community has five properties: (1) community contexts (c.CNT)
such as community goal and CRs, (2) community tasks (c.TSK) such as community
creation and termination, (3) community resources (c.RSC) shared with members,
(4) a cooperation process (c.COP) which describes the cooperation between com-
munity members, (5) community policies (c.POL), and (6) user to community role
assignments (c.CRA).

CPBAC leverages the situation-based cooperation model [58] to specify a com-
munity’s cooperation. This model defines a cooperative process as a fine-state
machine in which each state represents a situation of a community. For each commu-
nity situation, different task sets are assigned to members. Since the situation-based
cooperation model is a role-based cooperation model, the members’ tasks are defined,
based on their CRs. Ifa different cooperation model that is not based on roles is utilized
in a system, then CPBAC does not specify CRs in ¢. CNT.

A community can have three types of policies: (1) the access control policy (c.AP),
(2) the recruiting policy (c.RCP), and (3) the SoD policy (c.SoD). The access control
policy specifies authorize accesses to a community’s properties, and the recruiting
policy defines the eligibility rules for CRs. If a user is eligible for a CR, then a
system is able to assign the role to the user. Once a user takes a role in a community,
the assignment relationship is specified in ¢.CRA4 and then the user can have the
permissions necessary to cooperate with others. If necessary, a community can have
its own SoD policies (c.SoD) to prevent assigning conflicting CRs (e.g., the patient
role and the helper role in an emergency community) to the same member. A system
must check the SoD policies when assigning CRs. A system is represented as a society
s having four properties shown below:

e Society contexts (s. CNT)—A society has environment context and society-specific
information such as the registered users and their social roles.

e Society tasks (s. TSK)—The society tasks represents services provided by a system
to promote social activities (e.g., in OSNs, displaying of friends who are online,
recommending potential friends, and notifying friends’ updates).

e Society resources (s.RSC)—The society has its own resources that users can use
based on their social roles.
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e Society policies (s.POL)—A system can enforce a set of policies on its social users
(e.g., in an OSN, users who are under age are prohibited to access the contents
tagged “adult only ™).

In CPBAC, a permission consists of an operation and one or more object prop-
erties. The target objects could be varied. According to the types of the object
properties, the permissions are categorized into five types: (1) the context-oriented
permission (CP), (2) the tasks-oriented permission (TP), (3) the resources-oriented
permission (RP), (4) the policies-oriented permission (PP), and (5) the users-oriented
permission (UP). An entity including society, community, and user can have permis-
sions through the P4. If it is necessary to grant permissions for every object properties
that belong to a particular type or subtype, CPBAC allows us to specify a PA based
on the type of object properties (e.g., CNT, TSK, RSC, or POL) or subtype (using a
prefix “subtype”). If a subject has a type-based permission, it has all the permissions
that belong to that type. The type-based permission increases the efficiency of policy
specification and enforcement in CPBAC.

Status predicate

The status predicate functions represent the status of a subject’s property. In general,
those functions are used to examine if a subject has a particular property at execution
time. CPBAC defines four status predicate functions: (1) hascnt (subject, condition of
the subject s context), (2) hastsk (subject, condition of the subject’s task), (3) hasrsc
(subject, condition of the subjects resource), and (4) haspol (subject, condition of
the subject s policy). If a subject has a property satisfying a condition, then the corre-
sponding predicate function returns “True,” otherwise, it returns “False.” The status
predicate functions are categorized into two groups, the property-based predicate
and the attribute-based predicate. The definitions for each type of predicate are as
follows.

Definition 3.5. A4 property-based predicate examines if a property has a particular
value. Its formal definition is stated below:

predicate_function (subject, (subtype_name | property_name), property_value),
where subject = (society | community | user) and property_value = (enumeration
| range | set).

It consists of a subject, a subject’s property, and a property’s value. To inspect all the
properties that belong to a subtype, a subtype of properties should be specified instead
of the property. For example, hascnt (u, Gps.location, “Times Square”), hascnt (u,
Cooperation.communityrole, “Helper”), hascnt (u, Friends), hascnt (c, Coopera-
tion.situation, “Initiation”), hastsk (u, Regulartsk.takePicture), hastsk (u, Admintsk),
hasrsc (u, Photos.profilephoto), haspol (u, Filtering policies).

Definition 3.6. An attribute-based predicate checks if a property has a particular
attribute value. Its formal definition is below:

predicate_function (subject, property_name.attribute_name, (property_value.)
attribute_value) or predicate_name (subject, (subtype_name.attribute_name,
attribute_value)), where subject = (society| community|user) and attribute_value
= (enumeration | range | set).
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It consists of a subject, an attribute name that is associated with a subject’s property,
and an attribute value. A subtype should be specified to examine attributes of all
the properties that belong to the subtype. By using the subtype-based description,
we can specify a predicate at an abstract level and examine all the properties of a
particular subtype at once. For example, hascnt (1, Gps.location, “Times Square”),
hascnt (u, Cooperation.communityrole, “Helper”), hascnt (u, Friends), hascnt (c,
Cooperation.situation, “Initiation”), hastsk (u, Regulartsk.takePicture), hastsk (u,
Admintsk), hasrsc (u, Photos.profilephoto), haspol (u, Filtering policies).

Administration model of CPBAC

To administrate a system effectively, ACPBAC has been proposed [57]. ACPBAC
is a decentralized model that manages a cooperative system using three types of
administrators: society manager (SM), community manager (CM), and User. An SM
manages CRS and P4, while a CM deals with CRG, CRA, and PA, for the associated
community. Each user handles URG and PA,,.

First, auser registers in a system (URG) and takes the responsibility of controlling
accesses to his own properties (P4,). A CM creates and deletes a community by
handling the assignment of users to CRs (CRA4). A CM also registers a community
that it created in a system (CRG) and controls accesses to the community’s properties
during cooperation (P4.). Once an SM receives a registration or withdrawal request
from a user or CM, it creates or deletes a virtual space for a requester, respectively. At
the same time, the SM must manage accesses to the society’s properties (P4;). [fa CM
asks an SM to recommend candidates for members, an SM examines the registered
users and sends recommendation to the CM (CRS). The detailed explanation of each
administrative task in ACPBAC is as follows.

e URG (user to society registration)—A user who wants to join in a society must reg-
ister the information about user properties (e.g., a user’s contexts, tasks, resources,
and policies) with a society. All the user property information are saved in the
user definitions of CPBAC description. If an SM receives a registration request
from a user, it creates a virtual space and stores the requester’s properties in the
created space (SM.createUser()). Once a user joins a society, the user can access
a society’s properties by having permissions on society properties (PAy). If an
SM receives a withdrawal request from a user, it removes all properties that are
associated with the user and removes the requester’s space (SM.deleteUser()).

e CRG (community to society registration)—All communities existing in a society
must register the information about community properties including community
contexts (¢.CNT), the user to CR assignment relationships (c¢.CRA), commu-
nity tasks (c. TSK), sharable community resources (c.RSC), cooperation processes
(c.COP), and policies (c.POL) with a society at the onset. If a user requires to
create a community, then an SM performs createComm() that creates a virtual
space for a community, stores the community’s properties, and recruits a CM for
the community. When a community goal is accomplished, the SM deletes the
community at a request from the corresponding CM.
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Table 3.1 Analysis on existing access control models for cooperative systems
to check their applicability for bioinspired systems

TBAC TMAC Context GB-RBAC RiBAC CRiBAC CPBAC
TMAC DRiBAC

Perception X
Intelligence X
Autonomy X
Reactiveness 4/
X
v
X
X

®

Adaptivity
Sociability
Goal oriented
Decentralized
control

L P2
PP T TN
ML_L PR
PR R L &A™
LA Bl
LA B

2In CRiBAC and CPBAC, communities are capable of changing their own behavior flexibly based on
changes in community situations, but a society’s adaptivity has not considered yet.

e CRS (user to CR selection)—An SM can recommend candidates who are
suitable for a CR by examining the user properties at execution time
(SM.recommendMember()). CRS must be preceded before the user to CRA. Due
to the privacy issue, only the SM can inspect the user-property information.

e CRA (user to CR assignment)—A CM can assign/deassign the most suitable
user(s) among candidates selected by SM to a CR (CM.assignCR()/deassignCR()).
Each CRA relationship is specified in the CR_Assignment of a community
description.

e PA (user to PA)—The PAs are divided into three types based on target objects:
(1) the PA on the society properties (PA,), (2) the PA on the community properties
(PAc), and (3) the PA on the user properties (PAy). Each PA is administrated by
an owner of an object property by using two administrative functions, assignP()
and deassignP(). It means that an SM manages PA;, a CM manages the PA on
a community ¢, PA. € PAc, and a user manages the PA on itself, P4, € P4y. All
PAs are specified in the Permission_Assignments.

In this section, we introduced several access control models for cooperative systems.
To select the most suitable access control model, we first need to define a cooperative
system’s features. The eight characteristics of cooperative living things introduced in
Section 3.2 could be reasonable criteria. The analyzed result using the eight charac-
teristics of cooperative living things is shown in Table 3.1. According to a cooperative
system’s features, you can select a right access control model.

3.4 Conclusions and future work

In this chapter, we learned the characteristics of bioinspired cooperative living things
and research trend in the cooperative bioinspired systems domain. In addition, we
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introduced traditional and innovative access control schemes that have been proposed
for cooperative systems and analyzed them based on the characteristics of cooperative
bioinspired systems.

Note that, in this chapter, we focused on cooperation and collaboration. How-
ever, coordination might be required depending on the characteristics of application
domains. To address this issue, we need to research the coordination strategies for
emerging technologies in future. In addition, we discussed one of security aspects only,
access control. To complete a comprehensive analysis on security mechanisms for col-
laboration, we need to examine other aspects including confidentiality, availability,
and integrity, in near future.
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Chapter 4
Immune-based defence and resiliency

Pierre Parrend!*?

The natural immune system is a prototypical example of a natural system that supports
defence and resilience. It is thus a powerful metaphor for building artificial systems
that exhibit such properties. In this chapter, we first introduce the main mechanisms
of natural immunity: innate vs. acquired immunity, the (discussed) concept of self
and non-self as well as the three-signal model. These mechanisms highlight how a
fully decentralized system can protect an organism against unknown actors, taking
the actual damage they generate into account and memorizing previous aggressions
for a quicker response. A key insight into the analysis of the natural immune systems
is the idiotypic network model, which shows how its multi-scale organization ensures
the resilience of the immune system: lymphocytes interact together to build a reactive
network that is constantly regenerated, thus maintaining the immune reaction and
memory, although individual cells live and die. Understanding the immune properties
of natural organisms is the key to leverage them in artificial systems.

The application of these rich principles for building defensive and resilient sys-
tems is known as immuno-engineering. The main product of this approach is the
artificial immune system (AIS) and its application to intrusion detection. The first
generation of AIS provides suitable event perceptors for classification of aggressions.
The second generation introduces the concept of danger perception in artificial envi-
ronments. An architecture common to most AIS distinguishes between the local layer
for detection and reaction, at the environment endpoints, a monitoring layer for vacci-
nation and user interface, in gateways or user machines and a control layer, that collects
status, generates metrics and shares information at a central appliance. We summarize
the immune properties of artificial organisms and how they relate to natural ones. To
conclude this chapter, we present and discuss the current limitations of AISs.

4.1 Introduction

Immune systems are capable of ‘sensing’ very scarce modifications of their envi-
ronments, detecting new bacteria or other antigens previously unknown, memorizing
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2ICube Laboratory, University of Strasbourg, CNRS, France
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these encounters and even reacting to round them off. Moreover, they do so not only
locally but also at large scale throughout the organism. All these features would be
very desirable for monitoring and protecting /T ecosystems, especially multi-scale
ones, if one could enforce immune properties in artificial environments. Indeed,
the properties of natural multi-scale ecosystems are intuitively highly relevant for
monitoring and protecting artificial multi-scale ecosystems.

The field of immunity modelling was pioneered in the mid-1970s by the work
of Jerne [1] and made popular by Varela et al. [2]. Among the fields bound with the
simulation of life [3], it is probably one the most worked on, but also one where more
questions remain than answers have been provided. The perspective of replicating the
capability of detecting ill behaviours and being able to react to them has fascinated
the research community. However, though radical breakthroughs have been done for
understanding and modelling immunity and rich applications have been proposed,
creating artificial systems capable of an efficient immune response in production-
scale systems is still an open challenge.

One of the core challenges in modelling natural immune systems or producing
their artificial counterpart is the significant size of the natural immune system' [4].
Reproducing its features requires that it can be emulated, although at a significantly
smaller scale, as some figures on human immunity highlight:

e 10 different types of lymphocytes may be produced, based on the genetic
heritage which is at play,
10'? lymphocytes are available at any moment, per batches of 2,000 clones,
each of them is able to recognize 10° antigens and

e arepertoire of 107-5.108 different types of lymphocytes is active at any moment.

A suitable abstraction level is therefore required to enforce immune properties
in artificial systems without the need for data modelling and analysis at such a scale.
The efforts for identifying this suitable abstraction level is the subject of this chapter,
which discusses principles, models and implementations of natural immune systems
and of their artificial counterparts. The chapter is organized as follows. Section 4.2
provides the definition of terms from the immunity vocabulary used in this chap-
ter. Section 4.3 presents the core scientific contributions in the domain of immunity
and immune system modelling. Section 4.4 gives an overview of the most repre-
sentative applications of immunity in artificial systems and discusses their current
limitations.

4.2 Definitions

Common definitions related to immunity and useful for understanding the current
chapter are recalled here.

!Personal discussions with Véronique Thomas-Vaslin, CNRS, Paris, France
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Antibody: An immunoglobulin, a specialized immune protein, produced because of
the introduction of an antigen into the body and which possesses the remarkable
ability to combine with the very antigen that triggered its production.’

Antigen: A substance that the immune system perceives as being foreign or
dangerous. The body combats an antigen with the production of an antibody.’

B lymphocytes: A type of white blood cells at the core of adaptive immunity. Most
B lymphocytes mature into what are called plasma cells that produce antibodies
(proteins) necessary to fight off infections, while other B lymphocytes mature
into memory B lymphocytes. B lymphocytes mature in the bone marrow.*

Dendritic cells: A special type of cells that is a key regulator of the immune sys-
tem, acting as an antigen-presenting cell capable of activating naive T cells and
stimulating the growth and differentiation of B cells.’

Pathogen: An agent of disease. For example, Bacillus anthracis is the pathogen that
causes anthrax.’

T lymphocytes: A type of white blood cells at the core of adaptive immunity. T lym-
phocytes can produce substances called cytokines which further stimulate the
immune response. T lymphocytes mature in the thymus.’

4.3 Core contributions

This section introduces the main concepts which are useful for understanding the
complex mechanics of the immune system. First, the basic principles are introduced,
both for setting the historical context of research efforts on immunity and to build
the link between approximate but broadly known concepts such as the ‘self’ and
more accurate models of the immune systems. Second, the complexity aspects of the
immune systems are presented and discussed. Please note that this section does not
intend to provide a systematic view on immunity research. A comprehensive history
of the models of the natural immune system can be found in [5]. A summary of
the mechanisms of immunity is provided by Vaz and Varela in [2]. An introductory
presentation of the main mechanisms is given in [6], and a more formal comprehensive
introduction for non-biologists is provided by Perelson [7]. Only issues relevant for
understanding defence and resiliency mechanisms are presented here; the interested
reader is invited to consult these external sources to broaden his/her understanding of
the mechanisms of immunity.

4.3.1 Immunity basics

The immunity models which can be considered to be part of a ‘classical” approach base
on the immunity mechanisms found in vertebrate organisms, acquired or adaptive

Zhttp://www.medicinenet.com/script/main/art.asp?articlekey=19101
Shttp://www.medicinenet.com/script/main/art.asp?articlekey=2282
“http://www.medicinenet.com/script/main/art.asp?articlekey=2413
Shttp://www.medicinenet.com/script/main/art.asp?articlekey=19035
Ohttp://www.medicinenet.com/script/main/art.asp?articlekey=6383
Thttp://www.medicinenet.com/script/main/art.asp?articlekey=11300
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immunity, rather than on innate immunity already present in invertebrate organisms,
since the former supports specific response to pathogens rather than the generic,
non-specific and slower response of the latter. These immunity models have been
developed in three major phases. First, the very existence of an immune system
and the principle of a distinction between a ‘self’ and a ‘non-self’ are stated and
investigated by Ehrlich at the end of the nineteenth century [8,9]. Next, the impact
of genetics is discovered and leads to the breakthrough by Burnet who describes the
process for the generation of antibodies, in particular through clonal selection [10].
Lastly, the impact of tissue decay, which greatly increases the intensity of the immune
reaction, is discovered by Matzinger [11].

4.3.1.1 Innate and acquired immunity
Immunity is built by two complementary mechanisms: innate immunity, which is
already present in plants, fungi and insects, and acquired immunity, which appeared
in the first vertebrates [12]. In vertebrates, both coexist to provide a suitable immune
response. Figure 4.1 shows the steps involved in fighting pathogens: protection by
anatomical barriers like the skin, the gastrointestinal tract or the eyes, physiological
conditions like pH or temperature which provide inappropriate living conditions for
foreign organisms, the innate immune system and the acquired immune system [6].
Innate immunity is the most primitive type of immunity [6]. It focuses on non-
specific immune perception and response, i.e. the handling of unknown pathogens,
and typically occurs on a local scale. Its mechanism can be simplified as built of four
main steps:

e First, the complement system binds to certain pathogens like specific bacteria
and triggers either lysis or opsonization processes. Lysis is the rupture of the cell
membrane, which results in the rapid destruction of the bacteria. Opsonization
is a specific binding between the complement and the bacteria which eases the
activation of macrophages.

Pathogens Skin Physiological conditions Innate immune Adaptive immune
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Figure 4.1 Immune steps involved in fighting pathogens in vertebrates [6]
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e Second, macrophages ‘detect’ and engulf bacteria: they are considered as ‘scav-
enger’ cells which have receptors for certain kinds of bacteria or can be activated
by opsonization in the case of bacteria bound with the complement system. They
then secrete a molecule called cytokine.

e Third, cytokine is responsible for facilitating the immune response through inflam-
mation of the tissues which consists in increased blood flow and temperature.
Increased blood flow eases the arrival of immune cells in the tissue, and increased
temperature both reduces the activity of the pathogen and increases the intensity
of the immune response.

e Lastly, natural killer cells are another key component in the innate immune
response. They bind with a large spectrum of cells but are inhibited by healthy
cells of the organism. In the absence of inhibitors such as in virus-infected cells,
they activate the cells they bind with. This triggers apoptosis, i.e. programmed
death cell, in these cells.

Acquired immunity [6] learns to ‘recognize’ certain kinds of pathogens through a
memory mechanism. It is also known as adaptive immunity. The first encounter with
a pathogen is known as the primary response. Subsequent encounters are known as
secondary response and are typically much quicker and more intense. In a primary
response, several days are required before the response becomes visible, and up to
three weeks are necessary to clear an infection. A secondary response is often rapid and
efficient enough so that no clinical sign of infections can be perceived. Lymphocytes
are primary actors of the acquired immunity mechanism. They circulate via the blood
and the lymph system, which enables organism-wide detection of pathogens. Acquired
immunity builds the focus of immune models dealing with specific immune perception
and response mechanisms, i.e. the handling of known pathogens, which are mainly
encountered through infection or vaccination.

4.3.1.2 Self and non-self

In the early days of immunology, Ehrlich postulated that the body is able to distinguish
between self-components and non-self components [8,9], i.e. between the organism
and alien substances. This distinction should explain the reactivity between the anti-
gens, i.e. the substances which trigger an immune reaction, and the antibodies, i.e.
the molecules that play an active role in this immune reaction. However, he already
identified the challenges that pose to his theory the fact that not all cells trigger an
immune response, in particular that an organism is indifferent to its own substance.

Ehrlich model poses two issues: (1) how to actually detect the presence of an anti-
gen? and (2) how to support evolution? Issue 1 is highlighted by the fact that vaccines
made out of weakened antigens do not operate by themselves but require adjuvant
as calcium phosphate or aluminium — at the time of Ehrlich’s publication, Pasteur is
vaccinating sheep against anthrax for 10 years. Issue 2 is blatant in the pregnancy
process, where the foetus has a different genotype from his mother but does not trig-
ger an immune response. Recent research underlines the fact that microchimerism,
where mother cells survive in the child body and child cells survive in the mother’s
body, goes on well after birth or miscarriage [13].
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4.3.1.3 Selection, cloning and deletion

The discovery of the structure of the DNA in 1953 [14] and of related messenger-
RNA-based protein generation by Watson and Crick introduces new insights to the
creation of antibodies, which is explored by Burnet [10]. Antibodies can only be
created based on the m-RNA pattern, and not based on antigen patterns, this is
called the ‘selective aspect’ of antibody synthesis. Moreover, a mechanism is required
to let antigen molecules ‘elect’ the cells which happen to fit with them so as to
ensure a suitable intensity of the immune reaction, which Burnet postulates appear
through cloning of the antibodies reactive to available antigens. This is the ‘clonal
aspect’ of antibody synthesis. This model of immunity is in particular successful in
explaining autoimmune diseases. However, it needs to be complemented to explain
the variety of antibodies in organisms, and thus the variety of antigens that can trigger
an immune reaction, whereas very few trigger autoimmune reactions. This requires
that a mechanism for massive destruction of self-reactive clones is available: this is
‘clonal deletion’. Indeed, it is considered that more than 95% of generated antibodies
are destroyed in the thymus before they are released in the organism.

However, Burnet model does not explain how the gut flora lives in harmony with
its host: it is considered that half of the cells in a human body, accounting for 10% of
its weight, are non-human living entities, some simply harmless and some necessary
for the equilibrium of the organism.

4.3.1.4 Danger

The first radical challenge on the modelling of the immune system as a system focusing
on the distinction of self and non-self comes from the danger theory. In the danger
context, it is not the antigen that builds the key trigger for the immune response but the
presence of actual harm to the body [11,15]. However, the conservation of a strong
dichotomy between safe and non-safe state, even though finer than the self/non-
self distinction, still fails to account for the auto-reactivity of cells between them,
and to explain the distinction between antibodies and antigens during the immune
reaction.

4.3.1.5 The three-signal model
This framework is summarized as the three-signal model by [16]:

e The one-signal model, as shown in Figure 4.2, depicts immunity as the (simpli-
fied) process of T cells carrying antibodies that match antigens [10], as in Burnet
model of acquired immunity.

e The two-signal model, as shown in Figure 4.3, introduces the fact that the anti-
gens are actually presented to T cells by dendritic cells, which moreover require
pathogen associated molecular patterns (PAMPs) for their activation [17]. This
mechanism is typical of innate immunity. This activation provokes the emission
of co-stimulatory molecules. This mechanism is known as co-stimulation [18,19].

e The three-signal model, as shown in Figure 4.4, considers that the concept of
danger, i.e. of actual degradation of tissues, that manifests itself through apoptosis
and necrosis, is central to the activation of the dendritic cells [11].
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However, these models fail to explain several important developments in
immunology:

the genetic control of immune events, i.e. the fact that the immune responsiveness
is depending on so-called Ir-genes (immune response genes) which control the
elicitation of very specific immune responses;
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e the importance of interactions between cells for the regulation of quality and
magnitude of these immune events [2]; and

e the fact that some autoimmune diseases are bound not with an excess of immune
activity, but with immunodeficiencies [20].

An alternative analysis path is here required to solve these challenges: the
science of complexity provides new significant insights, as well as radically new
models.

4.3.2 Complexity aspects of the immune system

The inability of classical immunity models to solve key puzzles related to immune
reactions necessitates to radically switch the hypothesis underlying immune system
models. Major investigations highlight the importance of the meshes emerging out
of the point-to-point interactions between the entities building the immune system.
A first mesh is built by the interactions between antibodies and antigens: N different
antibodies are activated in the presence of a single antigen; similarly, M different
antigens can activate a single antibody sort. A second kind of mesh emerges: anti-
body molecules, which contain several variable regions, are reactive to regions of
other antibodies. This mesh of inter-reacting antibodies is called the idiotypic net-
work [1]. The idiotypic network arouses a very strong interest in efforts to solve the
inconsistencies of previous models of the immune system.

4.3.2.1 The idiotypic network

In his model of the immune system as an idiotypic network, Jerne postulates that
the immune detectors, the antibodies (more precisely the immunoglobulin), are
not by default reacting outwards to non-self objects, but rather reacting inwards
to known immunoglobulins only [1]. The intensity of the reaction between two
immunoglobulins is function of the affinity between these immunoglobulins. The type
and magnitude of reaction then depend of the strength of the perturbation induced by
the affinity of antibodies with antigens encountered in the organism. Consequently,
in the Jernian network, ‘foreign’ is described as a perturbation of the system above
a certain threshold [21]. A model for the construction of such a network is proposed
by [22]. The theory of idiotypic networks induces new explanations for tolerance as
well as for immune affinities, which are a prerequisite to the immune response. It
also provides a new insight w.r.t. multi-scale mechanisms of the immune system.

4.3.2.2 Modelling self-assertion and immune tolerance

The shift from classical models of immunity to the idiotypic framework is in par-
ticular symbolized by the distinction between self-recognition, where a ‘self” would
be distinguished from a ‘non-self’, and self-assertion, where asymmetric autoreac-
tive mechanisms build tolerant and reactive zones which can model the dynamic of
immune cell populations in a satisfactory way [23]. The self-assertion model under-
lines the importance of inter-cell interactions for the regulation of immune events.
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The author proposes a compact theoretical model to evaluate the relevance of the
self-assertion model for modelling the populations of immune cells.

if (low < Aff; < high) then
Ccell(t + 1) = Ccell(t) +1

4.1)
else
Ceenn(t + 1) = Cean(?) — 1
if (low < Aff;) then 2)
Cantigen(t + 1) = Cantigen(t) - kX(Aﬁ;/lOW)
Affi =« Z affinityOfCell; + B Z affinityOfAntigen; 4.3)

The network is characterized by the level of affinity Aff; for any given cell, the
population of immune cells C...;(?) at a time ¢, the population of antigens Cyyigen(?) ata
time ¢, low and high minimum and maximum bounds of affinity for the reactive zone.
When the value of affinity Aff; lies between these low and high values, the immune
cell population increases incrementally as defined in (4.1). When it lies outside these
boundaries, it decreases at the same pace. In the reactive domain, the population of
antigens decreases faster when the affinity Aff; is big with regard to the low boundary,
and slower when it nears this threshold, as given by (4.2). The overall affinity value
depends on both the affinity of individual immune cells as well as the affinity of
antigens as given in (4.3).

If Ceenn(t) = 0, the cell disappears from the system.

If Cantigen(t) = 0, the antigen disappears from the system.

If @ = 0, the model amounts to self-recognition, and immune cells react to
antigens only.

The simulation of this model enables to visualize the immune properties which
are put in the foreground in the idiotypic framework. Figure 4.5 shows a visualization
of tolerant and reactive zones in a case of self-assertion: from a random population,
a clear delimitation appears between a tolerant zone characterized by a high den-
sity of receptors (on the bottom left), and a reactive zone on the upper right which
is symmetric to the former [23]. This delimitation is built by self-sustained cells.
Other cells mutually simulate themselves. For this simulation, Figure 4.6 shows the
evolution of the number of cells according to time. The population of reactive cells
first increases dramatically then slightly decreases before it stabilizes [23]. The con-
sistency of these results with experimental observations underscores the theoretical
relevance of the idiotypic framework to depict the evolution of populations of immune
cells.

4.3.2.3 Empirical validation of immune affinities

The role of affinity, i.e. the reactivity level when the organism faces antigens, explains
why some autoimmune diseases are bound with immunodeficiencies rather than with
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Figure 4.5 Visualization of tolerant and reactive zones in a case of
self-assertion [23]

Number of cells as a function of time
350

300
250
200
150

Number of cells

100
50
0

— T > © on vV O Aa v 0 — < o~ O
<t ®© N > = n O T 0 0 o~ — O
— AN N NN T n n

Time
(number of iteration steps in the simulation)

Figure 4.6  Evolution of the number of cells during the time in a case of
self-assertion [23]

an excess of immune activity: insufficient inter-cell reactivity induces a loss of equilib-
rium in the immune system. The reactivity level is depicted by matrices of affinities.
Using pre-existing experiments on B-lymphocytes by Kearney et al. [24], Stewart
et al. compare in vivo affinities of observed cells with a simulated model [20,25].
They first highlight the fact that observed affinities between immunoglobulin M
(IgM) antibodies and affinities simulated according to an ideal idiotypic network
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Figure 4.7 The matrix of empirical affinities between all pairs of 27 foetal and

neonatal IgM antibodies [25]
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Figure 4.8 The matrix of simulated affi

show a similar overall structure: Figure 4.7 shows the matrix of affinities between all
pairs of 27 foetal and neonatal IgM antibodies in the Kearney experiment; Figure 4.8

shows the matrix of simulated affinities.

the affinity above a threshold of 11%.

The size of each square is proportional to
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Figure 4.9 The restructured matrix of empirical affinities [25]

Stewart next highlights that the matrices from both observed and simulated data
can be restructured to extract four groups of lymphocytes: a multi-affinity group
A, two mirrors groups B and C with low within-group affinity, but where single
clones of B have a related clone in C to which they are reactive, and a group D with
low affinity. The A-group builds the core of the tolerant immune system. Groups B
and C are reactive to specific immunoglobulins. Lymphocytes from the D-group are
not connected to the idiotypic network and have very limited reactivity. Figure 4.9
shows the restructured matrix of affinities in empirical data. Figure 4.10 shows the
restructured matrix of affinities in simulated data.

The comparison between simulated and empirical data enables to validate the
theoretical assumptions of idiotypic networks while highlighting the mechanisms at

play.

4.3.2.4 Multi-scale mechanisms

The idiotypic model continues to be refined and consolidated using recent experi-
mental results. In particular, the hierarchy of lymphocyte groups is refined to four
groups, instead of three in Stewart’s model. The core of the idiotypic network is built
by strong idiotype/anti-idiotype interactions that are rare events. This is the A-group
of Stewart’s model. The periphery of the network is built by interactions with one
idiotype only, or ‘self’ antigens. This is the case for the C-group and D-group of
Stewart’s model. On the outer bound of the network, singletons survive in absence of
connection to the central network. Such events have a high frequency and characterize
‘non-self” reactivity . This is Stewart’s D-group. Lastly, koles are lymphocyte clones
which have to low or too much affinity and thus die. Figure 4.11 shows the structure
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Figure 4.11 The structure of the idiotypic network [26]

of the idiotypic network [26], using the four categories of B-lymphocytes defined
in [25].

This model enables a refined understanding of the complexity aspects of the
immune system as shown in Figure 4.12 [27]. A first factor of heterogeneity of
lymphocytes is the diversity and selection of the cells. The high number of cell deaths
during the inception of a new repertoire enables the generation of a population with a
very high variability. When considering the T-cell population, the multiplicity lies in
their various functions such as naive-state cells, memory cells, regulation cells as well
as in the numerous perturbations, they are exposed to ageing, diseases, treatments or
immunosuppression.
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Figure 4.12  The complexity aspects of the immune system [27]

4.3.2.5 The contributions of idiotypic networks
Two major aspects of the immune response become blatant in the idiotypic model [2]:

e The individual clones of cells which are stimulated by the antigens, the B cells,
are not primarily designed to react with them, which is the role of killer-T cells
or macrophages. Rather, these stimulated cells reacts with internal components
of the network, which Jerne denominate the ‘internal image’ of the antigen.

e A primary disturbance causes perturbation not only at a local scale but on different
magnitudes and at different scales of the network.

The operations of perception of and reaction to antigens are thus supported not
by individual cells but by the whole network which exhibits both local and multi-scale
interactions.

Idiotypic networks have experienced a regain of interest both for clinical applica-
tions [28] and in the domain of theoretical immunity [26]. Some autoimmune diseases
can be healed by restoring a dense network, through the injection of numerous anti-
bodies [28]. Moreover, new network types are considered: after successful models
based on B-lymphocytes, networks of T-lymphocytes also appear to be highly sensi-
tive to cell-to-cell interactions. This approach opens promising perspectives to better
understand not only immune reactions but also their regulation mechanisms.

4.3.3 Immune properties of natural organisms

The objective of our work on the mechanisms of immunity is to identify the core prop-
erties of immunity, to characterize them and to identify the ones which are susceptible
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Table 4.1 Immune properties of natural organisms

Immune Main-involved  Classical model Idiotypic model Three-
property cells/organisms signal
part model
Anatomical Sweat; gastric - - -
barriers (skin; acid, gut flora;
gastrointestinal ~ tears
tract; eyes)
Perception Immunoglobulin  Ehrlich self/ Antibody—antigen ~ One-
(antibodies), non-self interference if signal
T-killer cells distinction [8] reactive antibodies
are present or
T-killer-cell action
for low-affinity
D-Group [25]
Reaction Phagocytes - - -
Memory B cells, T cells Burnett selection/ - -
deletion [10]
Perceptor B cells: bone Burnett See classical model Two-
generation marrow selection/deletion signals
T cells: thymus  [10]
B-cell cloning: Lafferty—
lymph nodes Cunningham
costimulation
[18,19]
Perceptor T cells Burnett selection/ Affinity with the -
regulation deletion [10] network [25],
density of the
idiotypic
network [28]
Reaction T cells Matzinger’s - Three-
regulation Danger [15] signals

of providing useful analogies for building artificial systems capable of exhibiting sim-
ilar properties. We therefore summarize the immune properties of natural organisms
in Table 4.1.

The first protection in the immune process is built by the anatomical barrier.
Its role is not addressed in the classical or idiotypic models of the natural immune
system. The second aspect corresponds to immune perception, reaction and memory.
The third aspect deals with regulation issues, i.e. the generation and regulation of the
population of perceptors, as well as the regulation of the immune reaction.

In the model, detectors in immune systems are called perceptors. This word is
chosen instead of ‘detector’ which is often used in the immunity community but
has a very specific meaning (runtime analysis) in the domain of intrusion detection
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which we intend to be compliant with for applications. The term ‘sensor’ is also
not suitable since perceptors do more than just sensing information and transferring
them. They play a precise role in the recognition of pathogens. Please also note that
no characterization of the distinction between perception and reaction is formalized
in the natural immune system.

A mapping between immune properties and the three-signal model is also pro-
posed. The one-signal model can be mapped to a simple perception mechanism. The
two-signal model is related to the issue of perceptor generation, since the modelling
of PAMPs strongly depends on the type of perceptors considered. The three-signal
model is considered to be related to the issue of reaction regulation, since safe signals
play an inhibitor role in the model which is a core feature of regulation, and danger
signals play a stimulator role.

4.4 Applications

Natural immunity is a complex field which defines a highly consistent set of percep-
tion, reaction, memory and regulation mechanisms. It therefore induces a very high
interest beyond the immunity community and especially in computer science. As in
the case of other nature-inspired algorithms like genetic algorithms for optimization
or neural networks for pattern recognition [29], the community is attracted to exploit
the analogy with natural processes to propose innovative and powerful mechanisms
for identifying outliers or to fight aggressions by malicious actors. However, contrary
to mentioned examples and despite qualitatively and quantitatively highly significant
contributions [30], a simple expression of an algorithm for artificial immunity as well
as a flagship application is still missing [23]. The situation has not radically evolved
since this statement made at the beginning of the 2000s.

The application of principles taken from natural immunity to artificial systems
builds the field of immuno-engineering. It produced several models of AISs as a
clustering, classification and anomaly-detection approach. These models have been
in particular, but not exclusively, applied to intrusion detection. An overview of the
immune properties as applied to artificial systems as well as a summary of the current
limitations of proposed AIS conclude this chapter.

4.4.1 Immuno-engineering

Numerous principles can be identified and reused from immunity and immune sys-
tems [31] such as mechanisms for modelling the immune network, its memory
properties or its adaptability. Reaction and tolerance are considered to emerge and
to reinforce themselves from the interactions with the environment — this is self-
assertion — rather than being the result of a priori dichotomy between self and
non-self — the self-recognition [22]. This original approach lays the foundation
for a conceptual framework for bio-inspired computational research [32] as shown
in Figure 4.13.
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Figure 4.13  Conceptual framework for bio-inspired computational research [32]

The objective is to draw analogies between immune properties and artificial sys-
tems so as to devise algorithms which would provide efficient bio-inspired algorithms
suitable for artificial ecosystems. The analogies should first lay on models of the nat-
ural immune system which is to be simplified through an abstract representation.
An analytical framework for enforcing the principles of interest can then be defined.
Three complementary approaches are defined: immuno-ecology, immunoinformatics
and immuno-engineering.

Immuno-ecology is ‘the study of immunological principles that permit effective
immunological function within the context of the immensely complex immuno-
logical network ... the principles serve mainly to provide an infrastructure for
the immune system’ [33].

Immunoinformatics is ‘the study of the immune system as a cognitive, decision-
making device ... addresses mechanisms by which the immune system converts
stimuli into information, how it processes and communicates that information,
and how the information is used to promote an effective immuno-ecology ... how
the immune system generates, posts, processes, and stores information about
itself and its environment’ [33].

Immuno-engineering is ‘the abstraction of immuno-ecological and immunoinfor-
matics principles, and their adaptation and application to engineered artefacts
(comprising hardware and software), so as to provide these artefacts with
properties analogous to those provided to organisms by their natural immune
systems’ [34].

To express it in the context of this framework, the careful conclusion of authors
w.r.t. the field of AISs [23] leads us to consider that the community has spent too much
effort on building algorithms derived from natural immune behaviour at the level of
immuno-engineering without having given enough attention at the principles under-
lying these algorithms, i.e. to immuno-ecology. A likely reason is the complexity of
the mechanisms at play, which led the community to build artificial immune solutions
almost synchronously with models of natural immunity.
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4.4.2 Artificial immune systems

AlSs are versatile algorithms which are capable of performing various operations such
as clustering, classification or anomaly detection. Their principles are introduced, and
an overview of the research activity in the AIS domain is provided. First-generation
and second-generation systems are presented.

4.4.2.1 Research efforts on AIS

The application domains of AISs are quite vast, which underlines the adaptabil-
ity of the algorithmic solutions based on the immunity analogy proposed by the
community [35]:

clustering and classification,

anomaly detection,

computer security,

numeric function optimization,

combinatoric optimization,

learning and

minor application domains: bio-informatics, image processing, control, robotics,
virus detection, web mining or novelty detection in time series [36].

The research domain of AISs is a domain which has been very active since the
mid-1990s and continues to be the focus of major research events, even though the
rhythm of conferences dedicated to the subject has slightly slowed down in recent
years. Figure 4.14 shows the number of scientific publications per year (1) according
to a reference AIS bibliography [blue] [37], (2) according to Google Scholar results
for ‘AISs’ [green] and (3) for all indexed PubMed articles [red] per year. The results
show a relative growth in the domain based on both AIS bibliography and Google
Scholar results until 2008, when the survey (which has been published in 2013)
stops. The exponential fits are validated using the R? coefficient [30]. Figure 4.15
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Figure 4.14 Number of publications per year in the AIS domain [30]
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Rank || Author Publications ||Author  Degree||Author  Betweenness|| Author Closeness
1 Timmis 83 Timmis 50 Timmis 86260 Timmis 0.22405
2 Dasgupta 71 Forrest 35 Dasgupta 35531 R-Smith ~ 0.22391
3 Forrest 68 Castro 29 Forrest 20535 Bentley 0.22390
4 Castro 58 Dasgupta 28 Castro 18859 Nicosia 0.22389
5 Zuben 42 Perelson 28 X-Wang 17737 Tyrrell 0.22389
6 Aickelin 38 X-Wang 24 A-Freitas 17628 Chow 0.22386
7 Perelson 35 D-Lee 22 Chow 16984 Y-Liu 0.22386
8 Hart 20 Zuben 20 Hart 16183 Clark 0.22385
9 Gonzalez 19 J-Kim 18 R-Smith 15714 Neal 0.22385
10 Stibor 18 Lamont 18 Tyrrell 15451 Lau 0.22384
11 Neal 17 Aickelin 17 Y-Liu 14936 Forrest 0.22384
12 ||Hunt 17 Tarakanov 16 Bentley 14827 Cutello 0.22384
13 ||Bersini 17 A-Freitas 15 Perelson 13960 Pavone 0.22384
14 Lamont 16 Nicosia 15 Stewart 13312 Goncharova 0.22384
15 Lau 16 Faro 15 Aickelin 12671 Knight 0.22384
16 |[Esponda 15 Bentley 13 Gao 12462 Stepney 0.22384
17 ||J-Kim 15 Oliveira 13 Carvalho 11618 Dasgupta  0.22383
18 ||Bentley 15 Hart 13 Jackson 11594 Castro 0.22383
19 ||Greensmith 15 Clark 12 Huang 11481 Hart 0.22383
20 || Tarakanov 15 Gonzalez 12 Bersini 11119 A-Freitas  0.22382

Figure 4.15 AIS authors [30]

shows an overview of most prolific AIS authors ranked according to their number of
publications, degree (or number of unique collaborators), betweenness and closeness.
Timmis, Dasgupta, Forrest, Castro, Zuben, Aickelin, Perelson and Hart are the most
prolific authors, and often qualitatively the ones who have brought much insight to
the community.

A further survey on AIS would bring little new information here, we will therefore
not attempt to provide yet another extensive survey on AIS research. The reader is
invited to refer to [38—40] for reference works.

4.4.2.2 First-generation artificial immune systems

First-generation AISs address the challenge of providing suitable perceptors for sup-
porting classification issues and of regulating their population. Figure 4.16 shows the
process for a string-matching detector in early AISs [41]. Candidate perceptors are
first generated as random bit strings. They are then matched against ‘self strings’ rep-
resenting specific behaviours of the systems as ranges of source or target machines,
network packet parameters or system commands. Of course, it is necessary that they
can be represented as a bit string and that a meaningful matching metric such as
a distance can be computed between the candidate perceptor and the ‘self string’.
As in the deletion process of natural immunity, self-matching strings are discarded
and strings with few affinity with the ‘self strings’ are added to the detector set.
The detectors then undergo a maturation life cycle as shown in Figure 4.17 [42]. The
selected detectors are first in an immature state, where they are waiting to be activated
through an encounter with a corresponding antigen. Should this encounter not occur
at all or not occur enough during a given timespan, the detector is discarded and dies.
Should this encounter occur frequently enough to exceed a given count threshold, the
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Figure 4.16 Process for a string-matching detector in early artificial immune
systems [41]
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Figure 4.17  Detector life cycle in a computer immune system [42]
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Figure 4.18 The string-matching process used for emulating antibody—antigen
affinity [44]

detector becomes activated. It then becomes reactive to costimulation signals such
as known anomalies. Should this costimulation not occur, the detector is finally dis-
carded. Should this costimulation occur, the detector is labelled as a detector of an
actual system issue and included in the AIS memory. This process is also known as
clonal selection, for which De Castro proposed the CLONALG algorithm [43] as a
refinement of this model.

Figure 4.18 shows the string-matching process used for evaluating antibody-
antigen affinity [44]. The T-cell receptor, i.e. the detector, is represented as a string
where individual characters are taken from the binary set {0,1}. The antigen consists
in the MHC (major histocompatibility complex) and a peptide. It is compared to all
available T-cell receptors: all antigens which binary distance with one antibody of the
repertoire being below a given threshold are considered as a match.

A similar approach is proposed by Dasgupta to leverage the complementarity
of the positive characterization for identifying ‘self” behaviour and negative charac-
terization for abnormal behaviours [45], using genetic algorithms for the generation
of detection rules. Both models suffer from the limitations of these first-generation
algorithms: new behaviours can appear throughout the system life-cycle, making the
generation of the ‘self” data a never-ending task. Moreover, even if one assumes that
the current ‘self” state is satisfactory, basing the identification of anomalies on a string
distance between binary ‘antibodies’ and system traces imply that this distance is sig-
nificative of the level of threat posed by identified abnormal traces. This assumption
is far from obvious, and not evaluated by the authors.

4.4.2.3 Second-generation artificial immune systems

Following the reference work that builds the first generation of AIS, the mechanics of
the natural immune system were explored with a still greater precision to refine the
model. One major refinement is the integration of the concept of danger, which has
been defined in the immunology community concurrently to the inception of first AIS.
Danger means that the actual impact of an aggression is considered for evaluating the
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Table 4.2  Biological signals and their artificial counterparts [48]

Signal Biological property  Abstract property Computational example

PAMP Indicator of microbial  Signature of likely Error message per second
presence anomaly

Danger signal  Indicator of tissue High levels indicate ~ Network packets per second
damage potential anomaly

Safe signal Indicator of healthy High levels indicate  Size of network packets
tissue normally
functioning system

Inflammation  Indicator of general Multiplies all other ~ User physically absent
tissue distress input signals

threat, rather than just a distance to non-self antibodies. This shift enables to consider
the system to be protected by the AISs in a more systematic manner. It also implies
that a concept of danger can be defined, thereby invalidating applications such as
classification to favour the detection of system anomalies or of malicious attacks.
The application of danger to artificial immunity is proposed by the dendritic cell
algorithm (DCA), where dendritic cells are responsible for presenting antibodies to
B or T lymphocytes so as to influence their behaviour [46,47]. DCA leverages the
three-signal model of natural immunity: Table 4.2 summarizes biological signals and
their artificial counterparts involved in DCA [48].

Beside the antigen themselves, the PAMPs, provide known signatures of probable
anomalies. Danger signals indicate the presence of a damage to the tissue. Safe signals
are an indicator of healthy tissues. Inflammation indicates a general tissue distress
and amplifies the immune reaction. To accurately simulate an immune reaction, all
these information should be considered. Figure 4.19 shows a state chart for the natural
immune system showing the possible states and transitions between the immature,
semi-mature and mature states of a dendritic cell [48].

The DCA itself only considers antigens under the form of process IDs and a signal
matrix entailing both safe and danger signals. Figure 4.20 shows the DCA process [48].
When antigens match significant danger signals, a dedicated immature dendritic cell
is generated. In the presence of safe signals, it becomes a semi-mature cell. In the
presence of danger signals, it becomes activated and triggers suitable reaction. The
DCA algorithm has been validated experimentally by its authors for distributed denial
of service [48], NMAP port scanning [47] as well as for misbehaviours in sensor
networks [49]. Its main advantages are low CPU requirements as well as a reduced
training period [46].

The main limitation of DCA lies in its highly stochastic character: the algorithm
is hard to analyse and its behaviour is hard to predict, both with regard to performance
as well as to detection ability. These issues lead to the development of a deterministic
version of the DCA [50]. The deterministic approach provides results which are more
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states for a dendritic cell [48]
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consistent from a run to another, and less dependent on the underlying stochastic
process.

4.4.3 AIS for intrusion detection

Since the analogy with the natural immune system intuitively implies some protection
against aggressive entities, AIS were naturally and very early applied to intrusion
detection in computer networks. Both first-generation and second-generation AIS
have been evaluated with satisfactory results in this context.

The main additional contributions in the context of IT security applications
are the particular architectural solutions which are implemented to deploy the AIS.
The algorithm themselves are used with no major adaptations. Several authors have
proposed architectures for applying the AIS approach to the detection of computer
intrusions [42,51,52]. Figure 4.21 shows a three-level architecture with differentiated
actions at local, network and system level [51]. The local level is responsible for virus
detection, system response and system memory. It transfers resource requests, user
interactions and virus alerts to the upper layer of the architecture. It receives resource
allocation as well as virus alerts from the upper layer. The network level controls local
activities, collects local status, dispenses vaccination against viruses and provides a
user interface for monitoring. It transmits information regarding user interactions
and virus alerts towards other network-level nodes. The system level supports status

System level: Messages
- Status collection
- Metric generation

- Information sharing T Resource requests
- Resource warehouse 1 Status
| Resource
P . .
Network level: = User interaction
o o o
- Control local activities = Virus alert

- Collect local status

- Dispense vaccination
- User interface

Local level:
- Virus detection

- System response
- System memory Q Q

1 Resource requests
1 User interactions

| Resource
|1 Virus alert

Figure 4.21 Three-level architecture with differentiated actions at local, network
and system level [51]
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collection, metric generation and information sharing. It manages the resource ware-
house. Figure 4.22 shows the various sessions used for managing the interactions
between these levels [51]. The local sessions entail detectors, killers, classifiers and
helpers. The network session supports monitoring and binds local and system levels.
The system session performs the controller role.

The proposed three-level model is pervasive throughout the literature, well
accepted and validated through various implementations. However, we consider that
the terminology used does reflect neither the functional objectives nor the reality of
AIS implementations — and still less in the case of recent architectures like the one
of Internet of Things infrastructures. For instance, the concept of ‘network level’
proposed by [51] is not compliant with user-interaction features, and the concept of
‘system’ can apply at the same time to embedded local systems, network devices and
central control appliances. We therefore propose to categorize the layers of AISs as
the following:

The local layer, typically located in the endpoint nodes. It is responsible for
detection, memory and response.

The monitoring layer, typically located in gateways or in user machines. It is in
charge of controlling local activities, dispensing vaccinations and providing a
first-level interface with the user.

The control layer, typically a central appliance. It collects status, generates metrics,
shares information and store resources.

System session
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Controller

Network session

Monitor

=

Monitor

I\

P A

-

e

Monitor

Detector

g o

Classifier —
A g

Killer

Local session /

Detector
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Helper

Figure 4.22  Session for managing the interactions between the three levels of an
AIS [51]
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In the AIS literature, the term ‘architecture’ is also used to denote the protection
process made of the subsequent steps: anatomical barriers, physiological conditions,
innate immunity and acquired immunity [6]. However, in computing science terms,
we consider this as a process, i.e. a succession of consecutive steps, rather than an
architecture, i.e. a static structure supporting the system’s features.

One can note that on the contrary to natural immune systems which are highly
non-hierarchical in nature [6], artificial ones require a well-defined hierarchy to map
the actual architecture of the system to be protected. This non-hierarchical struc-
ture ensures a very high resilience level to the natural immune system. Artificial
counterparts exhibit a weakness here which needs to be addressed.

4.4.4 Immune properties of artificial systems

AlSs exhibit properties similar to natural ones, especially because the underly-
ing mechanisms are very directly inspired from natural cell-level mechanisms. In
particular, an adaptation of the three-signal model for AISs is proposed by [16]

e the one-signal model is characterized by negative and clonal selection [41,43],
the two-signal model introduces costimulation [42] and
the three-signal model introduces the concept of danger by considering safe and
non-safe behaviours of networks and systems [47].

Research efforts on AIS tend to map quite tightly the underlying molecular mech-
anisms of immunity. However, no explicit framework focusing on immune properties
rather than on immune mechanisms is used in the literature to compare and classify
contributions. In Table 4.3, we therefore propose to summarize the immune properties
of artificial systems.

As expected, perception and memory are well addressed both at the operational as
well as at the regulation level. The basic perception mechanisms match the one-signal
model, whereas regulation addresses two-signal and three-signal models according
to the comprehensiveness of information which is taken into account during the mat-
uration process. In any case, maturation is a feature entailed in most AIS models of
the literature. However, the framework highlights interesting facts. First, the issue of
reaction, that is presented as self-explanatory in several reference works, is almost
never addressed explicitly. Given the operational difficulties to automate a security
response in a computer network, this is actually hardly surprising but underlines a
significant discrepancy between the promises and the actual scope of proposals. Sec-
ond, anatomical barriers, that build a first protection against aggressions, are almost
never addressed. One could consider that the central firewall of any organization
plays this role, but this would neglect the complexity of the natural anatomical bar-
riers analogy — and the actual openness of real IT ecosystems. Lastly, the role of an
AIS controller is defined, but its features such as status collection and information
sharing are far from drawing a consensus in the community.
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Table 4.3 Immune properties of artificial systems

Immune property Three-signal AIS model AIS layer
model

Anatomical - - -

barriers

Perception One-signal Bitwise distance [41] Local

Signatures of processes and
protocols [47]

Reaction - Mentioned, but no solution Monitoring
specified

Memory - Conservation of perceptors Monitoring

Perceptor generation Two-signals Selection-deletion [41], Monitoring

Clonal selection [53],
Knowledge-based [47]

Perceptor regulation Two-signals Maturation process, Monitoring
vaccination
[41,47],
Three-signals Costimulation [42],

Danger in dendritic cell
algorithm (DCA) [47]

Reaction regulation - - _

Status collection, - Mentioned, but no solution Control
information sharing specified

4.4.5 Limitations and perspectives of AIS applications

The natural immune system provides a rich analogy for building high-tuned bio-
inspired algorithms: the research community actually provided an extensive effort
in this domain since the mid-1990s. However, fewer focus on the issues of artificial
immunity exists in the last couple of years. This is underlined by the fact that several
properties of the immune system appear to be of interest but actually bring little insight
for building operational systems, at least ones which introduce radical improvements
in field solutions [23]. Examples of such systems are

e two classes classification and pattern recognition systems, as would in older
models of the immune system be the distinction between ‘self’ and ‘non-self’;

e Clustering and self-organizing systems, as would the immune system create
markers of ‘self’; and

e Protective system, as would the immune system protect the body from external
damages.
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Figure 4.23 Comparison between the Agent-Based Cross-Regulation Model [54]
(dark grey) and Naive Bayesian classifier (light grey) for detecting
intrusion detection

Based on their earlier models such as the immune recruitment mechanism,
Bersini et al. consider that such models, aiming at reproducing search and memory
features of the natural immune system, actually build a variant of hill-climbing
meta-heuristics [31].

Some authors went further by acknowledging the limitation of their own imple-
mentations to highlight the limit they see in the immune approach. Figure 4.23 shows
the relative performance of the immune-based Agent-Based Cross-Regulation Model
(ABCRM) and a Naive Bayesian network [54]. It is worth noting that the ABCRM
model provides slightly better results than the Naive Bayesian network for some
specific problems using suitable parameters, but that the solution does not bring a
spectacular improvement which would warrant non-specialists to learn such a method.
The great scientific honesty of the authors must be acknowledged for the insight
they bring.

Based on these discussions as well as on the classification of immune properties
in natural and artificial systems in Tables 4.1 and 4.3, we summarize the challenges
of existing solutions in AISs as follows:

e AIS algorithms are actually designed for perceptions at a single place, i.e. the
proposed solution are intrinsically centralized rather that distributed, even though
the models claim to address this issue. Moreover, the suitable validity domains
for the proposed algorithms are not specified.

e Distribution issues are considered to be addressed by the model, whereas the
control layer, in charge of information sharing, is only scarcely specified.
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e The variety of inputs is not addressed in the AIS models. Each model addresses
a specific representation of the system behaviour, often for online detection, by
considering system states and network packets. However, the application domains
are not discussed, and the interconnection with existing IT infrastructures (system
logs) and security solutions (SIEMs) is not considered.

e Reaction is mentioned, but to the best of our knowledge never specified — and it
is not a trivial task.

e The role of the interaction with the user (Reporting? Integration of expert knowl-
edge? Analysis of complex events? Manual reaction?) is mentioned but not
specified.

e Although natural immune systems enforce a very high resilience level through
a totally non-hierarchical structure, artificial ones typically enforce a simpler,
pyramid-like architecture. Resilience is therefore not embedded in AIS, on the
contrary to natural-immunity processes.

The analogy between a natural approach to protection, i.e. immunity, and the pro-
tection of artificial ecosystems makes the exploration of the capabilities of the former
to solve issues posed by the latter an appealing domain, which is far from being cov-
ered. However, identified challenges highlight the difficulties that research effort
have met so far, such as the high cost of development with regard to the efficiency of
proposed algorithms for concrete problems. Actually, the fundamental differences in
scale, number of considered entities or cost for generating a single perceptor between
the natural and the artificial worlds need to be better characterized. Moreover, repro-
ducing a fully emergent natural process to solve very targeted and technology-specific
goals like performing classification or protecting IT systems from viruses may not
be as easy as AIS pioneers have thought.

4.5 Conclusions and perspectives

The immune system provides a promising framework for modelling an approach that,
far beyond the mapping of specific mechanisms such as immunoglobulin affinities or
dendritic cells maturation processes which provide revolutionary insights but failed to
find a path towards broad acceptation so far, would ensure that immune properties are
supported as a mean of protecting the overall stability of IT ecosystems on the long-
term. A path for further investigation on these immune properties would be to address
not the properties of the immune system themselves, but the cognitive mechanisms
at play, which have long attracted significant interest from the community [55,56].
Varela proposes to consider the immune system as a prototypical example of advanced
cognition, which would go beyond cybernetics, symbolism and even emergence to
focus to the actual impact of the cognition process and to the interactions between
the individual and the environment: the enactment process [57]. This framework has
been defined through the 4E properties [5S8—61] of cognitive systems: embodied,
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embedded, enacted and extended. In a 4E cognitive AIS, these 4E properties should
be supported, and the cognition mechanisms should be

embodied, since the analysis capability of a system cannot be parted from its capa-
bility to sense its environment, and its reaction capacity is strongly conditioned
by built-in features;

embedded, since the analysis capability of a system is tightly bound with its ability to
work in symbiosis with the intelligence transmitted from its environment, which
should support efficient processing;

enacted, as the capability of the system to handle the messages from its environment
and to react to them is the key to its survival in hostile environments; and

extended, as the analysis and reaction capability of a system is highly dependent on
its capacity to leverage intelligence from peer systems or from external actors
such as human IT administrators.

The enaction concept marks a major shift in scientific method: based on the
relative failure of models striving for comprehensive understanding of the world
under study, which become ever more complex and experience increasing difficulties
to percolate outside the scientific community, researchers focus more and more on
the identification of critical interactions susceptible to break the resilience of systems
[62], so as to understand how to make them secure and resilient.
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Chapter 5

Bio-inspired approaches for security and
resiliency of network traffic

Christopher S. Oehmen' and Elena S. Peterson’

5.1 Introduction

Computational networks are proliferating at an ever-increasing rate to provide func-
tionality for critical aspects of modern life. Interactions among data, sensors,
computing and humans through communication networks have made it possible to
control, analyse and optimize many activities that until now have been impossible or
labour-intensive. Traditional information technology (IT) networks make it possible
for people to access data and services worldwide almost instantaneously. Operational
technology (OT) networks make it possible to sense and control very complex sys-
tems such as the power grid and smart buildings and cities. As more and more devices
such as smartphones, mobile sensors and even appliances (e.g. the Internet of Things
or IoT) connect to these networks, a highly complex and organic macrocosm of dig-
ital entities is emerging. Networks can serve as a communication fabric that is the
connective tissue among all of these bits of functionality, and so it is natural to study
networks from the standpoint of biological systems.

This book chapter is organized into two main sections. The first describes several
biological approaches that have led to applications in computational and computer
science for computer networks, with particular emphasis on the aspects of those bio-
logical approaches that are essential for capturing the method’s benefit. This section
also includes discussions on how or under what conditions biological methods do
not apply to computer networks. The second section describes recent work done in
applying biological methods at several levels of network operations. Several exam-
ples of historical and recent research are given in these sections to illustrate the ways
in which biology has been used to inspire novel applications for computer networks.
These two main sections are introduced briefly below.

5.1.1 Biological approaches

Several different aspects of biological systems have been brought to bear on various
aspects of network traffic. Specifically, because network traffic is constantly reacting

'Computing and Analytics Division, Pacific Northwest National Laboratory, USA
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to changes in availability of resources and other environmental demands (like band-
width traffic jams), one useful category of biological strategies heavily leveraged
in computer networks focuses on control and coordination. Examples of such meth-
ods include swarm intelligence, flock dynamics and social insect coordination models
employed by ants or bees, for instance. Such models make it possible for large numbers
of dynamic entities to coordinate and seek optimal solutions across complex, chang-
ing terrains while minimizing the need for information transfer, preserving precious
bandwidth. A second class of useful biological strategies for improving networks
focuses on computational learning from complex network data. This class includes
neural nets, machine learning, artificial intelligence, deep learning and other forms
of learning. These algorithms have arisen from various biological strategies for dis-
covering complex patterns in data, largely derived from neural architectures, and have
resulted in numerous methods for designing, operating and analysing network traf-
fic. A third category of biological approaches that has wide applicability in computer
networks focuses on automaticity, self-healing and autonomic aspects of complex bio-
logical systems. Such methods enable subsystems to work independently of central
control, automatically detect and mitigate incorrect functionality and faults and other-
wise locally react to changing conditions. There are many other biological approaches
that have made meaningful contributions to the regimes described in this chapter and
for which more focused applications have been developed. Examples of these include
information flow, multi-organism coordination, collective decision-making, auton-
omy and autonomous control, redundancy, diversity, programmed cell death and
learning/cognition. Each of these will be discussed in more detail in Section 5.2.

5.1.2 Network regimes

Traffic between computer IT systems or OT control systems exhibits both macroscopic
and microscopic behaviours that operate under principles analogous to those that
govern biological systems. At the micro scale, network traffic is a collection of data
bits that are sent between systems and interpreted by the receiving application for
some predetermined purpose. This flow of information is a complex interplay between
traffic that is highly dynamic and reactive to a changing network terrain and simple,
repeatable, predictable information that flows through a terrain that is static or very
slowly changing. This combination is in many ways reminiscent of how information
flows through biological systems to give information about the state of the system or to
help communities solve hard problems like finding food. At the macro level, planning
and managing networks looks very analogous to biological processes for control, in
part because of the need for hierarchical control of constantly evolving systems. This
can happen in either an ad hoc fashion, such as for mobile wireless sensors, or in a
more static fashion, such as how neural systems behave. Also at the macro scale, the
real-time dynamic properties of how traffic is routed through networks can be thought
of from the standpoint of several different biological approaches to optimization and
organization. Finally, neural networks that make it possible for organisms to learn,
reason and draw associations between elements in the dynamic natural world can also
be used to help networks learn optimal strategies and find anomalies.
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In the network traffic analysis section, biological approaches are explored for
suitability in three different regimes:

e Micro-scale features of endpoints expressed through their network traffic.
e Planning and management of networks.
e Routing traffic through networks.

The applicability of biological approaches is discussed in more detail for each of these
regimes in Section 5.3, with example historical and current research that illustrates
the many ways that biological methods have been used to inspire various features of
computer networks.

5.2 Biological methods as models for network traffic analysis

Many features of biological systems can serve as models for aspects of cyber secu-
rity, in particular how to control, regulate and protect network traffic. These can be
taken from molecular and cellular levels or from higher organisms and collections
of organisms and from organs themselves like the vertebrate brain. These biological
models can be used to solve a variety of challenges in the cyber world, but they must
be understood well before they can be used effectively. In some cases, it is important
to capture all of the biological features to get the benefit from such an approach. In
other cases, the biological metaphors break down, and it is important to understand
when to treat the cyber world differently. The following sections contain more detailed
descriptions of several biological approaches, including some key features that are
essential to capture with fidelity in computational cyber security. In addition, some
aspects that do not apply are also discussed.

5.2.1 Information flow

At the molecular level, biological organisms expend great effort to manage and prop-
agate data or information. Long strands of deoxyribonucleic acid (DNA) contain
repeating subunits of four constituent types, each having molecular properties that
drive production of molecular machinery, and by extension, cellular behaviour. This
molecular data that resides in every living cell, along with many contextual inputs,
enables and also sets boundaries for all possible behaviours of each cell. For this
reason, it is essential that organisms perform two information-related tasks with great
fidelity: (1) protect the integrity of the DNA sequence during the lifetime of an
organism and (2) pass this information on to future generations of organisms while
providing flexibility for new functionality in these future generations [1].

There is a direct linkage between the molecular sequence of a DNA strand and
the chemistry that cellular machinery can engage in using those DNA ‘instructions’.
More specifically, DNA is transcribed and translated into worker molecules known as
proteins, which also have a primary structure that is best described as long chains of
repeating units of 20 constituent types. The sequence of DNA subunits that comprise
a section of DNA is directly related to the sequence of protein subunits that section
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of DNA encodes for. These proteins are often further modified by their chemical
environment and folded into higher order structures that perform most of the work
needed in cells. For example, proteins serve as the cellular skeleton, transport specific
chemicals and even are used to build part of the apparatus that ‘reads’ the DNA
itself. During a cell’s lifetime, DNA is protected and auto-repaired by a collection
of complex molecular processes (executed by proteins), and when it is time to pass
this information on, the information is partitioned and packaged appropriately by the
cell. This flow of information from DNA to protein to cell function is illustrated in
Figure 5.1.

Because of their simple linear primary structures, DNA and proteins can be
represented as sequences of text, where each character of text corresponds to a molec-
ular subunit. Standard DNA sequences typically have an alphabet of four characters,
while standard protein sequences are described using an alphabet of 20 characters.
As a result, there is a very strong relationship between computational methods for
matching text strings and detecting similarity in biological molecules. This opens the
door to use strings of text to describe sequences of network activities and then apply
biological models for quantifying inheritance similarity and even build family trees
of related events.

Edit distance and more flexible measures of string similarity including dynamic
programming have been used for decades to detect similarity in gene or protein
sequences across organisms [2,3]. When applying this technique to cyber security,
it is essential that the events being captured by the method (for instance, network
traffic packets) can be roughly categorized into a small number of types (either 4
types or 20 types would be simplest for adapting DNA or protein sequence analysis,
respectively). It is also essential that the sequences that are associated with entities
being studied are at least tens of characters long. Finally, it is important that the
sequences have complexity, meaning that nearly all of the characters of the alpha-
bet will be found in any string, although potentially in different relative amounts. In
this approach, sequences that have a high degree of similarity can be associated into
‘families’ or collections of sequences that refer to behaviours that are similar. Long
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Figure 5.1 Information flows from DNA to proteins and ultimately results in
cellular function
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sequences that do not use the whole alphabet fall into a category of ‘low complexity’
and are actually often ignored by biosequence methods that rely on text similarity.
However, the complexity filters themselves can be used as an alternative model for
cyber events that lack the complexity required for full-blown biosequence analy-
sis. Short-length or low-complexity sequences may be very important for biological
systems, but because these do not adhere to the mathematical models used in string
similarity methods, they must be handled by alternative algorithms. All of these meth-
ods are relevant for cyber security because they can be used to characterize sequences
of behaviour or events in a format that can be easily searched for similarity.

5.2.2 Multi-organism coordination: flocking, swarming
and social insects

Above the cellular level, many biosystems need to behave as a collective. This need
can be an essential survival feature for solving ill-posed optimization problems such
as finding dynamic food supplies in a changing terrain or swimming or flying in a
large group to evade predators. In all cases, the concept of having a single leader
would force a centralized communication and decision-making strategy that would
be a single point of failure, and it would not scale well. Nature has devised several
alternatives to centralized control that are remarkably efficient. These alternatives
include concepts such as flocking, swarming, and other models that social insects
follow [4] and are illustrated in Figure 5.2.

Flocking and swarming are very interesting approaches for coordinated control
because they allow for a collective to follow a general trajectory, where at any moment
one may identify a single leader organism. But at each turn, because of the three-
dimensionality of the flock, the leading organism may change. This behaviour allows

Direction matters Food @
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Figure 5.2 Biosystems that operate collectively without centralized control: the
leader of flocks and swarms changes as the collective direction
changes. Stigmergic communication between ants biases their motion
towards desired targets
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the flock or swarm to constantly survey its surroundings using different functions (i.e.
different animals have different biases and perspectives), while not getting stuck in
any local minima for long. This approach is a good model for searching a complex
parameter space for a global good solution (not necessarily the ‘best solution”) where
it is important to avoid local maxima. The physical extent of flocks and swarms when
manifested in a computational search domain acts as a fuzzer to force a sampling over
some dimensions. It is this sampling that, in conjunction with changing the leader
organism, allows efficient searching for a global good solution. Note that swarming
is NOT a good strategy for finding a pernicious (i.e. narrow in parameter space or
fragile in biological parlance) global optimal solution. Such solutions rarely exist for
biological systems; therefore, biological strategies are not well suited for finding such
solutions. This is true because biological systems must react to constantly changing
environments. If they settle in deep but narrow optimal solutions, slight changes in the
parameter space have very large implications for survival. Fortunately, when applied
to network traffic, this biological approach for finding good solutions that are not
fragile is often desired.

Some social insects also exhibit additional behaviours that are related to flocking
and swarming but have implications in terms of communications overhead. Ant sys-
tems also have leaderless control, where ants are semi-autonomous units traversing a
complex terrain. However, in some cases, they do not coordinate using physical prox-
imity (or flocking) but instead need to search a wide space. In this case, they must
communicate, but the overhead and latency of this communication must be negligible
because overhead of communication is related to energy consumption, and latency of
communication lengthens the time it takes to survey the terrain (i.e. find food). This
is not unlike the requirements imposed on operating a distributed communications
network, or coordinating across geographically dispersed devices.

Stigmergy is the model employed by ants to achieve these goals. In stigmergic
communication, each ant is tasked with finding something such as a food supply.
While traversing the terrain, ants will walk in a staggered random walk. This walk is
not a pure random walk because the shape of their bodies forces them to bias the walk in
the direction they are already going while sampling from right- or left-leaning changes.
When an ant finds what it is looking for, it begins releasing a chemical pheromone
trail as it returns to the nest. Other ants crossing this trail begin biasing their right- or
left-sampling to line up with the trail, creating a positive feedback that concentrates
other ants at the same location. Because the pheromone has a finite half-life, once
the food supply is exhausted and ants are no longer laying down new pheromone,
it will dissipate and the colony will naturally disperse to continue foraging. All of
this happens without the need for centralized control. The combination of staggered
random walk, dynamic pheromone and directional bias results in a highly effective
sampling of the whole terrain and simultaneous ability to concentrate activity on
locations of interest (while those locations remain interesting). When applying this
technique to computational systems, a ‘terrain’ must be defined to support all of the
directionality that is required for stigmergic communication to result in the desired
emergent colony behaviour. It is important to maintain fidelity with respect to many
of the details about population interactions, such as how long ants looking for a
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certain feature will survive when they have not found the feature, the randomness
with which new ants are generated and physical details about ant movement, because
implementation details in any one of these features have dramatic impact on the
effectiveness of the algorithm.

5.2.3 Collective decision-making: thresholds, consensus

and feedback

The previous section described low-level interactions among organisms that were
mainly focused on optimizing collective survivability. Several other mechanisms
for collective decision-making are employed by cells and communities primarily to
change the state of individuals in those communities (and as a result, frequently the
collective as well). Although many systems in the natural world behave as a contin-
uum (e.g., the force between two electrical charges varies smoothly as the distance
between them changes), many biological systems employ thresholding as an alterna-
tive method for sudden state changes. Figure 5.3 illustrates the difference between
continuous and threshold responses. Thresholding occurs when inputs to an element
do not cause any change in state. But these sub-threshold changes accumulate until a
critical criteria has been reached, at which point a Boolean change in state occurs.
As an example, a neuron may receive input from several adjacent cells, but it
will not pass input along until a threshold of excitation is crossed, which may happen
when input from two adjacent cells occurs simultaneously. At this point, the neuron
dramatically changes its state, passing along the state change very rapidly as input to
the next cell. Thresholds allow for systems to adopt a small number of states that can
have very different properties. This thresholding accentuates the differences between
geographically close cells for important higher level effects such as localizing the
source of a distant sound. Thresholding using nearly identical chemical mechanisms,
albeit connected in very different distributions, also results in contraction in skeletal
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Figure 5.3 Continuous processes vs. threshold processes: continuous processes
such as force and distance have a smooth relationship between
variables. Threshold processes are harder to predict but can drive
optimized nonlinear responses



116  Nature-inspired cyber security and resiliency

muscle cells (a rapid state change triggered by neural input resulting in physical
locomotion); autonomous pacing and contraction of heart cells; and coordinated
peristalsis or wave-like contractions that push nutrients along the digestive tract.
These are all examples of how cells work together using threshold responses to enact
rapid and extreme state changes under certain conditions. Single cells can also use
thresholding with respect to changes in their environment to dramatically change
their internal molecular composition, resulting in extreme changes in behaviour, like
changing from an active cell to a protected but relatively inert spore [5].

Thresholding also is a key prerequisite for some coordinated responses when
such drastic state changes are required at a macro level. In this case, consensus-based
approaches can ingest multiple complex forms of input across a population, and when
key conditions arise, the whole population can be incited to share a response based
on consensus. Consensus occurs when a group of organisms or cells all synchronize a
state change based on some collectively experienced input. For survival reasons, it may
be ideal to ensure that a whole population achieves consensus in near lockstep because
outliers are often vulnerable in biological systems. Consensus can also concentrate
the energy that can be collectively applied to achieving a particular survival strategy.

The final component of coordinating control in complex cooperative systems is
feedback. In many cases, it is important for large state changes to be accompanied by
some process that resets or reverses the large state change (i.e., a bistable oscillator)
once it has been achieved. Additionally, it may be important to prevent the same
state change from happening for a certain time (i.e. a refractory period), while the
cell recovers from the state change. This delay may include time needed to rebalance
materials or rebuild energy supplies needed for the next state change. Feedback can
happen at any of the several levels, including changing gene expression or protein
translation (which occurs over a slower time scale) or molecular signals that change
the operation of a protein for a time (which can unfold over much more rapid time
scales) [6].

With respect to computational environments, threshold and consensus responses
are not often employed because they do not typically follow simple continuous equa-
tions, which are much simpler to express and calculate. As a consequence, they can
be harder to predict, coordinate and control. However, for instances when large state
changes are desired as a result of multiple complex inputs, thresholding could be
a useful approach. As examples, thresholding and consensus could be used to bal-
ance network traffic away from areas of congestion, while feedback could ensure that
threshold events do not happen in succession to the detriment of the system.

5.2.4 Autonomy and autonomic control

Long-term coordination between distal elements of an organism or across commu-
nities requires the ability to flexibly manage that coordination because strategies
and solutions that work in one environment may not work at all in another.
For example, some mammals shiver when they are cold to generate additional heat.
The same response in hot weather would raise body temperature to a dangerous level.
The same cells and organs that under one condition have a certain behaviour may have
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to change their behaviour greatly under another condition. Thus, organisms and pop-
ulations are left with a challenging problem of autonomy — how to control disparate
components when not all of them have direct access to environmental context.

Again staying as far as possible away from strategies of central control, many
instances of autonomy exist in biological systems. Autonomy allows subsystems to
operate under generally reasonable assumptions of environment, while key inputs
from environment changes trigger deviations on this baseline behaviour. For instance,
mammalian hearts contain an endogenously pacing tissue group known as the sino-
atrial node. Ifthis tissue is physically removed from the rest of the heart and maintained
in an environment having the same chemistry as its native environment, then the tissue
will continue to rhythmically pace, even in the complete absence of inputs from the
nervous system. In the functional heart system, brain impulses can slow down or speed
up the heart to respond to external stimuli via neural input, but the baseline behaviour
of pacing is dependent only on local chemistry of the sinoatrial node (including
gene expression, protein abundance and ion concentrations inside and outside the
cell). In other words, the sinoatrial node serves as a simplistic, local sub-brain that
is subject to governance from the higher authority of the nervous system only as a
modification on its local activity. It is essentially a ‘good enough’ solution for most
cases, freeing the brain for higher cognitive functions and using a minimum of energy
and communication bandwidth for control [7]. This model plays out in other centres
of the body such as the gut, where a similar endogenously pacing cell group creates a
baseline of coordinated muscular contraction, or peristalsis, to push nutrients through
intestines, and which is subject to speed up or slow down from neural input [7]. This is
a remarkably efficient decentralized control system that works well when a ‘normal’
or ‘resting’ state can be defined, and only deviations from that state require input from
a central authority.

A second low-level layer of control drives the delocalized autonomous control
layer. This second layer achieves autonomic control. While it is possible to consciously
control breathing and heart rate (to some extent), many other functions in the body are
much more difficult or impossible to control via conscious means. This autonomic
functionality in mammals is achieved through a similar strategy of autonomous con-
trol, but in this case, the functions respond to input that arrives through systemic
molecular messages such as hormones and neurotransmitters. By defining a subsys-
tem that is essentially closed to conscious control (at least at a small time scale),
mammalian systems effectively partition themselves into functions that are allowed
to be controlled without conscious input and functions that are subject (or entirely
reliant) on conscious input.

Autonomy and autonomic control may apply to computer networks when key
functionality can be defined that can be performed without active control. This control
must be flexible enough to respond to a variety of environments and communicate
the desired response to environmental changes to constituent components. In this
model, activities that can be automated should be automated, and only control signals
for deviations from that baseline behaviour should be allowed. This may require
a great degree of planning to understand how to construct such a system to have
desired behaviour under potentially unknowable environments. One key challenge
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in adapting these methods for use in computational networks is that it can be hard
to determine which functions could and should be automated and how autonomous
control should be exerted over them.

5.2.5 Redundancy, diversity and programmed death

Many strategies are employed by biological systems that are anything but straight-
forward measures of efficiency but do impart essential resilience into the system and
therefore are reasonable models to pattern cyber systems on. Redundancy, diversity
and programmed death including apoptosis are examples. Programmed death is often
exhibited by cells in particularly hostile environments such as the highly acidic lining
of the mammalian intestine or in the topmost layers of skin [6,7]. When cells must
die in this way, mechanisms of apoptosis ensure that their death does not cause unin-
tended side effects for neighbouring cells. (A dead cell can be toxic to neighbours ifits
internal contents are not packaged properly.) When occurring through apoptosis, high
cell turnover rate is actually a good feature, making it possible to ward off breaches
through containment and isolation. If a foreign object becomes stuck in the topmost
layers of skin, it is only a matter of time before it is carried away from the body by skin
cells that die and are pushed away by newly generated layers of cells below. Similarly,
the intestine’s high degree of deliberate turnover in the interior-facing cells prevents
damage from the acidic environment from reaching the body cavity. In both cases,
the expectation for cells to die off is built in and consumes resources deliberately to
achieve the higher mission of system integrity.

The mammalian brain has many examples of redundancy to preserve function. For
instance, many cognitive functions map to multiple areas of the brain. Sometimes this
is because the cognitive function requires multiple sub-functions that are all localized
to different areas. But this redundancy also provides a survival function because in
certain kinds of brain damage, functionality that was lost can actually be accentuated
by the remaining areas to help compensate (sometimes completely).

Diversity, while also expensive in terms of resources, can also be employed
to support higher level objectives of biological systems. A simple example is the
additional degrees of freedom that are imparted by skeletal motion. A person can
drink from a cup of coffee from multiple trajectories and with either hand. This makes
it possible to still have some range of motion when a particular region of the range of
motion is limited. For instance, when sitting on an airplane, one may have to hold the
elbow very close, limiting motion to only forearm and wrist. But when there is more
space to move, the wrist may not be used at all for tipping, and nearly all locomotion
may come from the shoulder. This is not perfectly efficient because there are different
muscle and bone groups that can be used to achieve the same end, but the diversity
makes it possible to cope with many changes in environment including some loss of
locomotion. Another example of diversity is population diversity. A tragic example
of this is the Irish potato famine, which occurred in the mid-nineteenth century. As a
result of a single species of potato becoming a widespread primary staple, the whole
population of potato was susceptible to blight that wiped out Ireland’s food supply
causing widespread starvation.
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Interestingly, both redundancy and diversity often exist together in biological sys-
tems. In the skeletal motion example above, redundancy is present (left and right arms
that are highly similar) and so is diversity (overlapping degrees of freedom in each
arm). Redundancy and diversity can be a very synergistic pair of strategies to help bio-
logical systems cope with hostile and dynamic environments. However, these features
(as well as programmed death) come at the expense of some efficiency, as it takes
resources to build, maintain and operate these overlapping resources, and the chance
for injury or compromise is also larger because of the larger, more complex attack
surface. Translating this to computer networks, there is a trade-off space between
redundancy (such as failover systems), diversity (such as similar functionality being
provided on different operating systems), turnover (including deliberately switching
between redundant and/or diverse systems) and security/functional efficiency and the
lifespan of attacks that make it past outer defences. If achieving the overall mission of
the system is paramount and one can sacrifice efficiency, then these biological strate-
gies may be ideal. However, if efficiency or minimizing exposure (attack surface) is
the driving requirement, then they may not be good strategies. It is worth noting (and
discussed in other sections of this book chapter) that highly efficient strategies also
impart fragility on systems, so it is worth a detailed analysis of the trade-off between
the efficiencies gained and the overall robustness of the resulting cyber system.

5.2.6 Learning and cognition

At the topmost level of sophistication, one can adapt how biological systems learn and
think to apply in computer networks. Cognition and learning are very complex pro-
cesses, requiring high-level organization, control, information handling and compute
capacity. The mammalian brain is an enormously dense tissue full of interconnected
neurons that feed back into one another to produce an astounding array of emergent
behaviours. For instance, mammals perform streaming visual processing in real time,
combined with image categorization, facial recognition (including information con-
tent of mood and emotion embedded in those faces), consequence prediction and a
host of coordinated activities to integrate visual input with memory, motor activities,
problem-solving, emotion processing and other critical functions. Mammals concur-
rently perform streaming audio processing (also in real time and integrated in many
cases with visual processing) that can locate the source of a sound ina 3D environment,
understand language (including intent, mood, emotion, truthfulness and sophisticated
nuances such as sarcasm on top of raw information extraction), tie that sound to mem-
ories and perform other tasks it might be very difficult to train computers to do. These
two examples highlight the ability of cognitive processing to handle sensory input.
Cognitive processes also allow for complex and abstract problem-solving, imagina-
tion, long and short-term memory and drawing associations between highly diverse
inputs [7].

While input processing aspects of mammalian cognitive systems are quite impres-
sive, it is the abstraction and associative aspects that inspire most computer network
applications. For decades, machine learning and its derivative fields have striven to
capture the essential features of learning and cognition to develop algorithms for
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training and classification of complex features from diverse datasets. A wealth of
public information about machine-learning applications exists, so the comments here
are restricted to key insights with impact to computer-network applications.

Although many of the implementation details vary widely, the domain of com-
putational learning is driven by the key aspects of biological systems that make it
possible to infer ‘connections’ between events or measurements and very high-level
system state. For example, in baseball or cricket, a ball is thrown at high speed
towards a person attempting to hit it with a bat. The thrower wants to trick the hitter
into swinging in the wrong place to miss the ball. A hitter must engage in processing
visual and other input, followed by decision-making (swing high vs. low; swing early
vs. late) and actual muscle movement — each of which takes time for the brain to
process and execute. So when a ball is thrown at very high speed, the person batting
has to make a guess as to where the ball will be at a certain time because waiting
for all that processing to occur would delay the decision to swing until the ball was
already beyond the hitter. As a result, the batter swings based on a complicated col-
lection of state information that includes any clues from the rotation of the ball, the
trajectory of the thrower’s arm before releasing the ball and many others. The result
of these measurements is tied directly to a response that is highly tuned based on prior
experience.

Capitalizing on the model of mammalian learning typically requires capturing
this essential ability to tie diverse inputs to an output, which could be a direct response
such as in the ball-hitting analogy, or it could be simply to alert humans under certain
conditions such as a dangerous event happening in one’s environment. In general,
making this conceptual leap to capture the essence of mammalian learning involves
a large amount of training observations and some knowledge of the desired outputs.
The more one can cover the space of possible inputs using training, the more likely
the trained system is to behave as desired when deployed.

One key difference between the physical world and the computer network world is
that in the physical world, biosystems enjoy the benefit of largely continuous physical
laws, whereas in the network world, many events happen in discrete state changes.
This is important because continuity allows one to say something definitive about
the coverage of an input space achieved by a sampling strategy in a physical case.
However, it may be difficult or impossible to say with any certainty how broadly
and at what level of granularity a cyber space is sampled when applying cognitive
approaches.

5.2.7 A few notes of caution when applying biological concepts
to computer networks

Many computer applications have been derived from biological systems. These cover
a wide range of utility; this chapter emphasizes computer network applications.
Although there are many opportunities to apply the benefits gained from biologi-
cal approaches to computer network applications, there are many pitfalls to avoid.
In some cases, biological principles are applied in name only, and the underlying
algorithms do not actually contain the key ingredients inspired from biology. In some
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cases, biological principles are used but in applications where they do not make
sense. Further, sometimes biological concepts are not understood well and the result-
ing implementations may either miss the benefit of biological inspiration, or in the
worst case, they may fail altogether. In the spirit of educating readers to correctly
determine if biological algorithms are right for their application, the following dis-
cussions highlight some key areas of common misconception and misinterpretation
that can easily be avoided. There are many other opportunities for such confusion,
so it is always advantageous to engage biological scientists knowledgeable in the
field to truly understand an underlying process before jumping to computer science
applications.

5.2.7.1 Equilibrium vs. homeostasis

Many physical systems tend to minimize certain kinds of energy. For example, a
ball rolling down a hill will settle at a low point. Having reached this point, one can
perturb it from this location, but once such a small disturbance is removed, the ball will
naturally tend back towards the same point of equilibrium. At this point, no energy is
required to keep the ball in its location, and essentially the energy state of the system
does not change unless external factors intervene, as illustrated in Figure 5.4.
Biological systems take this one step further with the concept of homeosta-
sis. In homeostasis, a biosystem seeks to achieve a certain state that is conducive
to survival. Homeostasis is importantly different than equilibrium because (1) it is
context-dependent and (2) it typically requires continued energy input to maintain.
One example of homeostasis in mammals is regulation of an internal set tempera-
ture. Many of the core functions in mammalian systems require a certain temperature
range to operate correctly [7]. Systemic processes are in place to maintain this inter-
nal temperature, but the particular processes used at any given time depend on the
external temperature and other factors. When it is hot outside, mammals typically
use evaporative cooling via sweating in humans, or panting in dogs, to reduce inter-
nal temperature. This cooling requires energy and expends water (another precious
resource), but it can help prevent overheating. In cold weather, by contrast, blood
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Figure 5.4  Equilibrium vs. homeostasis. equilibrium results in a neutral energy
state, whereas homeostasis requires continued energy input to maintain
an operating state
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circulation patterns change to conserve heat in the core, and shivering can occur,
which raises temperature. Shivering requires energy to sustain, and diverting blood
moves heat away from extremities but preserves internal temperature. In both hot
and cold cases, there is no low-energy state for achieving homeostasis as there is
in equilibrium; rather, an organism expends resources to ensure a meta-state that is
conducive to survival.

Always keep in mind that biological systems exist in hostile, dynamic environ-
ments from their inception and that it is very hard to change their ‘programming’ (or
primary DNA sequence) in response to environmental input. To be clear, the regions
of the DNA that are expressed can be highly dynamic with respect to environmen-
tal conditions, but adding new functionality that is not present anywhere in a DNA
sequence is very hard if not impossible after inception. Consequently, all molecular
strategies for coping must be present at the beginning of life, even if the organism
may later be exposed to something it was not explicitly ‘programmed’ to respond to.
Homeostasis is a layer of abstraction for organisms to seek general states that are
conducive to survival as opposed to developing specific strategies to deal with every
possible environmental factor separately.

Homeostasis is an interesting metaphor for computer networks because several of
the prerequisite features apply for both biosystems and computer networks: (1) there
is an overall desire for global ‘health’ of the system that can generally be defined
in terms of its ability to achieve its mission goals, but environmental factors can
dramatically change the means by which these systems would achieve those goals;
(2) decisions made to achieve goals frequently involve complex trade-offs between
resources, and in some cases, local sacrifices must be made to support overall system
health; (3) flexibility to make these trade-offs must be included in the system at
inception as it is frequently difficult or impractical to make on-the-fly changes in
response to a particular environmental factor; and (4) due to the dynamic demand
that drives network traffic, there may be no equilibrium state even though there may
be a point of homeostasis that the overall system drives towards.

5.2.7.2 Trade-off between optimality and robustness

In computer science, often the goal is to devise a new algorithm to achieve a stated
objective. Typically, an algorithm’s quality and effectiveness is measured by the com-
putational complexity (memory and arithmetic required as a function of problem
size), time to solution as a function of input size or other algorithmic parameters and
for algorithms designed to find a solution in a complex space, the optimality of solu-
tion or solutions found. The first two criteria (computational and time performance)
are analogous in biological systems to the physical resources required and the time
required to perform a function, respectively. However, the criteria of optimality do not
translate directly from biological approaches. For a general computational algorithm,
one can dream up very complex and indeed pathological inputs that have very specific
global optima (i.e., a best overall solution that is much better than other good solutions
but is very hard to ‘find’). In many of these cases, smaller ‘local optima’ appear to
be better solutions than others in their vicinity in parameter space, but the extremely
narrow and pronounced global correct solution may be much ‘better’. Computational
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Figure 5.5 The global solution (tallest peak) is often fragile (narrow), whereas
other less optimal solutions (lower peaks) may be more stable (broad)
over a range of environmental inputs

algorithms that fail to find such global solutions are penalized, being judged as inca-
pable of breaking free from the local good solutions to find that one hidden global
optimum. Figure 5.5 illustrates examples of narrow global optimal solutions and more
robust, local solutions.

While this approach is reasonable for the theoretical world of computer science,
it is very much at odds with how the biological world operates, and this dichotomy
can lead highly versed computer and computational scientists to dismiss biological
solutions that may actually be ideal. The reason for this dichotomy is that biological
systems must adapt dynamically to a constantly changing environment. The notion of
global, narrow optimal solutions also would impart fragility on a biological system
that seeks that solution. For instance, if a particular chemical reaction essential for
life were 10x more efficient at a temperature of exactly 36 °C but fell to only 0.1 x
efficiency more than 0.1 °C away from 36 (i.e. a narrow but very good optimum), then
any organism that had adapted its internal machinery to rely on this 10x efficiency
would fail during even daily fluctuations of temperature. Certainly, biological systems
could sometimes take advantage of having such a global optimum, but if they rely on
it, then they become fragile. As a result, biological systems often gravitate towards
‘good solutions’ that are also characterized by minor changes in performance under
wide perturbations from the solution. In the example above, if similar molecular
machinery for the same essential process were only 2x efficient at 30 °C (a lower
quality solution) but never dropped below 1x efficiency for a range of £20 °C (and
is therefore a local optimum that is more robust to changes), then the organism’s
likelihood of being able to maintain homeostasis would be much better under the
second solution. This second solution is not the global optimum, but it is a ‘good
solution’ and for survival reasons under changing environments, this may actually be
the solution that is sought. This second solution has a significantly higher robustness,
because it can withstand orders of magnitude and larger changes in environment
without such a significant loss of functionality.

Translating this concept to computer networks, there may be perfectly useful
algorithms that fail to find, for example, a particularly efficient method of routing
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network traffic to its destination under certain conditions. These algorithms may yet
be more useful than other algorithms that do succeed in finding that global solution
for routers if their performance is more robust with respect to changes in the network
environment. The key is to understand the trade-off between optimality and robustness
for a given algorithm so that a good solution can be found even though it may not
operate at the highest efficiency. For the reasons described here, one may even assert
that the desire to operate at 100% efficiency often drives systems towards fragility, so
networks should have built-in allowances for unused efficiency to gain the advantage
of robustness. The point is to take care when applying biologically inspired algorithms
for use in computer network applications. When narrow but pronounced efficiencies
are sought, biology is not a good model for optimization. However, if broad but
robust solutions are desired that can continue core functionality in the presence of a
wide array of environmental factors, then biological optimization may be very useful
indeed.

5.2.7.3 Latent vs. expressed properties

DNA, as discussed in Section 5.2.1, contains instructions for building functional
proteins in a living cell, providing the cell with properties needed to survive depending
on the current environment. However, at any point in time, only a small fraction of the
possible functionality may actually be built. To put it another way, functionality may
refer to a possible, or latent, state; or it may refer to a currently observed, or expressed,
state. Measures of latent state provide information about what a biological system
might do, but it may be extremely difficult to reliably link external environmental
conditions to the corresponding latent state that would become functional. Conversely,
expressed state measures give information about what is happening now in a cell but do
not describe what might happen if conditions were to change. As an example, consider
a microbe that has the capacity to exist in an active (normal) state or to become a
spore (hibernate) by encapsulating itself in a protective outer layer with minimal other
functionality. In such a case, the protein coating required to protect the organism in
the spore state, and the molecular machinery needed to synthesize this coating, may
not be present in the active state. When the organism senses environmental changes
that cause it to switch to a spore state, most of the normal molecular processes would
‘turn off’, and new machinery would be made that makes and transports protective
coating to the cell’s outer layer. The DNA, which contains all of the cell’s latent state
information (i.e. the possible behaviours the cell can engage in), did not change, but
the expressed state (i.e. whether the cell had machinery to support active life vs.
becoming a spore) is very different.

This concept bears directly on measures of computer networks drawn from bio-
logical sciences and from other domains, in fact. For example, one could construct a
graph of traffic traversing a networked system where nodes are devices such as com-
puters, phones, routers, control systems; and edges indicate that a pair of systems is
exchanging data during a specified time interval. Graph theoretical measures applied
to such a structure could be used as metrics for the system. One might be interested in
how many graphical shortest paths between any pairs of nodes traverses a single node
(i.e. a measure of graph centrality). This is a common calculation to extract from such
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graphs and might lead one to assert that a node of high centrality is also a critical node
because if it fails, a large number of shortest paths are severed. This might lead a cyber
defender or network architect to take specific steps to harden or provide redundant
capabilities around the critical node. However, criticality is a latent property and so
would not be evident from a graph constructed from expressed behaviours. In this
case, the expressed traffic graph fails to capture the already redundant nature of the
physically connected system. A node in an expressed traffic graph may be very busy,
but losing the node does not imply that other communications would be disrupted
because there may be other fibre links or connection paths that are simply not being
used at the moment. These edges would be entirely absent from an expressed traffic
graph, yet their presence as possible data paths means that the system has the latent
property of robustness with respect to failure in the critical node. Very similar to
the difficulties in interpreting biological results when working with systems that have
both expressed and latent properties, this example illustrates the care that must be
taken when interpreting measures and model results for computer networks because
they also have expressed and latent properties.

5.3 Applying biological methods to network traffic

5.3.1 Identifying normal and anomalous network traffic

Traditional enterprise networks include wired and wireless components and are con-
figured or maintained from a central location. Other types of networks that are also
very widespread include IoT and wireless sensor networks (WSNs), which comprise
a large number of small, low-cost, independent, intelligent sensors that can sense
and communicate with each other. These sensor nodes have limited memory, com-
putational capacity and power to support processing. Because all of these network
types can connect high-value assets and are designed to facilitate access (sometimes
globally), they are also vulnerable to numerous attacks [8]. As a result, biological
approaches have been used to analyse the data traversing traditional and wireless
networks to look for anomalous activity.

At the most basic level, one can begin to extract meaning from the bits and
bytes traversing networked systems. In doing so, it becomes important to understand
‘normal’ traffic so that abnormal traffic or anomalies can be found. Though anomalies
are often benign, they can sometimes indicate an attack and even the nature of the
attack. There are a variety of ways to model traffic using biological methods to improve
security of a network.

5.3.1.1 Machine learning

As noted above, there is a class of learning techniques roughly modelled on human
cognition. In this section, these methods are generally referred to as ‘machine learn-
ing’, although these techniques also include deep learning, neural networks and recent
innovations in artificial intelligence. General machine-learning techniques have been
applied to anomaly detection in both wired and wireless networks with limited success.
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Historically, several machine-learning techniques have been applied to the prob-
lem of finding anomalies in network traffic, including reinforcement learning, neural
networks, support vector machines and decision trees. These are often used for some
sort of intrusion detection, event detection and query processing [9]. They are also
often used for traffic classification, flow prediction and routing management.

There are several barriers to developing machine-learning enabled approaches for
anomaly detection on networks [10]. First, attack-free data is hard to find. Obtaining
enough ‘normal’ data to train on means either generating representative data sets that
are often not accurate enough or training on live data and hoping there are not events
in them. Even with that problem solved, the issue of defining normal data in a system
that is naturally variable makes it hard to find a stable sense of ‘normal’ and often
returns a very high false positive rate. Finally, there is the notion that with continuous
training, the learning system can be fooled into accepting abnormalities as normal.
These issues tend to make real-world analysts not trust these kinds of systems.

However, some real applications of machine learning on networks exist for cyber
security. They tend to focus on very specific attacks, such as a selective forwarding
attack as described in [11]. Advancements in deep learning show much more promise
in becoming truly applicable [9]. There is evidence that deep learning techniques can
help mitigate some of the constraints that come with general machine learning such
as the need for labelled data and accurate classifiers [12]. Some other impacts of deep
learning approaches are that they can support transfer learning, which can increase
performance and scale [9].

5.3.1.2 Swarm intelligence

Swarm intelligence (e.g. ant colony optimization and flocking) is particularly adapt-
able to WSN because of the need for coordinated control, and because the sensors
are small, have limited power and are not connected to a central command and con-
trol [13,14]. Swarm intelligence can be used to help organize a network and perform
efficient routing, but it is very well suited to detect certain kinds of intrusions. This sec-
tion discusses the applicability of swarm intelligence to distributed denial of service
(DDoS) or jamming attacks, secure beaconing/location and sinkhole attacks.

Generally, swarm intelligence can be used to help defend against DDoS and
related attacks by presenting a constantly shifting routing infrastructure that is dynam-
ically reorganized over time. This makes it possible to route traffic around infected
nodes or potentially infected nodes while constantly keeping the potential DDoS tar-
get in motion. This provides a resilient approach to defence in allowing for continued
response even though some parts of the network are dead or dying.

Non-biological mechanisms for mitigating infected nodes are many and include
malicious traffic detection, overlay networks and indirection infrastructures, and
modelling of legitimate user behaviour, among others. Swarm intelligence-based
approaches have been shown to have limited successes. One example creates a nonsta-
tionary transport network using the intelligent water-drop methodology to determine
the fastest and most efficient route to relay messages between nodes using speed and
latency of the nodes as features [15].
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Another example which is an application of ant colony optimization is used in
detecting sinkhole attacks in WSNs that are vulnerable because of their communi-
cation patterns. In WSNs, sensor nodes send packets to a base station, and sinkhole
attacks prevent this base station from obtaining complete and correct sensing data,
which could become a threat to higher layer applications. Sinkhole attacks are diffi-
cult to detect because compromised nodes can send the wrong information in validly
signed routing packets.

To combat sinkhole attacks, an ant-colony inspired method was developed which
shares data across many elements in the network to locate compromised elements
and raise alerts. By spreading quality information across the system, an adversary
must compromise many nodes to avoid detection. An algorithm was developed to
generate alerts by the sensor nodes of the WSNs based on the node IDs and the link
quality defined in the ruleset. A voting analysis method also was used to identify
the intruder. Neighbouring nodes share a list of suspect nodes that is signed using a
key. An ant colony optimization approach is used to generate the minimum number
of keys for signing the suspect list, and another ant-based algorithm distributes the
keys to the alerted nodes to sign the suspect list. Each node that receives the list
counts the occurrences in the list, and the node ID with the highest count is identified
as the intruder. In this way, problems at a single location can be identified by the
distributed, vote-based calculation that is much harder to corrupt. Some advantages
to this approach are that false positive hits based on node IDs are eliminated and the
storage requirements in each alerted sensor node are minimized [14].

5.3.1.3 Sequence analysis and other methods

The concept of sequence-based alignments such as DNA and/or protein sequences has
been used to detect anomalies in network traffic. Some methods need to be ‘trained’
in some way with known ‘normal’ behaviour but others have had success without
a priori knowledge. They are able to model normal traffic and quickly identify poten-
tial anomalies using these bio-based approaches. In one approach, network traffic
was represented as protein strings on which analysis was performed to detect anoma-
lies resulting in an operational tool [16,17]. This approach only uses the metadata
of netflow and not full packet inspection to perform in a realistic timeframe and not
be overwhelmed with the volume of data that full packet capture would present. The
results show that using the concepts of protein similarity and building families of sim-
ilar proteins allowed the authors to recognize behaviours, both human and automated,
and types of payload on an operational network.

Fuzzy logic is often used to lower false positive rates of anomaly detection with
some success. Research has been conducted using chromosome representations and
genetic operations to both speed up the process of applying fuzzy rules and make the
rules easier to interpret [18].

Tools for network traffic analysis can give results that have very different inter-
pretations depending on where in the network they are being applied. Bringing context
from multiple layers can be a particularly potent combination. For example, in one
application, a genetic algorithm was applied at the physical layer to obtain the optimal
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schedule of transmission codes without the restriction of a cost function, and anti-
phase synchronization (observed from the calling behaviour of Japanese tree frogs)
at the media access control layer, and then uses an ant colony optimization at the net-
work layer to establish intrusion-resistant routing. The final step puts these algorithms
together in two phases using cross-layer neural networks for intrusion detection and
machine learning for identifying attack types [19,20].

5.3.2 Network design and management

Managing computer networks involves designing network elements to have the prop-
erties desired for a system to achieve a specified goal and effectively monitoring and
enabling resources to respond to dynamic demand within a specified performance
tolerance. This approach includes devising and enacting policies to govern utilization
of network resources. Resources managed include the services provided by endpoint
systems, the applications on host systems that interact with these services and the
physical connections between systems that enable up to a certain amount of traffic
per unit time (bandwidth), provided with a certain delay or latency. There are many
best practices for designing a computer network to achieve desired functionality for
a given use.

Several biological principles have been applied to designing and managing net-
works, which can vary between ad hoc WSNs and more rigid networks such as
traditional IT networks.

5.3.2.1 Automaticity and autonomic control

Imparting automaticity and autonomic control on computer networks often starts with
an understanding of the purpose of the network [21-23]; however, in some cases, the
survival of the network itself is used as the fitness criterion [24]. In either case, the
overall goal of the autonomic control apparatus drives an active loop (or loops) that
senses state of the system, prioritizes options subject to policy constraints and takes
actions.

In some cases, the biological inspiration for autonomic control exists only at the
level of designing autonomic control loops that sense and control resources across a
variety of vendors [23]. But in some cases, autonomic control draws inspiration from
the biological world more tangibly. In [22], a virtual chemical gradient is created that
carries information about resource utilization by location. In this model, differing
chemical amounts in different ‘locations’ drives a bio-inspired chemotaxis response,
which is an automatic tendency to move away from areas of high chemical concen-
tration. Although tracking an overall chemical gradient requires global information,
the decision to migrate resources away from a location based on this gradient can be
made using only local and near-neighbour information. This approach also achieves
network homeostasis by using a virtual chemical signal to change the balance between
positive and negative feedback loops regulating the behaviour of devices. The result
is that changing the bias on these loops can change the emergent behaviour based on
a simple signal (digital chemical level), which is the means of transmitting changes in
the environment to the autonomic controller. Bias through virtual chemical signals has
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been effective for medium-term resource allocation via simplistic predictions of use
based on historical data in short-term situations where extreme demands are placed
on scarce resources [25], which can be thought of as a surge-mode that can only be
sustained for a short time but that allows systems to withstand temporary resource
exhaustion dynamically.

In[26], a similar strategy is demonstrated whereby concentration of virtual chem-
ical helps packets ‘decide’, via chemotaxis, what route to take through a potentially
congested environment. A secondary bio-inspired method of quorum sensing is also
used to help packets choose a new route when nodes fail. This method uses localized
consensus calculations to provide coarse context for the packets.

Another aspect of autonomic control in biosystems that is used by these
approaches is that of hierarchical control, such as in [21]. At the lowest layer, local con-
trol is exerted over small domains using local information only. But many autonomous
domains can be connected in a global system that has a management layer that over-
sees activities in each domain. The key here is ensuring proper behaviour inside each
autonomous domain without having too much control exerted by the central authority.

One key challenge for widespread adoption of autonomous network control
strategies is how to control the emergent properties of the system. Dressler describes
this as a balance between determinism that arises from centralized strategies and scal-
ability that is possible through self-organization [27]. It may be that for known input
ranges, the behaviour and dynamics of the system can be asserted. But autonomic
systems will continue to make decisions when inputs are outside these planned ranges,
and complex feedback loops can interact producing widely varying behaviours. So
when employing these methods, care must be taken to truly understand the range of
behaviours the system can adopt.

5.3.2.2 Information exchange

One very interesting method for self-organizing was proposed in [28], which outlines
a method for using information exchange inspired by cell-to-cell communication.
In this model, a cell’s internal state (which on a network could be characterized by
any of a number of state measures, intrusion alerts, etc.) can trigger DNA to be
transcribed and then translated into proteins that are released into the environment.
This higher level data unit can only be received by other cells (i.e. devices or services)
that have an appropriate receptor for the protein. In this way, routers, devices, services
and other components could share information about their internal state, potentially
leading to emergent responses, without having to explicitly communicate point-to-
point. Additionally, the abstraction of using the DNA/protein representation allows
for very flexible sensing and communication using a concise language.

5.3.2.3 Other methods

In [29], the authors demonstrate a method using genetic algorithms and the cellular
life cycle to optimize collective interconnected services in an on-demand environ-
ment. In this approach, real-time demands for services on a network are used as state
information to drive population dynamics (service replication or termination), and
multiple performance measures determine the fitness of the parameters that drive
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service agents’ behaviours (i.e. how they replicate or terminate). Genetic algorithms
are applied to populations of agents to result in varying agent behaviour to enable dif-
ferent strategies to accommodate dynamic environmental conditions. One advantage
of genetic algorithms is that if they are properly incentivized, they may find optimal
strategies without repeated input from operators or subject matter experts.

5.3.3 Routing

One key functionality provided by computer networks that makes them useful and
robust to dynamic environments is routing. This is the process whereby information
destined for a certain system is delivered to the correct system through a network (or
networks) via potentially numerous possible physical paths. Many computer applica-
tions and processes rely on external routing fabric to ensure that data arrives at the
intended destination. For instance, when accessing a web page on a distant server,
a host’s web browser is a local application that issues a request to retrieve the data
from the remote system. Both the request and the returned data require routing fabric
that exists outside the browser for the data to be correctly exchanged. Each link, or
physical connection between systems, is connected through systems that are usually
routers, which are computers dedicated to handling and sending data nearer to a des-
tination machine. Each link that must be traversed in an overall route between two
systems imposes its own physical limitations, including bandwidth (how much data
can traverse a link in a given time period), latency (how much time delay is associated
with data entering and leaving the link) and accuracy (the likelihood that data going
into the link leaves without modifications or omissions).

Firewalls and other control points in the network can act as filters or provide
other enrichment or protection to network data. Such systems are often configured
with rules of what sort of traffic and behaviours to allow or prohibit and can have a
large impact on the ability of traffic to reach its destination.

Although routing is often seen as one aspect of network management, dis-
cussed in the previous section, it has a substantial body of algorithm and applied
research, relying on many different biologically inspired strategies for a wide range
of applications [30-34], so it receives a deeper treatment here.

5.3.3.1 Autonomic control
One strategy for achieving a higher collective function in a complex routing and
firewall environment is to employ chemical-signalling strategies similar to hormone
and cell-to-cell communications used by biosystems to regulate collective autonomic
behaviours [35]. This allows firewalls and routers with their own local rulesets to
function with a predefined behaviour. But coordinating between them without exten-
sive communication or central control can be achieved by translating network events
and state into a cell communication model, which provides higher level abstractions
to be shared and acted upon by components in the system.

Though autonomic strategies can be powerful means to achieve localized but
controllable routing, these strategies run the risk of producing unpredictable emergent
responses in some cases. These emergent behaviours correctly follow the system’s
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rules given system history and the current environment but are not the ones intended
by system architects. One solution to controlling the emergence problem is to apply
a policy layer on top of the autonomic routing fabric, as outlined in [36]. In this
approach, autonomic routing results from a combination of bio-inspired elements
that automatically send traffic around problem areas or respond to congestion without
intervention from a centralized authority. A policy layer serves as the interface between
human users and administrators (who only have to author high-level policy boundaries
for expected behaviour) and the underlying system, for which those authored policies
are converted into constraints used by the subsystems to limit emergent behaviours
to only desired system behaviours.

5.3.3.2 Machine learning

Routing algorithms have historically focused on continuously updating information
about the current performance of different links and routers in a network to effectively
send traffic through a highly performing pathway. Learning approaches have been
demonstrated to significantly enhance selection of good routes over random searches
of the routing fabric [37]. As learning techniques advance, the sophistication of
strategies for route selection do as well. In [38], the authors propose a deep learning
technique and apply it to the challenge of route selection. They demonstrate that
learning routes based on states observed from edge routers can significantly improve
overall route selection.

With increased sophistication in learning algorithms, challenges in applying these
methods to routing in particular is also increasing. First, they tend to presume that a
‘normal’ state exists and that it can be quantified using some state measures. One could
define normal as “all traffic having acceptable latencies, delivered with a high enough
reliability, and balanced across links with respect to their available bandwidth’, but
this definition is so abstract that the state space that satisfies it may be too large to
sample exhaustively. However, knowledge of the state space is required for machine-
learning applications to yield usable information because if they are exposed to states
far from their training data, their reliability tends to drop.

5.3.3.3 Coordination without centralized control: swarms
and social insects

Perhaps the most compelling biological strategy that applies to routing comes from
how swarms, social insects and other communities coordinate without a centralized
leader [39,40]. Just as cells, insects or animals working together must coordinate
collective decision-making based on local sensing, so too must data bundles travers-
ing complex computer networks ‘make decisions’ that serve their own goals while
simultaneously using precious shared resources wisely.

Swarm intelligence has been applied to routing strategies in ad hoc networks
[41-44], including WSNs [19,45,46], vehicular networks [47] and cognitive radio
sensor networks [48], paving the way for a variety of uses in smart devices, and even
the IoT.

Exploring one specific example, mobile ad hoc networks are collections of delib-
erately mobile and transient devices that can serve as a routing fabric between each
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other and additional endpoints. This is a less constrained version of conventional com-
puter networks because elements can physically move, and they are more likely to be
connected and disconnected from the network than physically static routing networks.
As a consequence, they represent a ‘worst case scenario’ for the complexity of routing
traffic through them and stand to gain the most by efficient biologically inspired con-
trol models. Social insect colonies like ants and termites have similar characteristics
and thus have been used as inspiration for routing in ad hoc networks [43,49]. Ant-
inspired strategies can reduce communication overhead for sensing and coordination
and, for larger systems, reduce the control overhead required to maintain the network
and correctly route traffic. Stigmergy enables improved performance by providing a
model for passive communication that transiently biases traffic away from areas of
congestion and towards areas having capacity to handle more traffic. This eliminates
the need for more heavy-handed monitoring of the health of various paths and the
communication that would be required to support it.

Multiple aspects of bee behaviour including genetic selection of highly fit para-
meters [48] and leader-free communication using scouts [47] have been applied to
routing in smart grid and vehicle networks, respectively.

As with autonomic control, social insects and swarms in the real world are both
informed and constrained by the physical world they are embedded in. The digital
world does not have all of the same constraints, so care must be taken to control
for potentially unwanted emergent behaviour when using these methods to develop
routing applications. Although much of the benefit of using stigmergy is the lack of
an overall leading agent, there is some value in implementing a hierarchical scheme in
which low-level decisions are made that may result in large-scale emergent behaviours,
but a higher level of control is exerted at this macro-scale. In this way, policies about
the overall behaviour of the system might be developed and enforced to control for
emergence, making the applications more likely to be provable and therefore adopted
in real scenarios.

5.4 Conclusions and future directions

Similar to the biological world, all computer systems are ‘born’ into a hostile, resource-
constrained environment. Coordinating in such an environment for a specific goal or
mission outcome requires flexible strategies that can be encoded simply to account
for a wide range of environmental states including hardware and software errors and
malicious use. In addition, the low-level details of quantum state are akin to the
bits and bytes exchanged over computer networks in which they are essential for
understanding some low-level behaviours, and by extension through many layers of
aggregation, the high-level intent of users and systems. As a result, without some
layers of abstraction, it is very difficult to peer into network traffic or systems at
the bit level to make good decisions. Biology provides a robust toolkit of strategies
and associated abstractions that have been explored for decades to enhance and opti-
mize the functionality of computer networks. Biology has therefore been a source
of inspiration for many applications in cyber security in general and specifically for
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ensuring that essential features of computer networks are preserved under a multitude
of environmental conditions. In many cases, biological metaphors translate directly
to the computer world, but in some cases very important differences between the
two worlds (such as the lack of an underlying spatial organization in cyber systems)
compel researchers to cautiously apply biological principles. These differences can
also lead to unwanted behaviours, particularly through emergence, whereby biolog-
ical systems can use physical constraints to control for unwanted behaviour. Where
no such constraints exist for computer networks, alternative solutions for imposing
limits on the organic models are needed.

Biological inspiration has been discussed in this chapter at a range of levels: from
the molecular level where information content drives decision-making and detection
to the system level where cognition and high-level functionality can be applied to
decision-making and pattern matching. Two key changes in the networking world are
driving the future of how biological strategies apply: (1) rapid penetration of tech-
nology further and further away from traditional IT networks, such as IoT, internet
of nano-things, smart buildings and cities, and vehicle networks and (2) the constant
exponential increase in bandwidth, computing and data (roughly following Moore’s
Law) that makes new methods possible when historically data has not been avail-
able but that simultaneously drives the need for greater scaling and efficiency of the
methods being used. The push to more heterogeneous and distant devices will drive
solutions towards hierarchical and autonomous control. The increasing availability
of compute cycles, bandwidth and data may enable new machine-learning and data-
analysis approaches to provide new abstractions for planning and managing networks.
These trends likely will continue to push biological strategies to the forefront because
they come from systems that have been trained for very long times to result in good
enough solutions to very complex and dynamic problems like foraging for food in a
changing environment, and they must operate at tissue and community scales effi-
ciently. As more people look to biology as a source for inspiration, a community of
increasingly bio- and cyber-savvy researchers will emerge with a common language
and toolkit to develop novel and highly impactful solutions.
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Security and resilience for network traffic
through nature-inspired approaches
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6.1 Introduction

There is no doubt that cyber systems and optimization mechanisms are everywhere,
from engineering design to networking, to healthcare, Internet services, and gaming.
Nature has always been the primary source of inspiration toward many of the great-
est advances that we rely on in our daily life. Most of the information technology
(IT) research is somehow inspired by living beings and natural processes. Artificial
intelligence (Al), machine learning (ML), computer networks, and cyber security are
perfect examples.

As creatures of nature, it makes sense that the largest fraction of our nature-
inspired algorithms, for good or bad purposes, is based on some successful
characteristics of some biological system. It is worth noting that nature inspiration in
computer security and resilience dates, at least, to the definition of the term “computer
virus” in the early 1980s [1].

Replication has emerged as an example for biologically inspired computing and
communication mechanisms. For instance, viruses and cells use replication and muta-
tion to withstand changes around them. Typically, a virus life cycle relies on spreading
via continuous replication of their genetic material, and DNA/RNA to be well hosted
inside the cells. Once a virus is inside the body, it searches for a host cell and then gets
attached to its surface. After that, the virus takes control over the cell by installing
its RNA to drive the cell and deviate its behavior from the normal form. After taking
control over the cell, it starts producing copies of the virus until the cell bursts and
dies from the huge amount of copies staying inside it and releasing those copies to
neighboring cells. Every virus that enters a cell repeats this process, yielding millions
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of replicas for each infected body. Projecting this process to the cyber security space,
we can see the stages of virus attacks: reconnaissance, initial compromise, command
and control, and, finally, corruption and lateral movements.

Resilience is another example. Resilience can be defined as the ability of a
system to absorb external stresses within an acceptable degradation threshold [2].
Cyber resilience has been inspired by nature. Individuals die, species disappear
and get extinct, those species that are highly resilient are the ones who can stay
alive during the ongoing process of natural selection. Highly resilient species can
withstand changes caused by humans, natural disasters, and attacks. Living species
strive to keep their kind from extinction. Reproduction and replication are the main
methodologies employed by living species to keep their kind. As an application, in
today’s world of 99.999% uptime, resilience in systems has become a very demand-
ing requirement. System and security engineers have made a huge amount of effort
to keep the systems up and running under those highly demanding uptime rates.
Replication is a key methodology in order to achieve this uptime of cyber systems
[3]. Many of us nowadays use cloud to keep their data and are sure that it will
always be available and will never get lost. In the cloud, data is stored and repli-
cated across many hard drives to insure the maximum amount of availability and fault
tolerance.

Diversity is another natural characteristic with huge impact on the cyber world.
Computer viruses and worms achieve their goals once executed. Then they can do a
lot of damage from deleting files, to DOS attacks. Viruses and worms are programed
to do particular functions, so the more diverse the security mechanisms of a system,
the stronger the system will be and the harder it will be for a virus to take it down.
Surely, dealing with a computer virus is easier than a biological virus, since it needs
to be told exactly what to do, but the biological virus depends on chances and random
replication.

In this chapter, we will illustrate the critical role of nature as a source of inspira-
tion to many successful security and resilience techniques. Our context is providing
security and resilience as a service. We model the service delivery process to encom-
pass two main players; service delivery vehicle and a driver. We use moving-target
defense (MtD) as a service delivery vehicle, while the various Al and ML algorithms
construct the driver driving such vehicle.

MtD is a relatively recent concept presented as a transformative solution to the
several limitations of our conventional defense techniques. This chapter starts by a
discussion for the MtD as the fundamental concept for diversity, which is the pillar
supporting MtD concept. We will discuss different technologies presented to enable
diversity applications across some layers in the OSI layer in a top-down approach.
We will conclude this section talking about the driver by listing the various MtD
applications presented exploiting such technologies to induce diversity for defense.
Moving to the driver, in this section, we will discuss various nature-inspired heuristics
and Al techniques presented across the literature. As a demonstrative example, we
will focus on swarm intelligence (SI), genetic algorithms (GAs), neural networks,
and some of the other popular techniques. Such techniques are the base driver that
controls most of the smart systems solutions being deployed nowadays.
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6.2 Service delivery vehicle—Moving-target Defense
(MtD) technique

Current network security systems are progressively showing their limitations. One
credible estimate suggests that only about 45% of the new threats are detected.
Additionally, current defense systems are largely static and not sufficiently adapt-
able to cope with the attackers’ changing tools and tactics. Therefore, it is vital to
find a new direction that cyber security development should follow. We argue that
the next generation of cyber security systems should seek inspiration in nature. This
approach has been used before in the first generation of cyber security systems;
however, since then, cyber threats and environment have evolved significantly, and
accordingly the first-generation systems have lost their effectiveness. A next genera-
tion of bioinspired cyber security research is emerging, but the progress is hindered
by the lack of a framework for mapping biological security systems to their cyber
analogies.

Indeed, the network security community should look into nature for new
approaches to cyber security, both offensive and defensive. Current and future cyber
security solutions should be designed, developed, and deployed in a way that will fully
leverage the experience, learning, and knowledge from ongoing biological evolution.
Conversely, the community should also look to nature to anticipate how the threat
may evolve and respond accordingly.

6.2.1 Diversity concept

Everything in nature points to diversity as an effective self-defense mechanism. Since
humans get their inspiration from how the world works, this seems to be applicable
to technology as well. The tiniest concepts which lead to the evolution of technology
are inspired from the rules of the universe and from nature. Therefore, diversity is the
root fundamental concept of MtD in most of the recent cyber security systems. Diver-
sity could be applied starting from the stand-alone software to network system. For
example, dynamically changing the software or system configuration to add uncer-
tainty, unpredictability, and diversity causes the system’s attack surface to change
continuously leading to an increase in the attackers cost. As a result, the system is
unpredictable to attackers, hard to be exploited, and is more resilient to attacks [4].

Diversity using confusion (camouflage) and replication as well as running was
studied several years ago. In [5,6], deception/camouflage categories were identified
as distasteful tools that are rarely used to achieve national interests, unless in relation
to the deployment of military force.

From the literature, we can notice two main techniques inspired from Mother
Nature trying to implement the concept of diversity for security, which are Confusion
and Replication. Confusion is a simple self-defense mechanism, which relies on just
staying there and confusing the attacker, rather than fighting back. When it comes
to “confusion,” one of the most popular examples from nature is chameleon. This
creature camouflages itself by taking on various colors similar to the environment, in
order to blend into its surroundings and hide in plain sight from its predator.
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In order to effectively avoid detection/observation, an organism can hide or
conceal its presence by using camouflage or mimicry techniques that modify the
organism’s external appearance [7]. Camouflage embraces all solutions that utilize
individual’s physical shape, texture, coloration, illumination, etc. to make animals
difficult to spot. This causes the information about their exact location to remain
ambiguous. Examples of animals that can easily blend into the background include
the chameleon (family Chamaeleonidae) which can shift its skin color to make it
similar to ambient lighting and background coloration; stick and leaf insects that take
the physical form of a wooden stick or a leaf; orchid mantis that resembles a tropical
orchid which, although quite conspicuous, is difficult to detect against a background
of developed flowers.

Another example from nature is Cephalopods, which incorporate octopuses,
squid, and cuttlefish. Cephalopods are capable to change both the shading and surface
of their skin within seconds to mix into their surroundings, which keeps them from
being attacked. Therefore, cephalopods change their appearance fundamentally for
disguise (Camouflage). Therefore, camouflage in cephalopods can be utilized both
for predator shirking and to help with chasing prey. Foundation likeness, tricky sim-
ilarity, countershading, and troublesome designing are for the most part techniques
utilized for cover. When this fails and the cephalopod is still threatened, it applies
other strategies like stun to give itself imperative seconds to get away. Moreover, it
was found that changing their appearance also could be their way of communication to
each other. Cephalopods have numerous utilizations for shading change, for example,
in courtship, acts of aggression, and cautioning different individuals from a social
gathering of risk.

Camouflage often occurs on levels other than visual recognition: e.g., many
viruses code pathways and molecular signaling systems that mimic host cell trans-
duction mechanisms—by doing so the virus can easily invade the cell and take control
of the metabolism and immunological system of an individual. In cyberspace, var-
ious information hiding techniques, e.g., steganography, can be utilized to provide
means to hide the location of confidential data within an innocent looking carrier or
to otherwise enable covert communication across communication networks [8].

Another nature-inspired defense mechanism is to simply RUN. Any creature at
the bottom of the food chain has to deal with predators. While cephalopods hide and
viruses replicate, most creatures can do neither and just have to run. This predator—
prey model has been used in security for a while now, and a lot of work has been
done on it. It relies on hiding from an attacker and hoping that the attacker does not
catch up. In fact, self-propagating malware and computer worms have clear life-like
properties [9]. In nature, diversity provides a defense against such self-propagating
threats by maximizing the probability that some individuals will survive and replenish
the population with a defense against that particular threat. It has been noted that
much of the vulnerability of our networked computing systems can be attributed
to the monoculture or lack of diversity in our software systems [10]. It is practically
inevitable that a software will contain flaws. The software monoculture makes it easier
for attacks to spread, thus exposing the systems to large-scale attacks by well-informed
attackers.
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Finally, the relationships and interactions between existing malware (so-called
malware ecology) have been investigated in [11]. Numbers of interactions, both acci-
dental and intentional, between different types of malware were analyzed, and the
main conclusion was to seek ecologically inspired defense techniques because many
ideas from ecology can be directly applied to all aspects of malware defense.

From the studies presented above, we can conclude that bioinspired cyber security
is a wide, diverse, emerging, and evolving research field. However, from the research
perspective, we see many “loose ends” that need to be tied by using a more systematic
approach, which we next propose.

6.2.2 Diversity as a fundamental concept for moving-target
defense (MtD)

In fact, there is no standard definition of what an MtD is, what is meant by attack
surface or metrics to define the effectiveness of such systems. MtD aims at creating
asymmetric uncertainty on the attacker’s side, by changing the attack surface. In other
words, MtD is the concept of controlling change across multiple system dimensions
in order to increase uncertainty and apparent complexity for attackers, reducing their
window of opportunity and increasing the costs of their probing and attack efforts.
Specifically, MtD assumes that impeccable security is unattainable. Given the begin-
ning point and the hypothesis that all systems are compromised, research in MtD
concentrates on authorized the continued integrity of operation in a compromised
environment and to have systems that are defensible rather than perfectly/completely
secure.

In order to address the security challenges in any system, a theoretical framework
for MtD must be characterized. This framework is supposed to analyze simple points
like a description of what MtD does and its characteristic features, like its adapta-
tion, diversification, and randomization. It is expected to illustrate how knowledge is
acquired and lost, and show the contrasting classes of attacks. The way the attacker
interacts with the MtD system must be moderated by the suggested framework. This is
done by defining key concepts like the attacker, adaptation, and engagement surfaces.
On this basis, MtD system designers have to be permitted by the framework to make
their decisions regarding using already existing configuration as well as diversifica-
tion in functionality in order to improve security. The framework must give them the
ability to evaluate how effective it is to adapt different aspects regarding configura-
tion, to stop various attack classes. Therefore, a proper defense strategy was needed,
like MtD. That is the role of the driver mentioned in Section 6.3.

6.2.3 MtD techniques and applications in the OSI layer

MtD describes how an adaptive environment can be used to prevent or delay an attack
on a system that would otherwise be easier to compromise or attack. Researchers
applied MtD techniques across multiple layers to maintain the overall system security,
starting with the advantages of using MtD in some essential wireless systems, such
as the cooperative Vehicle Cloud Communication wireless network and the network-
based Internet of Things (IoT). Besides, MtD, as a concept, has historically been used
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in warfare along with various wireless communication systems to avoid signal jam-
ming attacks. As an example, authors in [12] describe basic research problems and
how MtD can be deployed using asymmetric cost techniques that are advantageous
for the defenders and disadvantageous for the attackers. The techniques include vir-
tualization, workload migration, network redundancy and instruction set, and address
space randomization. As a result, MtD has gained significant traction within the IT
security community.

6.2.3.1 MtD in the cloud layer

Cloud computing is the main pillar supporting most of the applications that we rely on
daily. The innovation is resource virtualization technologies revolutionized how com-
puting resource are exploited by users. Resource virtualization facilitated decou-
pling the tightly coupled link between logical software and the underlying hardware
enabling real-time elastic response. The availability and ease of re-configurability
for such elastic virtual environment enabled security researchers to present multiple
applications for MtD through runtime diversification of such resources. However,
increasing the number of users and the software-based programmability opened the
door for new attacks and threats.

There is a desperate need to use MtD approach in the higher layer of OSI layer
and study the effect of exploiting it in cloud computing techniques, in both contain-
ers and virtual machines (VMs). Virtualization is the creation of substitutes for real
resources that have the same functions and external interfaces as their counterparts,
but that differ in attributes, such as size, performance, and cost [13]. Virtualization
and resource sharing are commonly applied to physical hardware resources by com-
bining multiple physical resources into shared pools from which users receive virtual
resources. Computing clouds provides convenient, on-demand network access to a
large pool of shared configurable computing resources through various complicated,
service-provider-managed virtualization tools. Services are provided to the cloud
users through virtualization capsules based on the type of service needed. These cap-
sules used to be a full-fledged VMs with its own operating system operating on the
cloud shared hardware resources. Therefore, virtualization achieved running multiple
machines on a single hardware, where the real hardware is invisible to OS, which sees
an abstracted out picture. Only VM monitor talks to hardware.

Resource sharing in cloud computing has a lot of pros, but its cons are mostly
security related. The reason is that we have multiple users on the same machine, so if
one of them is malicious, it is quite possible for them to manage and obtain private
information about other users. This kind of attacks is called co-residency attack. Most
of the addressed solutions toward such attacks present customized solutions that often
required significant modifications to the hardware, client VMs, or hypervisors. Such
solutions are not generic and will not succeed with mutating versions of these attacks.

MtD applications were presented repeatedly in the literature to secure cloud-
based applications. In a very simple way, many MtD applications assume that if a
user on a certain machine is being/is suspected to be under attack, that machine is
supposed to be “moved” or “migrated” to another safer one. The main challenge in
this case is the downtime involved in this process [14]. OSDF was presented as an
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MtD application on OpenStack clouds to secure mission critical applications [15].
OSDF frequently migrates running machines between various hosts to complicate
the target traceability. Further, OSDEF, guided by a smart IDS, moves suspicious
machines to isolated quarantine zone. The main issue with OSDF was the extensive
cost of migration and application downtime.

To address such problem, MIGRATE was proposed in [14]. MIGRATE was
inspired from the camouflaging process of the sea chameleons to evade preda-
tors. MIGRATE exploited a lightweight virtualization technology, Linux containers,
to introduce a more efficient MtD application. In this work, authors presented
MIGRATE as a container-management framework that employs resource efficient,
scalable, real-time MtD to obfuscate the container execution behavior complicat-
ing the attacker’s task to locate their targets. This technique offers generic defense
against side-channel attacks and employs efficient real-time probabilistic random
migrations of cloud tenants’ applications to minimize the probability of attacker—
victim co-residency on the same host. Eliminating the stable co-residency issue
eliminates most of the side-channel attacks that face such a platform. Figure 6.1
shows MIGRATE-enabled system architecture.

MIGRATE lacked the awareness and guidance of an informed driver. It simply
moves in a random fashion to minimize attack surface. In a game like fashion, another
informed MtD mechanism for cloud containers called ESCAPE was presented in [16]
to address this issue. ESCAPE models the interaction between attackers and their
target containers as a “predator searching for a prey” search game. Live migration
of Linux containers (prey) is used to avoid attacks (predator) and failures. The entire
process is guided by a novel host-based behavior-monitoring system that seamlessly
monitors containers for indications of intrusions and attacks. The model showed
results indicating a high container survival probability with minimal added overhead.
The main concept of ESCAPE relied on three main modules, which are the behavior
monitoring module, the checkpoint/restore module, and the live migration module.
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The behavior monitoring module was adopted by the same authors in [17] and
is used for monitoring the operating containers from the suspicious intrusion. The
system depended on the fact that Linux containers communicates with the host ker-
nel and the outer world by using system calls issued to the host kernel. The second
module which is called checkpoint and restore was adopted to avoid any container
customization, by leveraging the encapsulated state of the application; finally, the
live migration module. The containers migration process starts by check pointing the
container, killing the process on the original host, change the MAC/IP assignment of
the old server network interface to match the new one while mainlining the IP value,
and restore the container and all enclosed applications on the destination server. The
entire process occurs in matter of milliseconds. Following the aforementioned pro-
cesses guarantees almost zero downtime unless the source host fails completely during
the process.

6.2.3.2 MtD in the network layer

State, enterprise, and service provider organizations have focused attention on how
computer networks and systems can use MtD in order to provide more secure ser-
vices. As an example, some researchers such as in [18] introduce Moving Target IPv6
Defense (MT6D) that hides and rotates IPv6 assignments by implementing MT6D
tunneled packets. To form the tunnels, MT6D requires the endpoint interface iden-
tifier, a secret key and a nonce which makes them difficult to deploy in existing
networks.

The main challenge faced researchers trying to deploy MtD as a service within
computer networks was always the tight coupling between network configuration and
control plan and the data plan presented as hardware and connections.

Further, MtD mechanisms usually depend on central control and monitoring
units. For example, address randomization or network tunnel creation requires a cen-
tral entity that controls them. Other MtD schemes need a central station to be able
to evaluate and optimize the network routes shape. Apparently, these MtD mecha-
nisms call for new network paradigm to enable more flexibility and to deliver highly
customizable services. The exciting traditional network infrastructures cannot be a
suitable choice.

The introduction of software-defined networking (SDN) was a game changer.
SDN is a flexible architecture, based on open standards, that separates the network
control plane and data plane entities [12]. SDN adopts the concept of programmable
networks by using a logically centralized management, which represents a simplified
solution for complex tasks such as traffic engineering, network optimization, and
orchestration [19]. This enables the network control to become flexible and abstract
the infrastructure for applications and network services. Therefore, SDN could be a
successful technology enabling MtD applications [12].

Despite the great advantages of the SDN paradigm, it came with new set of
attacks and threats that were never considered before in conventional networks.
The SDN controller is a single point of failure and a target for attackers. The sit-
uation is even worse when we consider the tight coupling and lack of isolation
between the controller as a software component and the underlying hosting hardware.
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Such lack of isolation limits the controller resilience against host-based attacks
and failures.

MtD was presented as an application and a solution to secure SDN controllers,
and to resolve such challenge [14,20]. As mentioned before, Linux containers is
a successful thin virtualization technique that enables encapsulated, host-isolated
execution environments for running applications. In [20], a successful technique
called proactive attack-and-failure resilience (PAFR) technique was presented as a
controller sandboxing mechanism based on Linux containers.

PAFR enables controller/host isolation, plug-and-play operation, failure- and
attack-resilient execution, and fast recovery. The objective of PAFR technique is to
loosen the coupling between SDN controllers and their hosting servers by employing
a lightweight virtualization technology, Linux containers. It employs and manages
live remote check-pointing and migration between different hosts to evade failures
and attacks. This could be achieved by accessing the shared storage only at container
load-time, either as a fresh start or after a check-pointed restore. Once the container
is instantiated, all system operations occur in the host memory. The only files that
have to be synchronized between the source and destination servers are the mem-
ory dump files. These are tiny files that require extremely small amount of time to
be sent to the destination server. The entire process is summarized in Figure 6.2.
The frequent employment of PAFR’s live-migration showed great results in mini-
mizing the chance of successful attack/failure with limited to no impact on network
performance.
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6.2.3.3 MtD in the signals and communication layers

Last decades witnessed increasing demand for devices/services that can provide high
data rates over different wireless communication bands. Therefore, wireless commu-
nication technology struggles to cope with such increasing demands to facilitate and
secure resource sharing during the transmission process in wireless systems. Several
concepts are applied to optimize resource utilization and provide optimal performance
for different wireless systems [21,22].

Today, wireless communication deals with two main problems: spectrum scarcity
and deployment delays. These problems are caused by the centralized manner and
static in nature of frequency assignment. This scheme cannot adapt to the chang-
ing needs of spectrum by users from the military, governmental, and commercial
purposes.

Spectrum is no longer sufficiently available because it has been assigned to pri-
mary users that own the privileges to their assigned spectrum. However, it is not used
efficiently most of the time. In order to use the spectrum in an opportunistic manner
and increase the spectrum availability, the unlicensed users can be allowed to utilize
licensed bands of licensed users, without causing any interference with the assigned
service. The licensed bands of primary users are allocated to the unlicensed users
only under the protocol of no interference with the assigned services. As per spec-
trum has limited frequencies, so we cannot increase spectrum frequencies, but we try
to improve spectrum efficiency by the help of different technologies and methodolo-
gies. Cognitive radio (CR) and software-defined radio (SDR) play an important role
to improve spectrum efficiency, but interference, false alarm, and low detection is a
problem that can reduce by diversity technologies.

This paradigm for wireless communication is known as an opportunistic spectrum
access and this is considered to be a feature of CR. CR is an emerging wireless
communication paradigm in which either the network or the wireless node itself
intelligently adapts particular transmission or reception parameters by sensing the
environment. Dynamic spectrum access using CR is an emerging research topic. CR
techniques provide the capability to use or share the spectrum in an opportunistic
manner.

The concept behind SDR is that the radio can be fully configurable by software.
A software uses to modify or change the configuration of radios for the function
required at given time. One of the main advantages of SDR is to provide reconfig-
urable it and another is waveform portability and benefits of waveform portability
are cost saving, interoperability, and obsolescence mitigation. It contains a number
of functional blocks like radio frequency amplification block, frequency conversion
block, and digital conversion baseband processor.

One of the most common topics of CR is spectrum management. Spectrum
management is the process of regulating spectrum usage among different users over
time, within receivers, and can use spectrum more efficiently than under conven-
tional spectrum-management systems. It is attached with SDR, where the radio’s key
operating is defined largely in software. SDR along with software-defined anten-
nas is the enablers of the CR. CR requires an expandable radio device and SDR
provides platform for CR. CR is comprised of a control layer on “top” of an agile
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SDR. Combination of a cognitive “engine” and the SDR together comprise a “CR.”
Cognitive cycle contains five phases, i.e., sensing, awareness, learning, adaptation,
and response that are shown in Figure 6.3.

As abovementioned, CR technology emerged as one of the most promising and
efficient solution to expand the channel spectrum utilization. CR is a subset of wireless
communication networks, which are vulnerable to attacks, and eavesdropping, as there
are no static end-to-end paths. Therefore, these networks desperately need to consider
security mechanisms to defend and mitigate such kind of attacks. In some CR cases,
eavesdroppers can be hidden within the network as a user (PU or SU).

From this context, due to the broadcast nature of the wireless communication
systems, legal user’s data can be easily overheard, altered, or blocked by mali-
cious parties (eavesdropping attacks). Therefore, current wireless protocols have
addressed the privacy issues but have failed to provide effective solutions against
cyberattacks; such as denial-of-service attacks, session hijacking, and the jamming
attacks. Additionally, researchers proved that even with computationally expen-
sive resources, eavesdropper can still decrypt heavily encrypted data. Therefore,
researchers addressed several approaches to enable secure data transfer within wire-
less communication networks. They present a resilient wireless communication
approach to achieve highly dependable and resilient wireless networks and services
based on MtD.

As mentioned before [13—17], MtD is based on the concept of manipulating sys-
tem characteristics across multiple system dimensions in order to increase uncertainty
and apparent complexity for attackers. Moreover, the impact of MtD is the reduction
of the attacker’s window of opportunity and the increase in the costs of probing and
attacks. MtD creates asymmetric uncertainty for the attacker. MtD aims to alter the
way the system is configured in order to make the attacker’s information invalid,
forcing the attacker to put extra time and effort to locate ways to exploit system vul-
nerabilities. Although this seems to be reassuring, this technique is innovative, and
consequently, there is no standardized description of what MtD, diversification, and
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randomization are, and which metrics can help evaluating the performance of such
systems [23].

Runtime diversification mechanism as an MtD approach is one of the new and
appropriate mechanisms used to increase the level of diversification in the wire-
less networks. This approach efficiently ensures legitimate security by dynamically
changing the runtime behavior of the system, spectrum, and the transmitted data.
The main disadvantage of this approach is based on the need for high synchro-
nization between source and destination nodes. Therefore, SDR Technology was
presented as a paradigm solution to efficiently reprogram/reconfigure the attached
communication equipment. SDR allows different radio-communication protocols and
signal-processing mechanisms to be implemented in software rather than being depen-
dent on hardware implementation. Therefore, CR is used to enable more spectrum
availability.

Despite that SDR has the power to improve the wireless network security. When
the communication link properties do not change as it is normally the case, the attacker
will have enough time to probe the communication channel, identify its vulnerability
and then launch an attack as shown in the successful attack scenario. Therefore, to
insure wireless communications resiliency, SDR functions are used to change the
properties of the communication links between two nodes at random. The easy re-
programmability enabled by SDR technology to support dynamic real-time change
needed by MtD applications to randomly change the communication link properties
to hide the transmitted data from attacker reach.

The role of SDR and CR appears in many important and various MtD applications
presented by the literature.

The first application [24] relies on a benign employment of false-data injection to
confuse the attacker. Such technique disorients attackers from compromising user’s
information, as the attacker will not be able to discriminate between real and fake
data, due to the randomization and dynamic data transmission patterns.

To further complicate signal traceability, this mechanism senses the whole band
spectrum and applies a dynamic frequency hopping between the available operating
bands according to the running channel characteristics. The main disadvantage of
the presented approach is the need for multiple antennas to enable frequency bands
manipulation.

Authors [24] introduced a more complicated mechanism to enhance the system
security using a real-time multiband diversification hopping. This technique works by
dividing the transmitted message across the list of dedicated transmission frequency
bands. A legal user receives the data fragment using a multiband frequency circuit
and then recombines such data to reconstruct the message. This additional diver-
sification dimension increases the confusion efficiency and ensures the secrecy of
the system.

Authors [25] introduced an additional diversification layer by further changing the
transmission characteristics. In this work, they introduced real-time signal modulation
change. Their future work included a plan to merge such dimension into one dynamic
system. This type of confusion is quite hard to be detected or attacked. It employs fast
SDR reconfigurability offering a wide CR spectrum. Furthermore, the transmitted
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data is diffused in a wide space that is contentiously changing, making it almost
impossible to be attacked.

6.3 The driver—artificial intelligence (AI) fundamentals

Al is a rapidly growing field that includes a wide range of subfields, including
knowledge representation, reasoning, planning, decision-making, optimization, ML,
and metaheuristic algorithms. Thereof, it can be considered as the core of most
of engineering problems. For example, security and privacy problems are major
issues for cyber systems due to the lack of resilience and risk of misuse of private
data. High levels of security for Internet communications usually require analysis of
users’ data by accredited individuals or organizations. Paradoxically, these security
measures themselves invade personal privacy and organizational needs for confiden-
tiality. That is why the adequate balance between security and privacy is the central
issue for institutional design of the modern information society. Building a machine-
learning algorithm like in [26] could facilitate a suitable modeling for optimizing such
problem.

In MtD, coevolution is a powerful heuristic approach. It can be employed to
evolve adaptive strategies for the defender and all adversaries, leveraging the analyti-
cal insight from simpler models to provide initial strategy seeding [27]. For instance,
in [28], authors used GA to guide MtD in allocating temporally and spatially diverse
solutions. They used GA to select a set of diverse computer configurations to induce
MtD. Such configurations were modeled as chromosomes, where individual configu-
ration settings were traits. The general concept was that good chromosomes are used
to generate better chromosomes using a series of selection, crossover, and mutation
processes. These processes also incorporate randomness that also can provide diver-
sity. The generated configuration was initially tested for feasibility, which determines
if the configuration provides the desired functionality.

Originally, most of the developed heuristic techniques are inspired from the
Mother Nature. Some algorithms were developed by mimicking a certain physi-
cal or chemical behavior. However, the largest fraction of nature-inspired heuristic
algorithms is based on some successful characteristics of biological system “bioin-
spired algorithms.” In fact, biologically inspired algorithms form the majority of all
nature-inspired algorithms that have been considerably studied in the past decades.
As indicated by [29], bioinspired solutions to the problems related to computing and
communications fields can be classified into three application domains which are
bioinspired computing, bioinspired systems, and bioinspired networking. Bioinspired
computing, which represents a class of algorithms focusing on efficient computing,
can be effectively used for a great number of problem spaces, such as optimization
problems, exploration and mapping, pattern recognition, etc. Most of the biologically
inspired systems relies on massively distributed, and collaborative systems to enable
functionalities like distributed sensing, and exploration.

Algorithms based on SI are among the most popular biologically inspired sys-
tems. SI algorithm was first introduced in 1989 and inspired from the behavior of a
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[33]

collective emerging of agents that follow some simple rules. Despite each agent may
not show any sort of intelligence, the whole group can have a certain organizational
strategy. Therefore, any SI-based algorithm uses multiple agents for self-organization,
coevolution, and learning to provide an efficient optimum solution [30]. Some of the
SI algorithms were inspired from the behavior of insects, such as ants, bees, and wasps,
while other SI algorithms were inspired from the behavior of some animals such as
flocks of birds or fish. Fish and birds swarming behavior was the inspirational spies for
the classical particle swarm optimization algorithms. Another algorithm like firefly
algorithm was inspired from the fireflies swarming behavior. Cuckoo search and bat
algorithm were inspired from the brooding parasitism of some cuckoo species and the
echolocation of foraging bats respectively. One of the most famous optimization tech-
niques is the ant colony algorithm which was inspired from the social interaction of
ants [31]. In fact, not all of the bioinspired algorithms are inspired from the swarming
behavior, for instance, GAs are biologically inspired from the human genetic sci-
ence, but it is not SI based. Another example is an algorithm developed in [32] and
was inspired from the flower pollination. This algorithm is biologically inspired and
cannot be considered as a SI algorithm. Figure 6.4 shows a simple classification of
various nature-inspired applications [33].

6.3.1 Natural-inspired Al fundamentals and techniques

Bioinspired systems and optimization algorithms are the main pillars supporting
quick, accurate, and efficient solutions to many problems that were impossible to
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be solved using the traditional techniques. Such techniques are widely utilized in
many applications in the computing and communication fields. There is no doubt that
the main reason for achieving most of the aforementioned diversification techniques
to enhance the system security and reliability are credited to such biologically inspired
optimization and Al techniques. That is why we mentioned the Al techniques as the
driver for our hypothetical vehicle which is MtD through diversity to enhance sys-
tem’s resilience and security. As an example, resources allocation in the clouds must
be determined accurately to avoid resource contention, scarcity of resources, resource
fragmentation, and over-provisioning [34]. Therefore, a well-defined algorithm for
resources allocation verifying the system’s constraints decreases the probability of
the systems failure. In addition, in order to avoid most of the cloud security issues
that virtualization and migration mechanisms are attempting to solve, a well-defined
optimization algorithm and machine-learning techniques are needed to guide this
process. The following section sheds the light on the fundamental and techniques of
some of the most popular biologically inspired Al systems.

6.3.1.1 Ant colony algorithms

For thousands of years, insects utilize their dense population as a central strategy
for survival. One of the most well-known examples for cooperation and applying
a well-defined strategy is ants. Ant colony optimization (ACO) algorithm is one of
the popular heuristic approaches that were inspired from the behavior of some ant
species in finding the shortest paths. As defined in [35], “ACO algorithm depends on
a number of artificial ants build solutions to an optimization problem and exchange
information on their quality via a communication scheme that is reminiscent of the
one adopted by real ants.” Therefore, the fundamental source beyond this definition
returns back to the ants’ strategy in finding food. Ants initially search for the source
of food randomly, while depositing a substance called pheromone to remark the paths
they passed by [36]. In order to get more food, other ants follow the suggested path
by perceiving the presence of the highest pheromone concentration, while depositing
more pheromone to reinforce the path for other ants. Based on this strategy, ants can
transport food to their nest in a remarkably effective way. From this context, ACO
approach was inspired and developed to solve some of the heuristic problems.
General ACO algorithm for solving optimization problems can be summarized
in three main stages by which the system continues to iterate over, until finding
the optimum solution. In the first stage, a number of solutions are constructed by
some of the assumed artificial ants. These solutions can be improved through a stage
called local search stage, which can be used as an optional stage. These assumed ants
generate pheromone that is used for remarking the fittest solution. These processes
continue to update the generated pheromone until obtaining the optimal solution [35].

6.3.1.2 Genetic algorithms

Most of the bioinspired optimization techniques exploit ideas of biological evolution,
such as reproduction, mutation, and recombination, for searching the solution of an
optimization problem. They apply the principle of survival on a set of potential solu-
tions to reach the optimum solution quickly. Evolutionary algorithms fundamentally
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rooted on the Darwinian theory of evolution. They can be categorized into many
classes including, GAs, evolution strategies, evolutionary programming, generic pro-
gramming, and classifier systems [37]. Evolutionary algorithms represent a set of
search techniques used to find an optimal or approximate solution to optimization
problems.

GA as an example is considered as a very popular stochastic global search method
used for solving optimization and machine-learning problems. GA is a bioinspired
algorithm that is inspired of the metaphor of natural biological evolution and genetic
science [38]. It follows the principles of Charles Darwin theory that illustrates the con-
cept of survival of the fittest [39]. Despite the efficient and great performance shown
in solving the optimization problems, GA are objective-function-based algorithm. It
relies on a population of individuals, where the fitted individual ensures the maxi-
mum fitness and minimizes the cost of the objective function. Selection, crossover,
and mutation are the essence processes that GA relies on. Selection process means
selecting the fittest individuals in the current population to form a stronger generation
of the population. Crossover depends on exchanging a portion of the structure of two
individuals to produce a new individual that might replace the weaker individuals in
the next population. Mutation is a local operator used to alter the value of a random
position in the generated individual and is applied with a very low probability of
occurrence [40]. This process leads to the evolution of populations of individuals that
are better suited to their environment than their ancestors. The main loop of GAs
includes the following steps:

Evaluate the initial population.

Perform competitive selection from the objective function.

Apply genetic operators (crossover and mutation) to generate new solutions.
Obtain the fitness solutions in the population.

Start again from point 2 and repeat until some convergence criteria is satisfied.

M

6.3.1.3 Artificial neural network

A neural network traditionally refers to a network of biological neurons, and the term
is now used to refer to an artificial neural network (ANN). ANN primary objective
is to acquire knowledge from the environment (i.e., a process of self-learning is
performed). In most cases, an ANN is an adaptive system that is capable of changing
its structure based on external or internal information that flows through the network,
where the complex relationships between inputs and outputs can be modeled [33]. The
spectrum of application domains for the ANNs is wide and includes, among others,
applications in industry and business, data mining, civil engineering, and fire safety.
In the field of ML, the ANNSs are used in classification and regression tasks [30].
The first mathematical model of neurons was devised by McCulloch and Pitts.
ANN algorithm simulates the electrochemical signals in the brain by which these
signals are amplified and propagated along neuronal chains, whereby each neuron
receives a number of input signals through ramified sensors (dendrites) and forward
an output signal through its single extension (axon) [41,42]. According to this nature
model, a neuron “fires,” when a linear combination of weighted inputs exceeds some
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threshold. In the most widely used type of ANNs, the neurons are organized in
layers. The outputs of one layer become the weighted inputs to the next layer, with
no interconnections of neurons within the layer. Network training is executed in
a supervised fashion by introducing the inputs to the network, observing the output
error with respect to the target values, and adjusting the connection weights to improve
the performance in the next round.

6.3.1.4 Others

There are many other biological swarm indigence techniques that are recently used
in many of the optimization and machine-learning problems. Fireflies algorithm, for
example, is one of the recent algorithms that is used in many of the networking and
communication applications. The source of inspiration beyond this algorithm returns
to the rhythmic illuminance of fireflies, which is an amazing demonstration of this
kind of communication [43]. The fireflies illuminate using the process of biolumi-
nescence, in which oxygen, calcium, and adenosine triphosphate and the chemical
luciferin are combined with, bioluminescent enzyme, luciferase to efficiently pro-
duce light without loss of any heat energy. Fireflies appear to produce light for a wide
range of reasons; a warning sign against potential predators, to uniquely identify their
members and communicate with potential mates in mating seasons. Self-organized
behavior presents itself in some tropic where fireflies flashing patterns are synchro-
nized [44]. The FA runs in a framework of three idealized rules stated in Xin-She’s
original paper:

Each firefly can produce light and attract less bright one.
Attractiveness is directly proportional to the brightness of a firefly. And they are
both inversely proportional to distance.

e The brightest firefly moves randomly.

e The brightness is directly proportional to the fitness function.

Initially, the fireflies are assigned random location, where each location represent
a solution. The fitness of each is represented by their brightness, updating their
brightness to correlate with the quality of their solution. Communicating the solution
is achieved using light as a medium. However, what makes the FA different from other
swarm-based algorithm is the variable importance of a solution against the distance.
Inspired by nature, Yang decided to model the physics of lights, mainly the inverse
square law. This law shows the importance of reaching the optimal solutions by using
the nearest fireflies while enabling repeated enhancements to prevent a single solution
to influence other candidate solutions. such prevention gives the swarm the ability to
create sub-swarms and exploit multiple good solutions in the neighboring space. Thus,
if we have enough number of fireflies we can find in all local and global optima [45].

Another technique is inspired from the bats communicating behavior, that is why
this algorithm is called bat algorithm. Bats utilize echolocation to avoid obstacles,
search for food, and navigate to their roosts [46]. Echolocation is the active use of
sound that enables bats to “see” their environment. In the case of microbats, they
calculate time delay from emission to detection of the echo, the temporal distance
between their ear, and the amplitude variations to construct three-dimensional model
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of their surrounding thus achieving “vision.” When searching for a prey, bats vary
the rate of bursts and loudness depending on the target’s proximity. Reaching the
target, the bat decreases the echolocation loudness while increasing the burst’s rate
reaching about 200 pulses per second [47]. As a swarm-based metaheuristic technique,
the bat algorithm consists of two steps, which are exploration and exploitation. The
exploration step is realized using loudness, frequency, and rate of pulse in each
iteration. Frequency defines the interest in exploitation of best solution. Loudness
defines the interest of the current local solution on next iteration solution. The rate of
pulses defines the probability of accepting a candidate solution as the best solution. As
iterations elapse interest in exploration dissipates by increasing the rate of pulses and
while the interest in exploitation accumulates as the frequency increases. Moreover,
increasing the exploitation and decreasing the exploration could influence the user-
defined linear variables [48].

6.3.2 Artificial intelligence applications across some OSI layers

Al showed great advances in various fields especially in computing and commu-
nication fields. For instance, demanding a good switching strategy, to achieve the
concept of MtD when switching between multiple configurations for the web appli-
cation stack. Evolutionary algorithms can be utilized in wireless networks by solving
problems of the location management and channel-assignment procedure [49]. In this
section, we will show how Al and SI techniques proved to be good drivers in achieving
better performance and efficiency across the OSI layers. Al and ML approaches have
been widely used for solving various problems such as routing, traffic classification,
flow clustering, intrusion detection, load balancing, fault detection, quality of ser-
vice (QoS) and quality of experience optimization, admission control, and resource
allocation [19].

As mentioned before, SDN architecture, a central management of the forward-
ing elements (i.e., switches and routers) is accomplished by a central unit, which
can be programmed directly to perform fundamental networking tasks or imple-
menting any other additional services. Combining both central management and
network programmability opens the door to employ more advanced techniques such
as Al in order to deal with high-demand and rapidly changing networks [19,50].
Therefore, Al reveals a huge potential in SDN innovation. A large variety of meta-
heuristic algorithms were widely adopted in SDN. ACO, for example, is used for
solving various networking problems such as routing [51,52], load balancing [51,53],
video surveillance [54], network security [55], and maximizing network utilization
[56]. GAs are used for networking routing, virtual network planning, optimizing
the cost of deploying deep packet inspection functions in SDN, load balancing, and
designing optimal observation matrices. Simulated annealing and artificial bee colony
(ABC) are used for solving controller placement problem [20] and dynamic controller
provisioning, besides solving traffic engineering for SDN-based video surveillance
systems issues.

Another popular application utilizes Al and SI techniques, what is called self-
organizing systems. Artificial self-organized networking (SON) systems are expected
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to exhibit some intelligent features for the network such as flexibility, robustness,
decentralized control, and self-evolution. In [33], authors served the utilization of SI
techniques like ACO, fireflies optimization, ABC technique, and others in design-
ing such SON systems. They showed the application of such biologically inspired
techniques in designing the SON across the 10S layers including the physical, MAC,
and networking layers. Compared to the conventional SON techniques, bioinspired
SON algorithms may lead to a more effective system in terms of networking, mainte-
nance, control, and optimization. Besides, the capability of adapting to environmental
changes in bioinspired SON systems comes from the inheritance of biological species,
and this capability is much higher than the conventional solutions. Among the stud-
ied SI techniques, ACO showed emphasis scalability and better performance metrics
for the network routing protocols for SON systems such as wireless sensor networks
and delay tolerant networks. Different from it, another bioinspired algorithm like the
firefly inspired algorithm, may obtain a cost-effective physical-layer synchronization
by simply depending on the local pulse interactions among individuals based on the
pulse-coupled oscillators [33].

Furthermore, Al and SI play a very important role for cloud and networks man-
aging resources and allocations. Managing resource, by applying approaches to load
balance the utilization of hosts (servers) and of network resources, can greatly improve
the system performance. Traditional load balance methods are usually inefficient and
inflexible since there are no effective ways to obtain network statistics from each net-
work device. Authors in [57] adopted SDN approach as a technique to overcome these
issues and increase the system’s QoS. They proposed a comprehensive dynamic load
balance module for SDN, which aims to load balancing both the servers and the paths
leading to such servers. They implemented ant colony system to select the best routing
path in order to reach the chosen server, in addition to a dynamic server load bal-
ance algorithm to choose the best server. This presented module showed exceptional
system performance while achieving both higher network throughput and lower delay.

Moving to the concept of applying MtD in cloud computing. Migration process
as we discussed before is a very successful technique to achieve high security and
resilience for users in public cloud hosts. This technique relies on changing the position
of the users host to avoid co-residency attack. However, it is not a simple process;
there are many dimensions to it and it depends on an IoT. Decisions have to be made
to decide where to place that machine, based on the security of the new location.
These decisions require applying a sophisticated Al algorithm that decides where will
be the new hosted machine. This algorithm plays the role of confusing the attacker
in order to reduce the probability of having a shared machine hosting both the user’s
and the attacker’s VMs.

In the communication level, MtD as mentioned before could be applied through
the suggested multiband diversification technique in communication and signals level
to avoid eavesdropping and signals jamming. The mentioned techniques required
selecting different relays to manipulate the communication signals through it. Nev-
ertheless, there is a tradeoff between the system reliability and the required security
enhancement [25], as the wrong selection of such relays might cause a huge system
failure. Therefore, an intelligent paradigm must be applied to verify the concept of
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MtD with reducing the possibilities for the system failure. Such paradigm definitely
relies on Al technique, ML, and optimization techniques such as GA to introduce
such smartness and reduce chance of failure.
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Chapter 7

Towards nature-inspired machine-learning
approach for cyber security

Rafal Kozik! and Michal Choras’

This chapter provides an insight into bio-inspired techniques that applied the problems
of machine learning and features extraction in the area of cyber security. We focus on
the fundamental aspects of the intelligent systems, namely how relevant information
can be extracted in order to build the knowledge and how then knowledge could be
maintained and represented to solve various cyber security problems. Moreover, we
give some practical examples of application and quantitative results to give the reader
evidence of the usefulness of the presented algorithms.

7.1 Introduction

In many machine-learning cases, it turns out that the problems with the effectiveness
of machine-learning algorithms often boil down to the feature extraction. Obviously,
the extracted features have to be meaningful and correlated with the classification
task. Recently, many techniques have been proposed for autonomous features extrac-
tion. As this task is crucial and highly relevant to the scope of this book, we give
some practical examples how the nature-inspired techniques can be effectively used
to extract meaningful information from the raw data. In particular, we show how
evolutionary algorithms (EAs) can be used to learn the structure hidden in the data
and how this could be successfully applied to protect web-based information system.

Another issue with the intelligent systems and the machine-learning algorithms
applied in the area of cyber security is to mimic the human behaviour in the process
of knowledge accumulation. Currently, one of the difficulties in machine learning is
to build autonomous systems that are able to learn sequential tasks and to transfer
the accumulated knowledge to solve new tasks more efficiently and effectively (e.g.
shorter training time without deterioration of effectiveness). Such capability is termed
as lifelong machine learning (LML) or as lifelong learning intelligent systems. This
paradigm is intended to resemble the process of learning in the way the humans
do. Human beings have the capability to use the knowledge from the past in order to
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solve new and unknown tasks. This is in contradiction to the classic machine-learning
algorithms, that in order to solve task A always starts the learning process from scratch.
Obviously, the LML could be a good solution for detecting infected machines in the
network. Such LML-enabled system can benefit from historical data obtained from
various systems or attack scenarios without starting the training process from scratch.
Naturally, there are various problems to address such as common language, knowledge
representation, and scalability. Therefore, in this chapter, we give an insight into
recently proposed lightweight and efficient lifelong learning framework.

7.2 Review of nature-inspired solutions for pattern extraction
and machine learning

In the literature, we may find plenty of nature-inspired solutions proposed to solve
problems in various fields of cyber security domain.

Obviously, one of the most intuitive solutions adapting the bio-inspired
approaches is based on the mechanisms that follow the self-defence techniques of
the living organisms in nature. The moving target strategy could be a good example
here. This strategy ensures security by the diversity of the system. For example, one
may develop a technique for continuous changes of system configuration. In that
way, it would be way much difficult for the attacker to perform reconnaissance, find
the target of attack, and execute an attack. Such technique has been adapted in [1]
to protect cloud services from side-channels attacks (information leakage between
virtual machines due to the sharing of physical resources). The technique is based on
runtime live migration of the virtual machines between various physical hosts. On
the other hand, in [2], authors have proposed to use an EA to avoid the problem of
deterministic configuration. In the literature, there are also proposals following the
moving target strategies that adapt dynamic IP addressing translation or techniques
that intend to fool the network scanners [3].

Another bio-inspired strategy is to mimic behaviour of the immune system. In
contrast to moving target strategy is fact that the nature-inspired algorithm is an
element of a bigger architecture. An example of successfully used approach that adapts
artificial immune system has been proposed in [4]. The authors used this technique
to detect malwares. The key concept is based on information flows (generate by an
application) to concurrently evolve the multiple detectors sets via negative selection.

In this work, we present our recent research that adapts nature-inspired
approaches at two architectural levels, namely pattern extraction and knowledge
management. Similar to analysed approaches, the pattern extraction adapts EA for
optimisation. On the other hand, the nature-inspired knowledge management is essen-
tially different. Is must be noted here that we will avoid introducing the recent
advancements in deep learning, as it is out of the scope of this chapter. Instead
we will focus on such aspects as multitask learning (MTL) and knowledge transfer.
In our opinion, this topic of machine learning (in particular human-alike knowledge
accumulation) in the area of cyber security has not been fully addressed yet.
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7.3 From data to knowledge

7.3.1 Raw-requests and hidden structure

Probably, the most intuitive way to build the cyberattack detection algorithm for
network-based systems is to intercept the communication channel and capture the
raw data for the analysis. Despite the fact that such data are hard to get, due to the
privacy implications, the data have also a variety of formats and encoding techniques.
One of the most popular (and one of the most frequently used) protocols for data
exchange is Hypertext Transfer Protocol (HTTP). As it is shown Figure 7.1, at a first
glance, one may notice that the HTTP requests have rather form of byte sequences
without formal structure. However, looking more carefully, one may also notice
that the structure indeed exists, as specific characters (e.g. semicolon, plus sign, or
colon) are used to separate various fields of various types. Unfortunately, inferring
the structure form the raw data adds additional level of complication, that increases
the computation time, requires additional computing resources, and imposes some
challenges to scalability. Therefore, it is tempting to apply analysis to entire request
and consider it as a monolithic sequence of bytes. However, we are going to show
that this approach in not a good strategy.

7.3.2 Time-series of traffic statistics

It is common to use the NetFlows protocol to monitor the network behaviour. NetFlow
should be understood as a standard format to describe the bidirectional communica-
tion. It contains the information such as IP source and destination address, destination

https://www.google.pl/webhp? sourceid=chrome-instant&ion=1&
espv=2&ie=UTF-8#q=serialization+ and+deserialization

https://www.google.pl/maps/place/ Stacja+PKP+Bydgoszcz+Fordon/
@53.1439362,18.16896,14z/data=
14m2!3m1!1s0x4703166afe4d5843: 0x63ecc18530748e8f

http://chart.apis.google.com/ chart?cht=p&chs=500x250&chdI=
first+legend%7Csecond+legend% 7Cthird+legend&chl=first+label%
7Csecond+label%7Cthird+label&

chco=FF0000 | 00FFFF | 00FF00,6699CC|

CC33FF| CCCC33&chp=0.436326388889&
chtt=My+Google+Chart&chts=000000, 24&chd=t:5,10,50] 25,35,45

Figure 7.1 Example of custom serialisation technique used in URL address. Some
of the methods use classic ‘key = value’separated by ‘&’, while others
use customised serialisation techniques, e.g. sequence of values
separated by — or ‘+’
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Table 7.1 NetFlow attributes

Attribute Description

StartTime Start time of the recorded NetFlow

Dur Duration

Proto IP protocol (e.g. UTP, TCP)

SrcAddr  Source address

Sport Source port

Dir Direction of the recorded communication
DstAddr  Destination address

Dport Destination port

State Protocol state

sTos Source type of service

dTos Destination type of service

TotPkts Total number of packets that have been exchanged between source and destination
TotBytes  Total bytes exchanged

SrcBytes ~ Number of bytes sent by source

Time
window

AEE EEe

-
/

Group 1

Figure 7.2 General overview of the feature vectors extraction pipeline

port, and the amount of the exchanged bytes. More detailed list of single NetFlow
attributes is shown in Table 7.1.

The decision if the node is infected or not, or if requests are malicious or not,
cannot be drawn on the basis of single NetFlow. What we need to perform is the
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Table 7.2 Time window-based statistic

Parameter Description

Sh Number of flows

S Sum of transferred bytes

S3 Average sum of bytes per NetFlow

Sa Average communication time with each unique IP addresses
Ss Number of unique destination IP addresses

Se Number of unique destination ports

S7 Most frequently used protocol (e.g. TCP, UDP)

aggregation of the NetFlows in time-windows in order to extract more relevant data
and record/detect malicious symptoms such as port scanning, packet flooding effects,
etc. [5,6]. After the preprocessing and aggregation of NetFlows, the statistics can be
calculated for each time window.

The general overview of the feature extraction pipeline has been presented in Fig-
ure 7.2. In general, the proposed feature extraction method aggregates the NetFlows
within each time window. For each time window, we group the NetFlows by the IP
source address. For each group (containing Netflows with the same time window and
IP source address), we calculate feature vector S = (51, ...,S7). The feature vector
holds the statistics described in Table 7.2.

7.4 Nature-inspired feature extraction algorithms

The general idea of structure extraction process is depicted in Figure 7.3. First, the
sequence of request (byte sequences) is collected. Afterwards, the byte sequences are
analysed in order to identify common parts (tokens). Next, the structure is encoded as
graphs, so that each token is indicated as a vertex and each indicates the collection of
bytes between tokens. The same tokens in the requests may appear in a different order.
In result, the graph will have different paths (forks). To keep this example simple, let
us assume that each edge in the graph maintains a histogram representing the bytes
values distribution. The nature-inspired part is in the model, more precisely in the
way the model is constructed with mutations and crossovers of the EA.

7.4.1 Using genetic algorithm to identify structure in HTTP requests

The application layer serves the user interfaces and other key purposes. It is the OSI
model layer which is close to the user-end. Unfortunately, application layer provides
the hacker with the broadest spectrum of attack opportunities. When exploited, user
data can be stolen or in many cases, the entire application can be manipulated to serve
malicious purposes. There were also successful attack on critical infrastructures that
exploited application layer and, e.g., paralysed the energy grid in Ukraine.
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Figure 7.3 The idea of extracting the structure model from a series of requests.
First, request are collected (1). Afterwards, common byte sequences
(indicated as T) are extracted (2). Finally, the model is constructed
using as a graph structure (3)

Currently, various business services are now offered online in the form of vari-
ety of client—server applications. This is also the case of public administration and
healthcare institutions. However, the threat of cyberattack on that bodies has become
more and more serious over the last years. As it is reported in 2016 IBM X-Force
Cyber Security Intelligence Index [7], healthcare domain is at the top of the list of the
most threatened industries, even more, exposed on the data breaches than a financial,
transportation, and governmental services. According to [8], three out of seven most
serious data breaches in 2015 were related to the healthcare sector, and more than
100 million records from the healthcare databases were breached in 2016 [7].

HTTP is one of the most frequently used communication protocols in the appli-
cation layer since it is a reliable mean enabling communication between computers in
distributed networks and meets requirements of current web services. It is a request-
response plain-text protocol. Basically, the request is a type of method that can be
called (executed) on a resource uniquely identified by URL address. There are dif-
ferent types of methods that (among others) allow performing CRUD (Create, Read,
Update, and Delete) operations. Other protocols using HT TP for transportation exhibit
different structures of the payload. For example, the structure sent via plain HTML
form will be different from JSON-RPC call.

In our approach, we define token as a sequence of bytes that appears in different
requests. Clearly, requests sent by an application to a server will cluster together in
groups, which will share common elements (e.g. parameters names, names of actions
or name of resources that given action is executed). These common elements are of
our interest as these will later help us to reconstruct the structure of the payload.

After generation of the tokens, we are able to apply genetic algorithm (GA) which
aligns tokens for further processing and decision. In order to build the HTTP request



Towards nature-inspired machine-learning approach for cyber security 169

model, we have to solve the challenge of selecting appropriate subset of tokens and
their order. In our case, the single token represents the item. To each of the tokens,
we assign the value and mass which represents the position of token in a sequence. It
is worth to add that in the current implementation, we prefer longer tokens over the
shorter ones. The limit is determined by the analysed sequences. More formally, the
problem is challenged by the following problem:

n
maximise C(x) = Z ViX;
X
=0

(7.1)

n
subjectto Y wpx; < W, x; € {0,1}.
i=0

To solve the above optimisation task, we propose to use the GA with the classical
binary chromosome encoding schema and one point crossover. The chromosome in
our algorithm represents the candidate solution. It is reflected by the string of bits
(1 indicates that given token is chosen to build the structure of request, while 0 is
used to reject a given token).

We use the GA as follows:

1. The population is initialised randomly. The chromosome length is determined by
the number of tokens identified during the extraction procedure.

2. The fitness of each chromosome is measured. Individuals are ordered by fitness
values.

3. Two chromosomes are selected randomly from the population.

Selected chromosomes are subjected to the crossover procedure.

5. The procedure is terminated (and individual with the best fitness is selected) if
maximal number of iterations is exceeded; otherwise, it goes back to step 2.

b

The next step after the tokens are identified is the algorithm to describe the
sequences between tokens using their statistical properties. Hereby we apply machine-
learning algorithms to decide if the requests represented by tokens are anomalous or
not. We have proposed to build histograms of characters.

7.4.2 Evolutionary approach for content validation

Usually, the EAs that mimic the biological evolution or social behaviour of the species
from nature have been proposed to find near-optimum solutions to difficult optimisa-
tion challenges. Some of the widely known EAs in the literature are GAs, ant colonies,
particle swarm, firefly algorithms, or shuffled frog leaping.

A practical implementation is proposed in [9], where authors implemented a
GA to learn IF-THEN rules of the firewall from the historical data. Authors first
extracted the relevant features describing Transmission Control Protocol/Internet Pro-
tocol (TCP/IP) connections using the Principal Component Analysis (PCA) technique,
and then they encoded the rules as chromosomes within the typical GA framework.
In [10], authors used the GA to increase the detection of insider threats on the basis
of the fuzzy-classifier.
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In one of our own previous works [11], we proposed the new anomaly detection
method. It was designed to detect Structured Query Language (SQL) injection attack
and worked on the basis of the GA for determining anomalous queries. Our proposed
solution incorporated the GA implemented as a variant of social behaviour of species.
The individuals in the population explored the lines in the log files that were generated
by the SQL database. In our model, each individual delivers a generic rule (which was
aregular expression) that describes the visited line of the log. The proposed algorithm
is divided into the following steps:

e [Initialisation. The line from the log file is assigned to each individual. Each newly
selected individual is compared to the previously selected one in order to avoid
duplicates.

e Adaptation phase. Each individual explores the fixed number of lines in the log
file (the number is predefined and adjusted to obtain reasonable processing time
of this phase).

e Fitness evaluation. The fitness of each individual is evaluated. The global popula-
tion fitness as well as rule level of specificity is taken into consideration, because
we want to obtain the set of rules that describe the lines in the log file.

e Crossover. Randomly selected two individuals are crossed over using algorithm
for string alignment. If the newly created rule is too specific or too general, it is
dropped in order to keep low false positives and false negatives.

Our method is based on the modified Needleman—Wunsch algorithm [12]. It was
invented in order to find the best possible match between various DNA sequences. The
idea is to find best match between two sequences by inserting gaps into the sequences.
Such approach can be used not only for DNA but also, for example, for text strings
and the logs, which are analysed by our system. The penalty is assigned for each gap
(and for mismatch), while for correct matches, an award is given.

Therefore the task for the Needleman and Wunsch algorithm is to search for the
best possible alignment between two sequences (it is the one with highest award).
From anomaly detection point of view, the parts where gaps are inserted can in fact
be the points of injections. We describe those with regular expressions using the
following heuristics:

e The character sequences are encoded as [a-zA-Z]+ if they contain letters only.
The character sequences are encoded as [0-9]+ if they contain numbers only.
The sequences can also be encoded using both of the mentioned above sequences
(e.g. [a-zA-Z0-9]+).

e  Whenever encoded character sequences contain special characters (e.g. whites-
pace, brackets, etc.), those are included into the regular expression accordingly.

The fitness function used to evaluate each individual takes into account the effec-
tiveness of the particular regular expression (number of times it fires), the level of
specificity of such a rule, and the overall effectiveness of the whole population. The
level of specificity indicates the balance between number of matches and number of
gaps. This parameter enables the algorithm to penalise these individuals that try to
find general rule for significantly different queries like SELECT and INSERT.
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Table 7.3  Effectiveness of different methods

True positives (%) False positives (%)
x? (no structure extracted) 332 0.1
x2 with our method 91.1 0.7
Our method with RF 91.90 0.7

The fitness is computed using the following cost function:

E()=a ) E/()+ BE()+ yEy(i) (72)

Jjel=i)

In this formula, the «,8,y are constants that normalise the overall score and
balance the each coefficient importance. £ indicates of regular expression (number
of times the rule fires) and E; indicates the level of specificity. The level of specificity
indicates balance between number of matches and number of gaps.

7.4.3 Results

The proposed and described method based on the practical application of the GA
achieves very good results. In fact, the reported results are better than state-of-the-art
methods that also used the benchmark database called CSIC [13]. The results are
provided in Table 7.3.

7.5 The concept of lifelong and nature-inspired
machine learning

Originally, lifelong learning was stated as a sequence of learning tasks that need to
be solved using the previous knowledge stored in previously learnt classifiers [14].
According to [15,16], theoretical considerations on lifelong learning are relatively
widely described in the literature, in particular, in the light of growing popularity of
machine-learning approaches and applications.

However, scientific communities usually put more attention to aspects of learning
based on well-known knowledge domains and well-labelled training datasets, while
approaches to lifelong learning (or “learning to learn’) without observed data, e.g. to
perform new, future tasks are not yet very popular. In [17], one of the first attempts
to describe the model of lifelong learning can be found. The author introduced a
formal model called inductive bias learning, that can be applied when the learner
is able to learn novel tasks drawn from multiple, related tasks from the same envi-
ronment. Those considerations focused only on the finite-dimensional output spaces,
and mainly on linear machines rather than nonlinear ones, in contrary to [18] work,
additionally extending earlier research with algorithmic stability aspects. In [19],
there is proposed an approach to the problem of learning a number of different target
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functions over time, with assumptions that they are initially unknown for the learn-
ing system and that they share commonalities. Different approaches to solve this
sequence of tasks include transfer learning [20], MTL, supervised, semi-supervised,
reinforcement learning [21], and unsupervised techniques. There are also works defin-
ing strong theoretical foundations for LML concept. Particularly, in [16], authors
worked on a Probably Approximately Correct (PAC)-Bayesian generalisation bound
applied for lifelong learning allowing quantification of relation between expected
losses in future-learning tasks and average losses in already observed (learned) tasks.
Majority of the approaches so far assume that problem representation is not chang-
ing (i.e. feature space). However, recent works increasingly consider that also the
underlying feature space can be shifting. To overcome different approaches, solu-
tions such as changing kernels for feature extraction [22], changing latent topics [23],
or the underlying manifold in manifold learning [24,25] are proposed. The hybrid
intelligent systems paradigm addresses naturally all the challenges of LML such as
learning new tasks while preserving knowledge of the previous ones. In fact, classi-
fier ensemble management resembles some of the algorithms proposed for lifelong
learning. For example, critical aspect of the lifelong learning systems is the ability
to detect the task shift, which is quite similar to concept drift detection [26] and can
be tackled by hyper-heuristics [27]. To deal with debatable cases in ensemble learn-
ing and to increase transparency in such debatable decisions, our hypothesis is that
argumentation could be more effective than current resolution methods. Moreover,
recent work on hybrid classifiers has demonstrated promising results of using an
argumentation-based conflict resolution instead of voting-based methods for debat-
able cases in ensemble learning [28], showing that the hybridisation of ensemble
learning and argumentation fits the decision patterns of human agents.

In the next section, we propose the practical application of lifelong learn-
ing framework to solve cyber security problems such as intrusion, anomalies, and
cyberattacks detection.

7.5.1 The LML in cyber security

The concept of task, that appears in many formal definitions [15] of LML model,
seems to be hard to match with many real life set-ups. For example, when considering
telecommunication network monitoring for cyber security purposes, it is often diffi-
cult to distinguish when a particular task finishes and the subsequent one starts i.e.
when a different family of attacks have started. Therefore, lifelong learning approach
fits very well with the reality in cyber security domain.

In practice, while designing and developing intelligent systems for anomaly and
cyber threats detection, one can draw following conclusions:

e  When it comes to the cyber security and cyberattacks detection, there is no single
classifier or IDS system that will allow recognising all kinds of attacks. Also the
same system (even if learnt to detect the same type of attacks) have to be learnt
again when changing the monitored network (topology, services, characteristics,
etc.). In that regards, we will need transfer learning mechanism that will allow us
to learn to detect attack B from knowledge learnt for attack A.
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e There is an overlap of knowledge that intelligent and adaptive system will need
to be aware of. One can leverage this both to facilitate learning of new tasks
and improving the effectiveness, when executing the old ones. Using again the
cyber security example, IDS learnt in one network will use already established
knowledge to detect attacks in another new network in a more accurate way (than
without lifelong learning approach).

7.5.2 Mathematical background behind LML

The ELLA framework [29] defines the lifelong learning problem as a series of super-
vised learning tasks, where each task Z®) = (@, X, y®) is defined by training
data X, training labels Y, and prediction function (called in this paper also as a base
learner) f© : X — y®,

The ELLA framework assumes that in each iteration, the training algorithm may
receive a batch of labelled data for some task ¢ (a new one or previously trained).
Moreover, it is assumed that number of task is large, and thus the ELLA algorithm
must be scalable. As stated in [29], ELLA framework achieves equivalent accuracy
to batch MTL [30], has faster learning times, and is able to train the model online.

ELLA framework uses parametric model to represent task-specific prediction
function £ (x) = f(x,6"). The parameters 6 are linear combination of a so-called
shared basis L, in the way that 80 = Ls®.

The optimisation goal of the ELLA framework is to minimise the predictive loss
over all training tasks. Formally, the objective function is defined as

T ny
L) = Y min [i D2 (PG5 L)) 4+l 1} +AILIS (73)
T i R

However, to reduce the complexity related to the outer summation (over the
number of training tasks T), the authors of the framework proposed to optimise s
only when training on task ¢. Moreover, the inner summation is approximated with
the second order Taylor expansion around the optimal single task model. Therefore,
the final objective function is defined as

I . 1
g(L) == ) min {n— 16 = L5 + plls®ll } + LIS (7:4)
=1 ° d

where 0 = rngin( 1/n) > "<& (f (x(t); 0), y(t)) is the optimal single task model and

DY is the Hessian of the loss function evaluated at ). The optimisation process of
the ELLA framework has following steps:

1. Using the base learner, optimal model parameters 8) are calculated for a task z.
2. Using the current basis L, the model parameters vector 8¢ is reconstructed in
the way that 8¢ = Ls®_ where

s = arg min (us” 1 + 16 = Ls1 3, ) (7.5)
s
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3. The updated matrix L is calculated using the s from a previous step, solving the
convex optimisation problem:

1 T
L =argmin | A||L|? + = 00 — LsV)2, 7.6
3 ( 113 + TZ(H sVl0) (7:6)
From the optimisation point of view, formula (7.12) can be solved using LASSO
(least absolute shrinkage and selection operator) regression method. On the other

hand, to find the optimal L, one can first null the gradient and obtain the following
formula:

T
1
Mo+ Y DO (90 — LsV) s =0 (7.7)
1
It can be shown that this is a special case of linear matrix equation of form AXB = C,
1
T
B=2+ > DOsOs0 (7.8)
1
and the constant C is equal to
1
T
C= ZD(’)G(’)S(” (7.9)
1

Thus, using the Kronecker product notation and the vectorisation operator, the
equation can be rewritten as

(BT ® A)vec(x) = vec(C) (7.10)
which has closed-form solution in the form H~'b, where
1 r T
— _ (1) (1) (t)
H_)J+T El (s s )®D (7.11)
and
1 r T
_ (t) (D H®)
b= > " vec (s ® (6D )) (7.12)

1

7.5.3 Data imbalance

The problem of data imbalance has recently been deeply studied [31,32] in the areas
of machine learning and data mining. In many cases, this problem negatively impacts
the machine-learning algorithms and deteriorates the effectiveness of the classifier.
Typically, classifiers in such cases will achieve higher predictive accuracy for the
majority class, but poorer predictive accuracy for the minority class.

This phenomenon is caused by the fact that the classifier will tend to bias towards
the majority class. Therefore, the challenge here is to retain the classification effec-
tiveness even if the proportion of class labels is not equal. The imbalance of labels
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in our case of cyber security is significant. We may expect that only a few machines
in the network will be infected and produce malicious traffic, while the majority will
behave normally. In other words, most data contains clean traffic, while only a few
data samples indicate malware.

The solutions for solving such a problem can be categorised as data-related and
algorithm-related. The methods belonging to the data-related category use data over-
sampling and under-sampling techniques, while the algorithm-related ones introduce
a modification to training procedures. This group can be further classified into cat-
egories using cost-sensitive classification (e.g. assigning a higher cost to majority
class) or methods that use different performance metrics (e.g. Kappa metric).

Cost-sensitive learning is an effective solution for class imbalance in large-scale
settings. The procedure can be expressed with the following optimisation formula:

N

A )1 1

p=min S1BIF+ 5 3 CilleilP (7.13)
i=1

where f indicates classifier parameters, e; the error in classifier response for ith (out
of N) data samples, and C; the importance of the ith data sample. In cost-sensitive
learning, the idea is to give a higher importance to the minority class, so that the bias
towards the majority class is reduced.

Similarly, the above optimisation can be expressed using a matrix notation, as it
is shown below:

B =min{(Y —Xp)'C(Y — XB)+ 2BI7} (7.14)

Setting the gradient to zero, it is easy to show that the closed form formula for
finding the optimal 8 is

. (1 :

B = <X +XTCX> XT'cy (7.15)
Therefore, the Hessian matrix for weighted linear classifier will also have closed-

form solution X7 CX.

7.5.4 Practical application of LML concept

For the evaluation, we have used the CTU-13 dataset [5] and the same experimental
setup as its authors (to be able to compare our results). This dataset includes different
scenarios which represent various types of attacks including several types of botnets.
Each of these scenarios contains collected traffic in the form of NetFlows. The data
was collected to create a realistic test bed. Each of the scenarios has been recorded in
a separate file as a NetFlow using CSV notation. Also each NetFlow in the data set
is augmented with a label (Table 7.4).

Before using the ELLA framework to train the base classifiers, the raw NetFlows
are processed in order to produce feature vectors. The procedure is detailed in the
Section 7.3.2 (Table 7.5).
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Table 7.4  Effectiveness of compared methods

Compared Detection ratio False positive Accuracy
methods ratio
B-ELLA 0.809 +0.093 0.017 £ 0.002 0.896 + 0.046
B-STL 0.745+0.104 0.034+0.001 0.856 +0.052
ELLA 0.250 £0.121 0.000 =+ 0.000 0.625+0.061
STL 0.002+0.018 0.000 %+ 0.0001 0.501 +0.009
Table 7.5 Balanced ELLA: per-task effectiveness
Task Detection ratio False positive Accuracy
ratio
1 0.400 £ 0.291 0.025+0.003 0.688 +0.145
2 0.300+ 0.085 0.027 + 0.000 0.636 +0.042
3 0.800 + 0.245 0.040 +0.002 0.880+0.122
4 0.944 +0.045 0.015+0.004 0.964 +0.022
5 0.960 =+ 0.080 0.003 +0.002 0.978 +0.039
6 0.839+0.072 0.001 +0.000 0.919+0.036
7 1.000 % 0.000 0.010+0.001 0.995 +0.000
8 0.988 £0.025 0.007 £0.000 0.990£0.013
9 0.862 + 0.096 0.037+0.001 0.912+0.048
10 1.000 = 0.000 0.008 £ 0.005 0.996 +0.003
0.809 + 0.093 0.008 + 0.005 0.996 + 0.003

Each of the scenario in the CTU dataset is considered as a separate task. For the
evaluation purposes, we have generated ten random splits of the dataset in order to
produce training and the test datasets.

7.5.5 Remarks on effectiveness

The experimental results are presented in Tables 7.1 and 7.2. Table 7.1 contains the
comparison of results obtained with the B-ELLA algorithm, balanced single task
learner (STL) algorithm, the original ELLA algorithm, and imbalanced STL algo-
rithm. The results shows that balancing the base classifier embedded within the ELLA
frameworks yields great improvements over the other compared method.

In Table 7.2, we have presented the effectiveness of B-ELLA method at a single
task level. The average detection ration is 80%, while the ratio of false positives
(alarms) is less than 1%. As presented in Tables 7.1 and 7.2, the achieved results are
very promising and motivate further work on both balanced lifelong learning systems
(B-ELLA) and their application to cyber security.
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7.6 Conclusions

The goal of this chapter was to provide the overview of the nature-inspired machine-
learning solutions applied to solve cyber security problems. We presented our own
nature-inspired methods and implementations, mainly dedicated to detect cyber-
attacks in the application layer. Such attacks are very often obfuscated and the
traditional means to protect IT systems and networks are not effective. Our goal was
to demonstrate how nature inspired solutions might help in such situations and how
they can be practically applied to counter emerging cyber threats. Most of our work,
also presented here, is focused on anomaly detection which needs to be deployed
besides traditional signature-based solutions. In this chapter, we have discussed and
presented the practical solutions for the evolutionary-based optimisation techniques,
collective intelligence, and techniques that mimic social behaviour of species. The
proposed GAs improve detection of SQL injection attacks and anomalies within HTTP
requests. We believe that the bio-inspired techniques will further find many applica-
tions in cyber security domain since, as proven, the readiness of such technology has
increased and practical implementations give the promising results.
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Chapter 8

Artificial intelligence and data analytics
for encrypted traffic classification
on anonymity networks

Khalid Shahbar' and Nur Zincir-Heywood'

This chapter studies and analyzes multilayer-encryption anonymity networks.
Multilayer-encryption anonymity networks aim to enable users to access the Internet
without being tracked or traced. To achieve this, they use technologies to resist traf-
fic analysis and network surveillance—or at least make it more difficult. However,
for various reasons—from network operations to security—network packet and flow
analysis have been employed to identify multilayer-encryption anonymity networks.
In the following, we discuss the usage of traditional and nature-inspired artificial
intelligence and data analytics techniques to classify encrypted anonymity network
traffic.

8.1 Introduction

The main goal of anonymity networks is to provide a certain level of privacy to their
users when they access different applications and services such as web browsing on
the Internet. Anonymity networks employ a multilayer-encryption-based approach to
achieve this goal. On multilayer-encryption anonymity networks, messages between
sender and receiver pass through multiple stations (computers/nodes) with multiple
layers of encryption. Each station only knows the information necessary for passing
the message. In this way, they aim to avoid the destination station to link the message
to the original sender. The onion router (Tor), JonDonym and I2P networks are some
of the well-known examples of anonymity networks. The growth of the amount of
information collected by services websites such as search engines, web servers or
even Internet service providers for improving the services, data analysis, security
enhancement, advertisement or other reasons increased the demand and growth of
multilayer-encryption anonymity networks. Not only this, but these networks facil-
itated reporting any kind of illegal activities to the authorities without the fear of
exposing the reporter’s identity, provided space with freedom to express thoughts and
ideas and ensured the person’s (user’s) privacy for the journalists’ (or other) sources.

! Dalhousie University, Computer Science, Canada
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On the other hand, the environment of multilayer-encryption anonymity networks
offered the possibility of performing harmful activities with little or no probability
of tracing back the source. For example, a botnet is one of the threats to Internet
users which infect computers to gain control through the botmaster. One way of com-
munication between the bot and the botmaster is to use a Command and Control
(C&C) server where frequently the bots contact the C&C server to get instructions
from the botmaster. By blocking the server, the bots could not communicate with
the botmaster anymore. Therefore, botnet developers seek more complex methods
to communicate without being detected such as using peer-to-peer (P2P) architec-
tures, domain generation algorithms or IP flux. Moreover, one of the attempts to
build undetectable communication on the botnet is by using multilayer-encryption
anonymity networks [1,2]. One of the known examples of such cases is the 64-
bit Zeus botnet that could use hidden services on the Tor network to communicate
anonymously between the bots and the botmaster. The hidden services are one of
Tor’s services which allow anonymously hosting servers (such as a web server) on
the Tor networks. The user accessing the server does not know the IP address of the
server. Thus, the C&C server could be hosted anonymously on the Tor network.
The Zeus botnet has not been the only attempt to implement an anonymous bot-
net over multilayer-encryption anonymity networks, there has been much research
and multiple reports about using such an anonymous environment to hide botnet
communications. Multilayer-encryption anonymity networks are blocked in some
countries. Consequently, different obfuscation techniques are employed by some
of these networks to bypass the censorship restrictions and enable access to the
anonymity network by the users. In this book chapter, we aim to analyze and discuss
multilayer-encryption anonymity networks using traditional as well as nature-inspired
artificial intelligence techniques. The rest of the chapter is organized as the following:
anonymity networks and the related works are discussed in Section 8.2. Traditional
and nature-inspired artificial intelligence and data-analytics techniques as well as
publicly available anonymity network datasets for encrypted traffic identification are
introduced in Section 8.3. Evaluations using these techniques at the circuit, flow and
packet level are presented in Section 8.4. Finally, conclusions are drawn and future
works are discussed in Section 8.5.

8.2 Background

Studies of anonymity networks have dealt with multiple aspects. For example, part
of these studies worked on the improvement and enhancement of the anonymity
networks’ performance. Others focused on analyzing vulnerabilities and performing
attacks. The following subsections summarize the anonymity networks and the studies
performed on them.

8.2.1 Anonymity networks

Multilayer-encryption anonymity networks relay users’ traffic through multiple sta-
tions on the network on the way to their final destination. Furthermore, messages
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between sender and receiver pass through these stations with multiple layers of encryp-
tion. To the best of authors’ knowledge, the most popular anonymity networks are
I2P' JonDonym? and Tor [3].

8.2.1.1 I2P

The I2P network is different from the other anonymity networks because it is designed
as a private network. The users mainly communicate within the network. However,
through outproxies, they can communicate with the services and users outside of
the 12P network as well. I12P is decentralized and therefore has a distributed network
database—netDb—using the Kademlia algorithm [4]. The information that users get
from the netDb enables them to build tunnels. Each user builds two tunnels: inbound
and outbound. The inbound tunnels are used to receive messages and the outbound
tunnels are used to send messages on the P2P 12P network. The default configuration
ofthe users’ agents (clients) enables bandwidth participation, which means in addition
to building his/her tunnels, the user can also participate in building other users’ tunnels.
The tunnels consist of two or more routers based on the client configuration and
the tunnel type. Thus, when the user participates in building tunnels, his/her role
could be the first or the last or one in the middle in forming the tunnel. This makes
it harder to separate a specific user’s tunnels from the other participating tunnels.
I2P uses the concept of garlic routing,®> where layered encryption is implemented in
addition to binding multiple messages together. The messages within the I2P network
are encrypted end-to-end as long as the end-systems are within the 2P network.
However, when the user communicates with an end-system that is outside of the I2P
network using an outproxy, then the encryption is not end-to-end. By default, the
user within the network transfers their data and that of other users where the user’s
machine functions as a resource for the network. The users’ contributions in passing
the network data are restricted by passing the data only within the I2P network.
A different configuration is required when a user wants to pass the 2P traffic to an
end-system outside of the I2P network (outproxy). The number of outproxies in the
12P network is limited.

8.2.1.2 JonDonym

JonDonym, which is also known as AN.ON, is a network of mix cascades (paths) to
provide anonymity to the users based on multilayer encryption.* The cascade consists
of mix servers which could be paid or free. Currently, a user could choose from five
free cascades and eleven paid cascades on the JonDonym network. Only one active
connection to one cascade is possible during the user’s connection to the JonDonym
network. The path that the user’s data takes is fixed based on the chosen cascade.
To choose another path, the user has to start a new connection to the JonDonym.
Multilayered encryption is used during the communication between the user and the
last mix, which ensures that even the mixes cannot access the user’s data. When the

Uhttps://geti2p.net/en/fag#eepsite

2Jondonym InfoService. https://anonymous-proxy-servers.net/en/help/infoservice.html
3Garlic routing. https:/geti2p.net/en/docs/how/garlic-routing

“Project: AN.ON anonymity. http://anon.inf.tu-dresden.de/index
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connection is established, the IP address that is visible to the websites is the IP address
of the last mix. JonDo is the client software that connects the user to the JonDonym
network. Each Hypertext Transfer Protocol (HTTP) request will create a connection
from the browser (JonDoFox) with the client software JonDo. The JonDoFox browser
can generate multiple connections with the JonDo. All these connections are multi-
plexed into one connection to the first mix server, which receives connections from
multiple users. All the users’ connections are then multiplexed into one Transmission
Control Protocol/Internet Protocol (TCP/IP) connection to the second mix and it con-
tinues using this approach till the last mix in the cascade. The user gets the information
about the cascades from the InfoService, and the last mix sends the users’ requests
to cache proxies. Infoservice stores the information about the available cascades, the
number of users and the mix status.’

8.2.1.3 The onion router

Tor project is a publicly available software that enables users to anonymize their
identities while they use the Internet. The Tor network requires volunteers to run their
machines as relay nodes to forward other users’ traffic through Tor. Circuits and cells
are the major components for Tor communication. The circuit is a virtual path from
the user’s machine to the last relay. The cell is the data block in Tor. The user’s data is
divided into small fixed size (512 bytes) Cells. There are two types of cells: control
cells and relay cells. The control cells direct the relays what to do with the cell. The
relay cells contain the user’s data. On the Tor network, the user starts by establishing
a virtual circuit. This circuit consists of three relays. A directory server is used to
get the addresses of available relays (routers) and their keys to encrypt the data. User
data is encrypted with three layers of encryption. First, the data is encrypted with
the key of the last relay (exit router), then the middle relay and finally, by the first
relay (entry router). This way, the entry router only knows the source of the data. The
middle routers only know where to get the encrypted data and where to send them, but
nothing about the source of the data or the destination. Finally, the exit router knows
the destination of the data but knows nothing about the source. This ensures that the
whole path is not known by any of the three nodes (routers) on the Tor network. After
the circuit is established between the user and the exit relay, the user is ready to send
the data into RELAY DATA cells. The circuit path changes each time the user makes
a connection. The bandwidth of the relays and the policy of the exit relay play a key
role in selecting the best circuit path. The user and the relay use encrypted Transport
Layer Security (TLS) connections to communicate.

8.2.2 Measuring anonymity

Measuring the level of anonymity is a challenge for a number of reasons. One reason
is the difference in the design and the goal of each anonymity network. In addi-
tion, the anonymity level is not directly quantifiable compared to other network
traffic measurements as delay, bandwidth, volume, etc. Ries et al. [5] evaluated five

3Jondonym InfoService. https://anonymous-proxy-servers.net/en/help/infoservice.html
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anonymization tools with regard to performance, usability, anonymity, network relia-
bility and cost. The evaluated tools were Tor, I2P, JonDonym, Perfect Privacy and Free
proxies. The performance factors used to evaluate and rank these tools were round trip
time, inter-packet delay variation and throughput. Additionally, they used installation,
configuration and verification of the anonymization connection as factors to define
the usability of these tools. The anonymization of the tools was evaluated by using the
rankings of the ability of an adversary to perform de-anonymization attacks against
these tools. It should be noted here that these evaluations were limited to specific
scenarios. Abou-Tair et al. [6] examined the usability of four anonymity tools (Tor,
JonDo, I2P and Quicksilver) during the installation phase. They detailed the installa-
tion process of these tools, applying four tasks to test the installation phase: success of
installation, success of configuration, confirmation of anonymization and the ability
to disable anonymization. To test the usability of these tools, the authors used eight
guidelines taken from Clark [7], which focused on the user’s ability to perform the
four tasks mentioned above. Wendolsky et al. [8] compared Tor and JonDonym from
the user’s perspective, based on the performance and the number of users. Latency
and bandwidth were used to measure the performance, and the results showed that Tor
performs unpredictably based on the time of day. In contrast, JonDonym showed more
consistent performance. The above studies focused mainly on evaluating anonymity
services based on their performance or usability, where anonymity was not the focus
of the evaluation. On the other hand, there are studies where measuring anonymity
was the main goal. The idea of measuring anonymity is synchronized with the pro-
posed ideas to develop anonymity by passing the message between the sender and
the receiver through multiple stations until it reaches the final destination [9]. This
aims to separate the ability of an attacker to link the sender and the receiver, even
if they communicate over a channel observed by the attacker. To anonymize against
such a threat model, Chaum [10] presented the concept of the anonymity set, in
which the set is the total number of participants in the anonymity service which may
include the sender. When the size of the set is increased, the anonymity level is con-
sidered to increase as well. Consequently, if the size of the anonymity set is one, then
there is no anonymity, and the attacker can identify the sender easily. Serjantov and
Danezis [11] developed the concept of the anonymity set by using the information-
theoretic metric based on anonymity probability distribution. Diaz et al. [12] also used
an information-theoretic model to evaluate the anonymity level of a system under a
particular attack scenario. The model aimed to evaluate the anonymity level of a sys-
tem by finding the level of information the attacker can statistically gain to connect
a user of the anonymity system to his messages. Shannon’s definition of entropy is
used to calculate this gain. Even though the above researches have studied measuring
the anonymity levels, they all focused on the problem from the perspective of linking
the message to the sender. However, there could be other factors that could be used in
measure the anonymity as well. To this end, Shahbar et al. proposed five factors [13].
These include (i) the level of information available for the service provider, (ii) block-
ing and obfuscation options, (iii) application and anonymity, (iv) authority and log
files collected and (v) available threat models. They compared these factors with
each other to rank their weights. They demonstrated that these weighted factors could
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be applied for measuring the anonymity level under different anonymity network
use cases.

8.2.3 Identification of anonymity networks by infrastructure

Tor bridges® are special Tor nodes where their addresses are not announced publicly
like the other nodes (relays). A Tor user can connect to the Tor network using Tor
bridges in the cases where the IP addresses of normal nodes are blocked by censorship.
The user can get up to three addresses of Tor bridges per day by sending an email
or by accessing Tor bridges websites. Ling ef al. [14] used two different methods to
reveal the addresses of Tor bridges. The first method was using bulk email accounts
to request many bridge IP addresses daily. The second method was to insert one
router in the Tor network and let the directory server to choose it as a middle router.
Then, they use this middle router to obtain the addresses of the other bridges. They
discovered 2,365 bridges by using the email method and 2,369 bridges by using only
one middle router for 14 days. Li ef al. [15] classified Tor nodes depending on their
uptime. Nodes which have a higher bandwidth and longer uptime considered as super
nodes. Their hypothesis was that these super nodes could decrease the anonymity
of the Tor network. They demonstrated the decrease in anonymity in a simulation
using 3,000 nodes, Tor algorithms, a directory server and a path selection protocol.
Results showed that when the super nodes were targeted with higher rates than the
normal nodes, the failure on the network increased. Liu ef al. [16] presented four
methods to discover the I12P routers. They discovered about 95% of all the I12P routers
in their 2-week experiment. On the other hand, Herrmann and Grothoff[17] presented
an attack to determine the identity of the HTTP hosting router on the 12P network.
They used a combination of three types of routers to identify the hosting router.
Wilde [18] found out that censorship in China uses a scanner to discover where
the bridge is. To do so, a connection from the user to the bridge must take place
first. Should inspecting the packets show that that there is a connection using the
Tor protocol, the scanner starts to search through random Chinese IP addresses. If
a certain [P address seems to be a bridge, then it establishes a connection to this
IP address. If the connection is a success, then this is a bridge IP and its ports are
blocked. Tor connections could be recognized because Tor uses a special Tor TLS
client hello message. The result of Wilde’s work was used by Winter et al. [19] to
get more details about how China blocks the Tor networks. They discovered that
once the bridge IP address was discovered by the Chinese authorities, it was blocked
within 15 min. In this case, the blocking was continuous as long as the scanners
could connect to the bridge, otherwise the blocking was removed. They also found
that only 1.6% of Tor relays could be reached from China. The packet inspection
for Tor connections is applied only for the connection from China to the outside
world. In summary, research on the identification of multilayer-encryption anonymity
networks by discovering the network’s infrastructure include (i) compromising parts

®Tor bridges. https://www.torproject.org/docs/bridges.html.en
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of the anonymity network and/or (ii) employing resources outside of the anonymity
network to track the anonymity network resources or users.

8.2.4 Identification of applications and services on the anonymity
network

AlSabah et al. [20] used machine-learning algorithms to classify the application used
by Tor’s users. The applications are Browsing, Streaming and BitTorrent (BT). Given
that Tor traffic is encrypted, they used the circuit level and the cell level information
for the classification. The classification included online and off-line methods. The
best result they achieved in the off-line classification was 91%, whereas the best
results achieved in the online classification was 97.8%. It should be noted here that
in order to employ this method, access to Tor nodes and code is necessary. Wagner
et al. [21] proposed Torinj—a malware code that uses an image tag injection and a
semi-supervised learning algorithm for identifying the number of users on Tor and
their web-browsing activities. All HTTP sessions were collected for further analysis.
To classify each user’s session, a label propagation algorithm was used to relate a
flow to a specific user. In this case, a compromised or controlled Tor exit node is
necessary to collect the traffic flow between the users and the web servers. More-
over, for this attack to work, the user should not be able to detect/track the image
tag. Panchenko et al. [22] used a support vector machine (SVM) classifier with the
websites’ fingerprints to show that Tor and JonDonym do not provide total anonymity.
The volume, time and direction of the traffic were the features in SVM. They could
reach up to 70%—80% accuracy to detect the websites. However, they require special
features such as (i) the size of the packet that contains the acknowledgement control
character (ACK) between the sender and the receiver; (ii) a special text label that
shows the change in the direction of the packet and is used to sum up all packets in
the same direction; (iii) an HTML marker for distinguishing between each HTML
request and to check the size of the requested site; (iv) rounded transmitted bytes
for the number of all transmitted packets in both directions (rounded in increments
of 10,000); (v) the number of markers group the packet size for all the packets of
a flow in one direction; (vi) the number of each site’s packets in both directions;
(vii) the percentage of incoming packets; and (viii) the number of packets. Barker
et al. [23] used a simulated network to differentiate between encrypted traffic and Tor
traffic. The simulated network contained three directory servers and fifteen relays.
Different machine-learning algorithms (Random Forest, J4.8 and AdaBoost) were
employed via WEKA. Their results showed that approximately 90% of the HTTP and
HTTPS traffic on the Tor network could be detected with a false positive (FP) rate
of 3.7%. Timpanaro et al. [24] proposed a monitoring architecture for the I12P net-
work to describe how it is used. The applications that the monitoring architecture
can identify were limited to web browsing and [2PSnark. On the other hand, Egger
et al. [25] presented several attacks that could be implemented against the I12P net-
work. They claimed that their attacks against the I2P network could reveal the services
that the I2P user accesses, the time of access and the time spent using the service.
Westermann and Kesdogan [26] presented two attacks against the DonDonym
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network: the redirection attack and the replay attack. The redirection attack aims
to discover the websites which the user visited. The attacker controls a web server and
tries to redirect the user to this controlled web server. The replay attack aims to corre-
late the user’s HTTP request with a web server. The attacker monitors and records the
user’s communications with the first mix. Shahbar et al. analyzed the network flow
behaviors using machine-learning algorithms to identify (i) the multilayer-encryption
anonymity networks, (ii) the applications running on them [13,27] and (iii) the traffic
generated by obfuscation tools which some of the multilayer-encryption anonymity
networks have employed to avoid blockage or detection [28].

Furthermore, among the anonymity networks analyzed in this work, Tor is also
used deploy hidden services. Ling et al. studied the Tor network to collect information
on the hidden services [29]. In their work, several entry routers, a client, a rendezvous
point and a central server were necessary to relate the hidden server with its Tor fea-
tures. This requires the controlled client to connect to the hidden server while the entry
routers are watching/tracking for different cell types that have special combinations.
The important part for detecting the hidden server is to let it choose a specified entry
router which depends on the number of entry routers and the bandwidth available.
Biryukov et al. analyzed the security of hidden services by exploring the amount of
information that could be obtained about hidden services on the Tor network [30].
The analysis included finding the popularity of any hidden service, denying access
to the hidden service by impersonating the responsible hidden service directory and
revealing the IP addresses of the hidden services. Two main techniques were used
in this analysis. The first was inserting nodes with an incorrectly announced high
bandwidth. The second technique used Sybil attacks to inject nodes to be selected
as hidden service directories. In their analysis, they controlled the hidden service
directory of the Silk Road hidden service and the DuckDuckgo hidden service. After
controlling these directories for several days, they were able to get the number of
requests for the hidden service descriptor. Elices ef al. used a time fingerprint to
mark a hidden server on the Tor network [31]. They estimated the time required for
the HTTP request to get a response from a hidden web server on the Tor network by
using the data field in the HTTP response message with statistical models.

8.3 Data analytics for encrypted network traffic

As discussed earlier, anonymity networks employ layers of encryption to provide
the anonymity to users and hidden services. This makes any analysis of the traf-
fic very challenging. As discussed above, most of the previous research requires
the use of marking techniques for the users’ traffic and/or compromising/operating
resources within the anonymity network or resources at the final destination (such as
web servers). This in return means that these approaches are limited to traffic pass-
ing through the compromised/operated resources. To overcome this challenge, more
recently we have seen some research employing different artificial intelligence and
data analytics techniques to analyze malicious (botnets, etc.) usage of anonymity net-
works. The following presents the datasets and algorithms employed in these studies.
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8.3.1 Datasets

One of the difficulties that face researchers in the anonymity networks field is the lack
of an anonymity dataset. In some of the anonymity research papers, the used data is
collected in a simulated environment [23,32]. Others used data that were collected by
the researchers themselves [16,20,26,33]. The most common issue that researchers
face in the anonymity field is that these anonymity tools provide anonymity to the
users; thus collecting the data and making it publicly available might affect the privacy
of the users of the anonymity tools. Consequently, the research in this field ends up
using data collected from a simulated environment or collected by the researchers
themselves. The traffic on the anonymity networks relies on passing the users’ data
through multiple stations on the network (nodes, for example). These stations pass
traffic for multiple users; collecting the data from these stations will include traffic
for other users which means that usually the research needs to run a station (node)
and modify the way they collect the data to include only their traffic. Anonl7 [13]
is a dataset for three anonymity tools: Tor, JonDonym and I2P. This data is prepared
and made publicly available without affecting the privacy of the users. To this end,
the IP addresses of the users have been removed. The payload information is used
only for statistical measurement and then is removed. This is because Anonl7 aims
to provide a publicly available anonymity dataset which could be used to study the
aforementioned anonymity tools. The dataset includes several applications used on
these anonymity tools as well as several obfuscation techniques that are used on some
of these tools. Consequently, the dataset could be used for multiple types of research.
More detailed information regarding Anonl7 could be found in [13].

8.3.2 Artificial intelligence and data analytics

In the following, we summarize the traditional and nature-inspired artificial intel-
ligence techniques that are mostly used in the literature for encrypted traffic data
analysis.

8.3.2.1 Decision tree—C4.5

C4.5 [34] decision tree is a well-known traditional artificial intelligence technique.
The goal of C4.5 is to create a model that predicts the value of a target variable
by learning simple decision rules inferred from the data features. It is supervised
machine-learning algorithm where a tree is build. C4.5 decision tree defines a relation
between the instances, attributes and classes on a training set of data. The trained tree
can then be used to classify unseen instances based on the relationships built during
the training phase. The tree divides the training set into subsets starting at a root node.
The root node represents an attribute that split the training set best. The tree then split
again on another decision node based on another attribute. The split decision is based
on entropy and information gain. The entropy of a training data (7") with ¢ classes is
calculated as shown in the following equation:

Entropy(T) = Y pilogap; (8.1)
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The probability p; is calculated as the number of instances in class i over the total
number of instances, c¢. The information gain of an attribute 4 on the training data (7')
is calculated as shown in (8.2) where v represents the possible values of attribute 4.
T, is a subset of the training data (7') that has the value v of attribute 4. More detailed
information on C4.5 could be found in [34].

T,
InformationGain(T, A) = Entropy(T) — Z ?Entropy(Tv) (8.2)

8.3.2.2 Random forests

Random forests [35] is an ensemble of trees working together as a supervised classi-
fier to predict an outcome. Again, this algorithm can be categorized as a traditional
artificial-intelligence technique. Random forests build multiple decision trees, then
for a given input, a vote decides the classification results based on the majority of
the results of the trees. A tree on the random forests ensemble is built by selecting a
set of features randomly at each node and splitting on these features. The instances
are selected randomly from the training set with replacement. The rest of the training
set (out of bag) is used to calculate the error of the tree. One of the features that ran-
dom forests offers is to avoid over-fitting. At the same time, random forests lacks the
interpretability that C4.5 offers. More detailed information on random forests could
be found in [35].

8.3.2.3 Naive Bayes

Naive Bayes [36] is a supervised classier known for its simplicity to build. It is a
popular traditional artificial intelligence technique from the family of probabilistic
classifiers. Naive Bayes is based on Bayes’ theorem with an assumption of indepen-
dence between features. The assumption that a feature (x) on a class (¢) is independent
from other features is called the class conditional independence. If the likelihood
P(x|c) is the probability of feature x given class ¢, P(c) is the prior probability of
class ¢ and P(x) is the prior probability of feature x. Then, the posterior probability
of class c, given feature x, P(c|x) is calculated as
(P(x[c)P(c))
P(clx) = P() (8.3)
The likelihood function P(x|c) is evaluated for the observed data x (feature) and
it is shown as a function of ¢ [37].

8.3.2.4 Bayesian network

Bayesian network (belief network) [38] is a probabilistic graphical model which uses a
combination of graph theory and probability theory. The graph describes the relations
among random variables shown as nodes on the graph. Links on the graph represent
the relation (probabilistic dependencies) among the random variables. Bayesian uses
a directed acyclic graph model where links are directed to show the causality among
the random variables. Nodes on the graph are represented as well by conditional
probability distribution which in a discrete model can be represented as a conditional
probability table for quantifying the relations among the nodes. To demonstrate how
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the Bayesian Network represents a direct graph for a probability distribution [37],
assume a joint distribution p(a, b, ¢) for the variables a, b and c. The joint distribution
p(a, b, c) can be rewritten using the following probability rule:

p(a,b,c) = p(cla, byp(bla)p(a) (8.4)

The above equation could be represented by a graph where the three random
variables are represented by three nodes. The conditional probabilities are represented
by links on the graph between the nodes. For example, the p(c|a; b) could be presented
by links from node a and node b to c. A link from node a to node b will present p(b|a).
The graph will not show any link for p(a) because it has no conditional probability.
Indeed, a graph could be drawn for more than three variables. Bayesian networks
have become extremely popular in early 2000s as a traditional artificial intelligence
technique. They are ideal for combining prior knowledge, which often comes in causal
form, and observed data.

8.3.2.5 Self-organizing map

The self-organizing map (SOM) is an unsupervised learning algorithm based on arti-
ficial neural networks [39]. Therefore, it is a nature-inspired artificial intelligence
technique that is inspired by the way biological nervous systems, such as the brain,
process information. The key element of this paradigm is the novel structure of the
information processing system. It is composed of a large number of highly intercon-
nected processing elements (neurons) working in unison to solve specific problems.
In the SOM framework, the topology of the resulting neurons resembles that of the
original data given the interaction between the best matching unit (BMU), updating
neighborhood and annealing schedule; albeit as projected into a typically 2D topol-
ogy. In practice, the SOM training process usually consists of two phases: coarse
training, during which the topographic order of the SOM is formed, and fine training,
for obtaining a more accurate final state with the same total number of training steps
as original training procedure. The trained SOM preserves the topological properties
of the input space and therefore can be used as a data analytics tool to visualize and
analyze the high-dimensional data. Moreover, SOM has the ability to generalize data
from the training set. Characteristics of each new input can be derived by identifying
its BMU and quantization error.

8.3.3 Flow exporters

A computer network traffic flow is a sequence of packets from a source computer
to a destination. RFC 2722 defines traffic flow as “an artificial logical equivalent
to a call or connection” [40]. Flow exporter tools use the following five tuples to
aggregate network packets to define a traffic flow over a given duration of time. The
five tuple information includes the source IP address, the destination IP address, the
source port, the destination port and the protocol of a network packet. Flow analysis
employs statistical information extracted from the packet headers of a flow.
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There are many flow analysis tools [40] commercially available such as Cisco
NetFlow,’ Juniper J-Flow® and InMon sFlow® or open source ones such as Softflowd,
Argus'! [40], YAF,'? Maji,'® Tcptrace!* and Tranalyzer.!> Most of these tools support
extracting flows from captured network traffic logs (PCAP (packet capture), tcpdump,
etc.) or directly from the network. Flow analysis first requires collecting (capturing)
packets (data). Then, converting these packets into flows, and finally analyzing these
flows. Some of the flow analysis tools contain the flow exporter only and require a
collector, others have the collector and the exporter integrated into the tool itself [40].

Even though flow analysis tools use mostly the same five-tuple to extract flow
information, they differ in multiple ways such as the number of generated features, the
definition of flow timeout and the ability to configure this value, the number of gen-
erated flows, the supported form of captured traffic and so on. Few of the open-source
flow analysis tools have been tested for the purpose of analyzing multilayer-encryption
anonymity networks. As aresults, Tranalyzer has been selected for use as the flow anal-
ysis tool in our research. Once the flows are exported using Tranalyzer, information
such as the source IP address, the destination IP address, source and destination port
numbers as well as flow start and end times are removed from the analysis to ensure
that the classification process is not biased using this information. This is important
since IP addresses could be spoofed and applications could use dynamic port num-
bers on today’s Internet. Specifically, in most of the multilayer-encryption anonymity
networks, the port number is configurable. For example, Pluggable transports can be
configured even to use well-known ports such as port 80 or port 443.

8.4 Empirical evaluations

In this section, we present empirical evaluations performed on the publicly available
ANONI17 dataset using the traditional (conventional) and nature-inspired artificial
intelligence and data-analytics-based approaches. In these evaluations, the following
well-known performance metrics are used. The first metric Accuracy is defined as
the summation of true positive (TP) and true negative (TN) values divided by the
total number of instances (N), as shown in (8.5). For example, when measuring the
accuracy of the classification for the browsing application, TP is the total number
of instances classified correctly as browsing. TN is the total number of instances
classified correctly as non-browsing. As shown in (8.6), precision is the ratio of TP

7Cisco Netow. http://www.cisco.com/c/en/us/products/ios-nx-os-software/ios-net

8Juniper J-Flow. https://www.juniper.net/documentation/enUS/junose10.3/information-products/topic-
collections/swcong-ip-services/id-37225a.html

InMon sFlow. http://www.inmon.com/technology/index.php

19Softowd. http://www.mindrot.org/projects/soft

https://qosient.com/argus/

2http://tools.netsa.cert.org/yaf/index.html

Bhttps://research.wand.net.nz/software/maji.php

4http://www.tcptrace.org/

STranalyzer2. http://tranalyzer.com/
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divided by the summation of TP and FP. If the classifier classifies an instance as
browsing and the right type is not browsing then this is considered as an FP measure.
The opposite occurs when the classier classifies an instance to be non-browsing while
it is a browsing instance, then this is a false negative (FN). Equation (8.7) defines the
recall as the division of TP over the summation of TP and FN. The relation between
the precision and recall is shown in (8.8).

TP+ IN

A = 8.5
ccuracy v (8.5)
o TP
Precision = ——— (8.6)
TP 4+ FP
TP
Recall = ——— (8.7)
TP + FN
2 x Precisionx Recall
F — Measure = (8.8)

Precision + Recall

These evaluations employ flows, circuits and packets to understand and to model
the encrypted traffic on the aforementioned anonymity networks. These evalua-
tion aim to shed light into the amount of information that could be extracted from
the encrypted traffic, and the possibility of identifying different behaviors of the
applications (services) or hosts on the multilayer-encryption anonymity networks.

The circuit level and the flow level approaches both give a high level of classifi-
cation accuracy. Even though the machine-learning algorithms used in this research
are similar in both approaches, the same algorithm gives a different accuracy depend-
ing on the approach used. The details of these results are discussed in the following
sections.

8.4.1 Using circuit level information

In this approach, the circuit level classification uses the attributes of the cell as
described in [20,27]. The part of the ANON17 dataset used consists of 60% browsing,
20% streaming and 20% BT activities. Table 8.1 shows the results for the off-line
circuit level classification. In this case, accuracy reached to 100% when using the
C4.5 classier with 70% of the instances as the training set. When 10-fold cross-
validation was used, the best accuracy was 94.9% using the random forest classier. In
Table 8.1 (and thereafter), “split” refers to the results obtained on the test dataset (30%
of the data) using the model generated from the training dataset (70% of the data). On
the other hand, “CV” refers to the results obtained using the 10-fold cross-validation
on the whole data.

8.4.2 Using flow level information

While the cell-based approach could only be used for the Tor anonymity network,
flow-based approach could be used for all the aforementioned anonymity network.
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Table 8.1 Circuit level classification results using distribution of classes similar
to [20] on Tor network

Classifier Partition Accuracy F-measure

Browsing Streaming BitTorrent

Bayesian networks Split 0.986 0.99 0.97 1
(6)Y 0.877 0.89 0.82 0.98
Naive Bayes Split 0.986 0.99 0.97
Ccv 0.945 0.95 0.88 1
C4.5 Split 1 1 1 1
CVv 0.932 0.94 0.83
Random forest Split 0.972 0.98 0.97 0.96
Ccv 0.949 0.96 0.88 1

8.4.2.1 Experiments with I12P traffic

The I2P network uses separate tunnels for the outgoing and incoming traffic. The
tunnels are used to send and receive messages, to communicate with the netDb and to
manage the tunnels. Consequently, the messages which travel through the user’s tun-
nels do not always represent only the messages traveling between the users. Given that
the tunnels contain these control and user messages mixed together and the incom-
ing/outgoing tunnels are separated, it becomes important to understand the effect of
such a design in terms of anonymizing the traffic flow behaviors of a user’s activi-
ties. In this section, we study (i) the ability to identify the type of application a user
is using; (ii) the effect of bandwidth participation on the aforementioned ability;
(ii1) the effect of bandwidth participation on the ability to profile a user and
(iv) regardless of the application used, the ability to profile the user and to distin-
guish between different users by observing the tunnels. To this end, we employ the
part of the ANON17 dataset that includes the browsing, chat and file downloading
applications running on the I2P network. The reason behind choosing these appli-
cations is that they are the most used ones on the I12P [41]. It should be noted here
that before analyzing the traffic, all the IP addresses and payloads are removed. In
addition, the encryption used on I2P anonymity network keeps the users’ data private.
The analysis of the collected data includes tunnel-based data analysis, applications
and user-based data analysis and tunnel clustering as described below.

Tunnel based data analysis

Here, the focus is on differentiating application tunnels from exploratory and par-
ticipating tunnels.'® Exploratory tunnels are used for management (administration
traffic of the I2P network) and also for testing purposes. The participating tunnels are
used for relaying other users’ traffic. Table 8.2 shows the results from the perspective

1612P: Peer profiling and selection. https://geti2p.net/en/docs/how/peer-selection
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Table 8.2  Binary classier based on traffic flows on the I2P tunnels

TP-rate FP-rate TN-rate FN-rate

Application tunnels 0.875 0.288 0.712 0.125
Others (exploratory and participating tunnels)  0.712 0.125 0.875 0.288
Accuracy 82.04%

Table 8.3 Tunnel based traffic flow analysis for different applications on the I2P

TP-rate FP-rate TN-rate FN-rate

[2Psnark 0.661 0.033 0.967 0.339
JIRCii 0.778 0.084 0.916 0.222
Eepsites 0.531 0.143 0.857 0.469
Others (exploratory and participating tunnels)  0.755 0.152 0.848 0.245
Accuracy 70.3%

of a binary classification problem in which one represents the “applications” and the
other represents “other” shared traffic. In this case, the analysis shows that these two
groups of traffic can be differentiated in I2P tunnels with up to 82% accuracy on the
test data, which was unseen by the classier during the training phase.

The other goal is to analyze for what purpose a tunnel might be used. In this
case, if an application is running, then the tunnels related to that application are
extracted and labeled. In the experiments performed for this goal, the following
three applications on the I2P network are employed: 12Psnark, jIRCii and Eepsites.
The Eepsites tunnels, which are the client tunnels, might be used for another appli-
cation on the I2P network. They also stay alive all the time that the user is online. On
the other hand, the I2Psnark (jJIRCii) tunnels stay alive as long as the user uses the
application. The shared client tunnels could be used for I2Psnark (if the user changes
the setting) but the default setting is for using the jIRCii tunnels. The exploratory and
participating tunnels stay alive as they are. Aiming to shed light on the purpose for
which a tunnel might be used is a very challenging problem. However, the results still
achieved 70% accuracy (on the unseen test data) in predicting the potential purpose
of a tunnel on the 12P network by just analyzing the traffic flow features, Table 8.3.

Applications and user-based data analysis

In this part of the analysis, the effect of bandwidth participation on the 12P network
was examined using two scenarios: (i) traffic profiling and (ii) user profiling. In the
traffic profiling scenario, we explore whether an attacker could identify the different
applications running in encrypted I2P tunnels. Specifically, we want to understand
the effect of the existence of exploratory and participant tunnels on the ability to
identify application types. On the other hand, in the user profiling scenario, we
explore whether an attacker could identify different users of the I12P tunnels based on
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their behaviors. In this case, we want to understand the effects of shared bandwidth
on this ability. What follows is a summary of the results of both scenarios in addition
to the effect of the protocol separation — TCP vs UDP (Transmission Control Protocol
vs User Datagram Protocol) on the test data. Table 8.4 shows the accuracy per appli-
cation for the traffic and user profiling when the amount of shared bandwidth is 80%,
which is the default case on the I2P network. The accuracy measures the percentage
of correctly classified instances out of all instances. It should be noted here that even
though both the IP addresses and the port numbers were not used in the analysis, the
result could achieve 80%—86% accuracy for differentiating one user from another.
However, it seems like differentiating traffic behavior in terms of protocols is much
more challenging.

The configuration for the empirical evaluations presented in Table 8.3 was
achieved under the default bandwidth configuration (300 kbps in, 60 kbps out) of
an I2P client. Under this setting, the bandwidth participation is 80% which is equal to
48 kbps. Then, to observe and study the effect of the bandwidth participation on I12P
anonymity, we changed this setting to 0%. In both cases, the floodfill was disabled.
Table 8.5 presents the results of the analysis of the traffic and user profiling when the
bandwidth participation was set to 0%. Effectively, this does not allow any bandwidth
sharing. In this case, while the accuracy of user profiling decreases, the accuracy
of traffic profiling increases. Intuitively, this was expected because with no traffic

Table 8.4 Summary of application and user profiling on I2P

80% Bandwidth participation

Number of instances (flows) Accuracy (%)
Traffic profiling 190,000 47.4
Traffic profiling TCP only 61,453 61.7
Traffic profiling UDP only 128,547 56.3
User profiling 189,906 81.8
User profiling TCP only 62,882 86.0
User profiling UDP only 127,024 79.8

Table 8.5 Summary of application and user profiling on I12P without bandwidth

sharing
0% Bandwidth participation
Number of instances (flows) Accuracy (%)
Traffic profiling 195,081 73.7
Traffic profiling TCP only 40,075 65.6
Traffic profiling UDP only 155,006 75.7
User profiling 195,081 66.7
User profiling TCP only 40,075 81.7

User profiling UDP only 155,006 63.2
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sharing, finding patterns in the tunnels is more likely to happen. However, under
the same conditions, identifying users without using IP addresses and port numbers
becomes more challenging.

8.4.2.2 Experiments with JonDonym traffic

JonDonym anonymity network has two forwarding options: TCP/IP forwarding and
Skype forwarding. Moreover, the JonDo client software includes an option for the user
to enable the obfuscation. This obfuscation on JonDonym counts on forwarding the
connection to another JonDonym user, instead of connecting directly to the network
to obfuscate the connection to the JonDonym network. This motivated us to study
the traffic flow behavior of the forwarding techniques used on JonDonym. To this
end, JonDonym traffic without any obfuscation will be studied first and then will be
compared with the TCP/IP and Skype forwarders used on JonDonym.

The JonDonym data employed in this analysis is the JonDonym part of the Anon17
dataset. In addition, the LBNL/ICSI dataset [42] was employed as the background
traffic. It contains network traces collected from more than 100 h of activities for
several thousands of hosts. The data size is 11 GB. The data is publicly available in a
PCAP form. The data is distributed over several small PCAP files. For this research,
a total of 211,370 flows was extracted from approximately 1.5 GB of data. Table 8.6
shows that JonDonym traffic flows could be distinguished from the other background
traffic with a high accuracy.

The background data contains a vast number of applications and protocols. Some
of the applications or the protocols appear just a few times while others have a high
number of appearances in the data. Thus, in the next part of the analysis, instead
of having just one class (Background), the data is studied using 12 classes (HTTP,
HTTPS, IMAPS, SNMP, NETBIOS-SSN, DNS, POP3, LPD, EPMAP, SMTP, SSH
(Secure SHell) and Other). Table 8.7 shows the results of this analysis. In this case,
the overall accuracy is decreased by 2% compared with the previous analysis.

Users on the JonDonym network also have the option of using the TCP/IP for-
warding to connect to JonDonym through other users of the JonDonym network. To
perform this, a user needs to solve a strong CAPTCHA (completely automated public
turing test to tell computers and humans apart) before establishing the connection.
The other option is to use the Skype forwarding option. In this case, a user needs
to have a Skype account to log in. Then, the user selects Skype as the forwarding
option. The JonDo client sends the connection to Skype to forward the connection
to the JonDonym network. Table 8.8 shows the results on the analysis of JonDonym,
Skype Forwarder, TCP/IP Forwarder and the background applications.

Table 8.6 JonDonym flow analysis results

TP-rate FP-rate Precision F-measure
JonDonym 0.997 0 1 0.998
Background (LBNL/ICSI) 1 0.003 1 1

Accuracy 99.99%
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Table 8.7 Background applications and JonDonym flow analysis

TP-rate FP-rate Precision F-measure

HTTP 0.986 0.013 0.981 0.984
HTTPS 0.897 0.004 0.919 0.908
IMAPS 0.88 0.001 0.900 0.888
SNMP 0.998 0.000 0.996 0.997
NETBIOS-SSN 0.974 0.002 0.971 0.972
DNS 0.997 0.000 0.998 0.998
POP3 0.982 0.000 0.969 0.975
LPD 0.998 0.000 0.998 0.998
EPMAP 0.993 0.000 0.988 0.990
SMTP 0.948 0.000 0.961 0.955
SSH 0.455 0.000 0.613 0.522
OTHER 0.973 0.006 0.976 0.974
JonDonym 0.999 0.000 1.000 1.000
Accuracy 97.99%

Table 8.8 Background applications and obfuscated JonDonym flow analysis

TP-rate FP-rate Precision F-measure

HTTP 0.986 0.012 0.982 0.984
HTTPS 0.900 0.004 0.920 0910
IMAPS 0.888 0.001 0.906 0.897
SNMP 0.997 0.000 0.997 0.997
NETBIOS-SSN 0.973 0.002 0.970 0.972
DNS 0.998 0.000 0.998 0.998
POP3 0.979 0.000 0.977 0.978
LPD 0.998 0.000 0.998 0.998
EPMAP 0.992 0.000 0.991 0.992
SMTP 0.956 0.000 0.958 0.957
SSH 0.437 0.000 0.591 0.502
OTHER 0.974 0.006 0.977 0.975
JonDonym 0.999 0.000 1.000 1.000
SKYPEFWD 0.992 0.000 0.983 0.988
TCPIPFWD 0.988 0.000 0.996 0.992
Accuracy 98.04%

8.4.2.3 Experiments with Tor traffic

In this section, we explore the behavior of Tor network using flow analysis under two
scenarios, specifically when Tor anonymity system is used without obfuscation and
when it is used with obfuscation, i.e., Tor pluggable transports.
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Table 8.9 Flow level classification results using uniformly distributed classes
of application on Tor network

Classifier Partition  Accuracy F-measure

Browsing Streaming BitTorrent

Bayesian networks Split 1 1 1 1
CVv 0.992 0.99 0.99 1
Naive Bayes Split 0.947 0.98 0.91 0.94
Ccv 0.933 0.98 0.90 0.93
C4.5 Split 0.987 0.98 0.98 1
Ccv 0.972 0.96 0.98 0.98
Random forest Split 0.987 0.98 0.98 1
Ccv 0.988 0.99 0.98 0.99

Table 8.10 Flow level classification results using distribution of classes similar
to [20] on Tor network

Classifier Partition  Accuracy F-measure

Browsing Streaming BitTorrent

Bayesian networks Split 1 1 1 1
CvV 1 1 1 1
Naive Bayes Split 1 1 1 1
CV 0.957 0.99 0.89 0.91
C4.5 Split 0.976 0.98 1 0.93
(6\Y% 0.993 0.99 1 0.98
Random forest Split 1 1 1 1
(6\Y% 0.986 1 0.96 0.96

Tor without obfuscation

In this scenario, the dataset consists of the uniform distribution of three classes:
browsing, streaming and BT. The reason these three classes are chosen to be able to
compare this analysis with the circuit-based analysis performed in section. Even
though the amount of data transferred by the streaming and the BT circuits is larger
than the browsing circuits, they are similar in terms of the number of flow instances.
Thus, the number of flows is approximately the same for each class. Table 8.9 shows
the results when using the uniform distribution of the three classes. The results are
88%—100% when using 70% of the instances as the training set. When using 10-
fold cross-validation, results are 86%—99%. It should be noted here that the dataset
employed in [20] consists of 60% browsing instances, 20% streaming instances and
20% BT instances. They generated such a dataset to mimic the traffic distributions
of Tor users [20]. To make the results of this flow-level-based approach comparable
to theirs, the data is down-sampled to the same percentages. In this case, Table 8.10,
the results still show high accuracy in both the split and the cross-validation cases.
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The circuit level classification requires access to the network connection traffic
between the user’s machine and the Tor relay. Moreover, in the circuit level classifi-
cation, access to the relay itself is required. That means the circuit level classification
has its limitations in terms of who can use it. On the other hand, the flow level clas-
sification can be performed on any captured data. From the availability perspective,
flow level classification is easier to apply compared to the circuit level classification.
The tools used in the flow level classification are available online. These tools include
traffic capturing (such as Tcpdump) and flow exporters for generating the traffic flows
(such as Tranalyzer). Capturing data in circuit level classification which is ready to
be classified by the learning algorithms requires additional effort compared to the
flow level classification data. Tor itself and Tor’s tools can be used to provide such
information about the usage of Tor’s circuits and cells. However, both of these provide
a limited amount of information. For instance, the cell statistics feature (CELL STAT)
which was introduced in Tor version 0.2.5.2-alpha is only available when Tor is work-
ing in the test mode.'” STEM'® can provide the user with information about Tor as
well. It provides a library for the user to communicate with Tor using the Tor control
protocol. It can generate useful information about the circuit, bandwidth usage, etc.
However, Tor, again, needs to be working in the test mode.

Tor with obfuscation

Tor pluggable transport systems'® work to provide access to the Tor network in adver-
sarial environments. They achieve this by focusing on obfuscating the traffic or hiding
the content of the packets in a way that makes it hard for the adversaries when to detect
the connection to the bridges or using deep packet inspection. In this study, the flow
analysis technique is used to explore the resistance of Tor pluggable transports, i.e.,
Tor with obfuscation, against such adversaries.

Given that pluggable transports obfuscates (hides) the Tor traffic using different
protocols, the part of the ANON17 data analyzed for this purpose include HTTP,
HTTPS, SSH, BT and encrypted BT traffic as background traffic. Table 8.11 presents
the number of flows for the background and the pluggable transports traffic for this
analysis.

Again, we use Tranalyzer as the flow exporter and the C4.5 decision tree as the
classifier. For this encrypted traffic analysis, we first explored whether obfuscated and
encrypted Tor traffic could be differentiated from other encrypted or not encrypted
network traffic. The results for this analysis is shown in Table 8.12.

Then, we explored whether different types of obfuscated and encrypted Tor traf-
fic could be differentiated from other encrypted or not encrypted network traffic.
The results for this multi-class traffic analysis is shown in Table 8.13. These results
show that an adversary who has the means to perform flow analysis on Tor Traf-
fic could achieve a high accuracy in detecting even the obfuscated Tor (pluggable
transports) traffic. The pluggable transports are designed to hide or obfuscate the

https://gitweb.torproject.org/torspec.git/tree/control-spec.txt
8https://stem.torproject.org/
9Tor pluggable transports. https://www.torproject.org/docs/pluggable-transports.html.en
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Table 8.11 Traffic employed for the analysis of Tor with obfuscation

Background traffic
Type HTTP HTTPS SSH Encrypted BT
Number of flows 182,725 8,058 54,214 116,440 198,302
Total 559,739
Tor pluggable transports traffic
Type Obfs3 FTE ScrambleSuit ~ Meek Flashproxy
Number of flows 15,356 106,549 16,953 43,152 172,331

Total 354,341

Table 8.12  Evaluation results for obfuscated Tor vs background traffic—binary

classification
Traffic type TP-rate FP-rate Precision F-measure
Background (non-Tor) 0.997 0.003 0.998 0.998
Obfuscated Tor 0.997 0.003 0.995 0.996
Overall correctly classified instances 99.7%

Table 8.13  Evaluation results for obfuscated Tor vs background

traffic—multi-class classification

Traffic type  TP-rate

FP-rate Precision F-measure

Background (non-Tor) traffic HTTP 0.99
HTTPS 0.94
SSH 0.99
BT 0.94
BT-Encrypted 0.89
Obfuscated Tor traffic FTE 0.99
ScrambleSuit  0.98
Meek 0.99
Flashproxy 0.99
Obfs3 0.99

Overall correctly classified
instances

0.001
0
0
0.025
0.009
0
0.001
0
0.001
0

97%

0.99
0.95
0.99
0.84
0.96
0.99
0.92
0.99
0.99
0.99

0.99
0.95
0.99
0.89
0.92
0.99
0.95
0.99
0.99
0.99
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content of the Tor connection, not the flow. Thus, the traffic flow analysis could
identify Tor traffic even with the existence of such obfuscation techniques. For exam-
ple, ScrambleSuit changes the distribution of the packet length and the inter-arrival
time of the traffic, but the duration is still a factor in classifying this type of traffic.
On the other hand, Obfs3 does neither change the distribution of the packet length
nor the inter-arrival time. This makes the packet size an important feature that profiles
the Obfs3 traffic. Moreover, Flashproxy changes the connection to the user based on
the IP addresses of the Flashproxy-supported websites. Thus, in this case, the size
gains more importance compared to the duration as well. These evaluations seem
to indicate that pluggable transports, i.e., obfuscated Tor traffic, could be classified
with a high (98%) accuracy. When the decision tree and information gain results
are analyzed, the learned model shows that the most important features indicating
the presence of these behaviors in the traffic are duration, number of bytes sent and
maximum packet size. However, it should be noted here that the detection rate might
change based on the background traffic characteristics. For example, FTE obfuscates
by making the regex of the Tor encrypted traffic look like the regex of HTTPS traffic.
This makes the inclusion of HTTPS traffic, in the training dataset, a very important
factor for artificial intelligence/machine-learning-based classifiers.

In summary, flow analysis is used to identify both the obfuscated and the non-
obfuscated traffic on the multi-layer-encryption anonymity networks, specifically I12P,
JonDonym and Tor. On the I2P network, there are no obfuscation tools available yet.
So our analysis of the encrypted traffic on I2P focused on the effects of tunneling and
bandwidth sharing from the perspective of application and user classification. On the
JonDonym network, there are two obfuscation tools, so we analyzed the encrypted
traffic both with obfuscation (using each tool) and without obfuscation. In this case,
we concentrated on application and as well as protocol classification. On the Tor
network, there are many obfuscations tools available for users. Thus, we analyze
the encrypted traffic created with each of these obfuscations tools on Tor as well
as analyzing the encrypted traffic Tor generates without any obfuscation. Similar to
JonDonym analysis, in this case we again focused on the application and protocol
classification. In all cases, our results show that network metadata available in traffic
flows do reveal enough information to classify applications and protocols with high
accuracy. Similar trends and results are also obtained by Pescape et al. in [43].

8.4.3 Using packet level information

Flow-analysis-based encrypted traffic classification has satisfactory results in under-
standing anonymity networks even with the existence of the obfuscation techniques.
However, flow analysis has its limitations as well. One of the obstacles in using flow
analysis is the fact that the packets need to be aggregated to flows. Moreover, the
higher the amount of data traffic and the number of features representing a flow, the
higher the computational cost to export flows and extract features. In large scale net-
works, this may require high CPU resources and time. This was a big motivation for
seeking the possibility of improving flow analysis to give better results in less time.
The anonymity networks have their way in dealing with traffic within the network.
The unit that is used on the Tor network is the cell. The size of the cell is 512 bytes.
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The Tor user (client) installed on the client’s machine divides data sent by the client
to the Tor network into fixed size cells. When these cells arrive at the transport layer
and beyond, they are considered to be like any other normal traffic according to the
protocol used. The cells will be packed inside packets and traverse like other packets
on the network. There are research papers on studying the link between the packets
and the cells. The point here is that the fixed size cells have some proportion to the
number and the size of the packets. On the other hand, how applications or protocols
work in general has a sort of repetition in the data flow. For example, accessing a
web server starts by sending a request to the web server then waiting for the server to
reply while data travels back and forth to the web server. Whenever another access to
the web server is taking place, the process is repeated. This type of pattern exists to a
certain level in many applications. On the anonymity network, the pattern is used as
well but it is more complex. The obfuscation techniques aim to make identification of
such patterns difficult. In addition, on all anonymity networks, the anonymity level
is increased when there are more users. The reason behind this is the difficulty of
finding patterns when the number of users is large. Also, on some of these anonymity
networks, users relay data of other users in addition to their own data and messages
related to managing the connection to the network.

On the anonymity networks, the users’ data contains mostly overhead due to
encryption operations and managing the connection to the network. This requires that
the users maintain a connection to the network all the time. No matter what obfus-
cation technique is used to avoid inspecting packets, the aforementioned behavior
cannot be hidden. ScrambleSuit aims to alter the this flow behavior between the user
and the ScrambleSuit server. This produces a different pattern, but it is still identi-
fiable. Another aspect of packets’ behavior is the direction of dialog in the process
of communication. For example, when watching a video stream, the direction of the
data is mostly from the server to the user with little from the user to the server. The
point here is that the application has its influence on the direction that the data will
take back and forth.

Based on the above observations, Shahbar ef al. proposed the following packet
features to analyze the multi-layer encrypted anonymity networks traffic: maximum
packet size, frequency of maximum packet size, second maximum packet size, fre-
quency of the second maximum packet size, packet sequence and sequence speed.
The authors proposed a new approach—called packet momentum—to integrate these
packet features. Their results on ANON17 dataset show that the use of packet momen-
tum to identify applications running on the anonymity networks and to identify
obfuscated traffic used on anonymity networks is not only very successful (up to
98% accuracy) but also computationally very efficient. A more detailed discussion
of their approach could be fund in [44].

8.4.4 Nature-inspired learning for encrypted traffic analysis

In all of the above evaluations, the results presented are obtained by well-known
traditional artificial intelligence and learning techniques. These results show that these
techniques tend to work well when labels, in other words, ground truth information
is available for the training datasets used for this type of data analytics. However,
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Figure 8.1 Clustering of encrypted tunnels on the SOM

in practice, even though network traffic data might be available to analyze, ground
truth about such data may not be available, i.e., labels for network packets or network
flows or circuits may not be known. In such cases, we found that nature-inspired
unsupervised learning algorithms such as SOMs may be very effective to use for
analyzing network traffic at all levels. Therefore, we employed SOMs to cluster and
visualize the different patterns (if any), which may exist in the data of the tunnels
captured in ANON17—I2P dataset. For this purpose, SOM toolbox [45] was used.
Figure 8.1 presents the visualization of the data clusters on the SOM where the network
traffic includes four tunnels, namely, (i) I2PSnark, (ii) jIRCii, (iii) Eepsites and
(iv) exploratory and participating tunnels. In this figure, SOM is trained on unlabeled
data and then to check the similarities that we know, we superimpose the four different
colors to represent the four clusters after training the SOM map. In this case, the
yellow hexagons represent the 12PSnark tunnels. The magenta hexagons represent
the exploratory and participating tunnels. The red ones represent the jIRCii tunnels,
whereas the green ones represent the Eepsite tunnels on the SOM. Based on how
these clusters are distributed on the map, the Eepsite tunnels seem to overlap with
the exploratory and participating tunnels, namely the magenta ones. Intuitively, this
follows the process regarding how the I2P tunnels are used. The 12PSnark and the
JIRCii both use separate tunnels. On the other hand, the client tunnels are the tunnels
which are used for the Eepsites. Thus, if we merge the Eepsites tunnels with the
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Figure 8.2 Clustering of encrypted tunnels on the SOM after Eepsites tunnels are
merged with the exploratory and participating tunnels

exploratory and participating tunnels, the clustering of the behaviors would look like
as shown in Figure 8.2. In summary, SOM results help us to understand the behavior of
the tunnels in terms of which behaviors in the traffic are similar to which ones when
running different applications. The evaluations show that the effect of bandwidth
sharing on the anonymity level of the I2P network could be identified even if the
ground truth about the data is not known as long as the similarities in the data could
be identified.

8.5 Conclusions and future work

Multilayer-encryption anonymity networks provide privacy which has become a sig-
nificant concern on today’s Internet due to many attacks and privacy breaches. The
anonymity and privacy these networks provide is a double-edged knife. Increasing
attacks, threats and misuse of such valuable anonymity services trigger the need to
identify such anonymity networks. Moreover, the implementation of the obfuscation
techniques hardens the identification of such networks. Consequently, the artificial
intelligence and data-analysis techniques used, the features and the data employed
in the classification of encrypted traffic on such networks become very challenging.
To this end, we have discussed ANON17 dataset, cell features, traffic flow features
and packet features used as well as the traditional and nature-inspired artificial intel-
ligence and data analysis techniques used in the literature. We studied the results
in terms of traffic classification accuracy and efficiency. Our analysis and study
indicate that traditional artificial intelligence techniques work accurately and effi-
ciently when there is labeled data (ground truth) available to train the aforementioned



206 Nature-inspired cyber security and resiliency

techniques. On the other hand, if there is no labeled data available, nature-inspired
unsupervised learning algorithm such as SOM provide an effective and clear way to
analyze and visualize different behaviors in encrypted traffic flows. This in return
provide an intuitive data analytics approach for network engineers and experts to
understand the similarities in the data given the known behaviors in the traffic. Our
research also indicates that there is more need for publicly available datasets such as
Anonl7. Including additional applications as they developed on anonymity networks
would be a much needed research direction in the future. Furthermore, analyzing
other anonymity systems based on the anonymity factors and evaluating them under
adversarial conditions would increase the research community’s knowledge in this
area. Finally, further investigation into packet momentum type of approaches would
be very necessary as our networks get faster and data gets bigger.
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Chapter 9

Bio/nature-inspired algorithms in A.I.
for malicious activity detection

Andria Procopiou’ and Nikos Komninos’

9.1 Introduction

Malicious software [1] is one of the main threats to networks and its assets, as
well as individual users. As we approach the Internet of Things (IoT) and cyber-
physical systems era, network traffic becomes more complex and heterogeneous.
In recent years, the number of devices connected to the Internet is increased expo-
nentially as well as big data that is produced from them. Also, each device comes
with its own protocols and standards. Furthermore, computing devices operate with
different protocols and standards and effective traffic monitoring becomes harder.
Hence, adversaries conduct more sophisticated attacks against networks, so the mali-
cious behaviour can be more difficult to be detected. Simplistic and one-dimensional
security countermeasures are likely to fail under such circumstances.

Artificial intelligence and particularly learning algorithms seems to be appropri-
ate for detecting cyberattacks. Using machine learning, fast and accurate detection
of malicious behaviour is more achievable than ever. A special branch of machine-
learning algorithms includes nature and bio-inspired algorithms. Such algorithms
followed models from nature, biology, social systems and life sciences. Some exam-
ples include genetic algorithms (GAs), swarm intelligence (SI), artificial immune
systems (AISs), evolutionary algorithms (EAs), artificial neural networks (ANNSs),
fractal geometry, chaos theory and so on [2].

Nature/bio-inspired algorithms have an advantage against traditional machine-
learning algorithms: they focus on optimisation. In detail, nature acts as a method
of making something as perfect as possible or choosing the most fitted samples
from a population. In practice, this family of algorithms applies these principles
in the form of optimisation and finding the best solution to the problem assigned.
In anomaly detection, the main objective is to identify the malicious behaviour, so
these algorithms use their best fit mechanisms to detect malicious abnormalities.
Another beneficial usage of nature/bio-inspired algorithms is to optimise the potential
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features used in attack’s detection. An optimal set of features is selected for efficient
malware detection but also for reducing the complexity and computational burden.
Additionally, nature/bio-inspired algorithms are highly flexible as they can accept a
mixture of variables in terms of type and continuity. This gives us the opportunity
to give a variety of different variable types which expand feature selection in such
algorithms.

In this chapter, we will explore how nature/bio-inspired algorithms are applied
in intrusion detection against different threats and attacks for various networks. The
first section of this chapter gives an introduction and in-depth explanation of how
the most popular nature/bio-inspired algorithms operate. Both the theoretical and
practical concepts are explained and how these algorithms operate to detect malicious
behaviour in the context of cyber security. The second section includes a selection
of the most notable and complete studies of anomaly detection using nature/bio-
inspired algorithms in networks and in low-resources systems such as cyber-physical
systems and IoT. In the third section, the techniques used and the results produced
are discussed. Finally, future direction on how nature-inspired algorithms could be
applied in detecting anomalies in such systems is presented.

9.2 Towards technology through nature

It can safely be stated that nature is the most suitable entity of solving hard and com-
plex problems. It is able to find the most suitable solution. It can also maintain the
balance between various components. Hence, computer scientists have been inspired
by it and created their own algorithms based on natural phenomena and procedures.
Bio/Nature-inspired algorithms simulate the nature at solving optimisation prob-
lems. In the next section, we group and explain the most popular bio/nature-inspired
algorithms as categorised in Figure 9.1.

Bio/Nature algorithms

Human
decision- . Swarm Evolution Nature
. intelligence
) making

~ J

i ificial | Artificial Genet1c Evolutlon Chaos
Garmme I*qu;y ral | immune alg/ | strategy/ theory
theory ogic prog. progr.

\

Particle Fish
swarm f§ swarm
opt. alg.

Figure 9.1 Bio/Nature-inspired algorithms taxonomy
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9.2.1 Terminologies of bio/nature-inspired algorithms

9.2.1.1 Populations
The term population is an important and vital concept in the field of bio/nature-
inspired algorithms. In biology and nature sciences, the term population defines
a group of either animals or people that belong to a specific kind/type and live in a
specific place [3]. In bio/nature-inspired algorithms, the term population refers to a
set of possible solutions to a specific problem. In every bio/nature-inspired algorithm,
the procedure starts with an initial population. An initial population is the first com-
mencing set of solutions or candidates, before the algorithm starts functioning, with a
specific size. Depending on the type of algorithm used, the population size can change.

The members of a population can be cooperative or competitive. In algorithms
that consist of population members that are cooperative, no new members will be
either added or deleted. On the other hand, in algorithms where the members of a
population are competitive only the fittest members will be included. This process is
iterative and on each iteration (called generation) the fitness of the current members
is compared to the new members generated. The weakest already existing members
are replaced with the strongest new members.

New members that can be potentially merged with the population must be eval-
uated through scoring. The score value is calculated based on the suitability of each
member’s solution [3].

9.2.1.2 Selection

The process of selection involves choosing one or more potential solutions to the
problem from the population. Depending on the bio/nature-inspired algorithm chosen,
a different selection procedure is adopted [3].

9.2.1.3 Crossover

In biology, crossover is the process in which a male and a female mate together to breed
offspring. In bio/nature-inspired algorithms, crossover does not consider genders, any
two candidates can mate to produce children. Crossover is mostly used in EAs [3].

9.2.1.4 Mutation

In biology, a mutation is a change in an organism’s DNA sequence. This change can
be either benign or malignant. In bio/nature-inspired algorithms “mutation” denotes
the asexual reproduction, so a child could be created from a single parent. Mutation
is mostly used in EAs. Through mutation, potential solutions can breed a child (new
solution, that is potentially slightly better) in the next generation. If a solution has
become optimal through mutation, it can become even more efficient [3].

9.2.2 Review of bio/nature-inspired algorithms

9.2.2.1 Artificial neural networks

ANNSs have been inspired by the biological neural networks present in animal brains
and was first introduced in 1943 by [4]. ANN models are inspired from biological
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neural networks that process an ‘acceptable’ information. Just as animal brains contain
biological neurons, ANNs contain a set of interconnected nodes, called artificial
neurons. Each connection between the different ANNs (analogous to synapses in
animal brains) helps the model of interconnected neurons (nodes) that communicate
with each other by exchanging information. The neurons are connected with a set
of adaptive weights that are tuned by a learning algorithm that accepts a great set of
inputs and decides how the weights between the nodes are going to be adapted.

ANN:Ss are ideal for pattern recognition. In this simplest form, there are three types
of layers in ANNS: the input layer that accepts the pattern data; the hidden layer that
applies the algorithm for deciding what the result should be and the output layer that
shows the result. Most of the models have at least an input and output layer. The input
layer accepts the pattern and the output layer gives the output pattern. The hidden
layer defines the interaction between the input and the output layers. A diagram of a
typical ANN architecture is shown in Figure 9.2.

ANNSs can be either supervised or unsupervised. Both of these processes are
iterative. In supervised training, the similarity between the actual and the supposed
output is calculated at each iteration. This is described in the form of a percentage
error. The calculation of the error is called backpropagation. At each iteration the
internal weights matrices are altered towards minimising this error at a low acceptable
percentage.

In unsupervised training, calculating this error percentage is not straightforward
due to the model not having an expected output. Hence, the model cannot estimate
the current output is from the ideal output. Instead, the model is iterated for a fixed
number of rounds.

There are different types of ANNs. All of them have common elements such as
neurons, weights, activation functions and layers. However, each type fits for different
tasks. Due to their versatile nature, not all of the types of ANNs can perform equally
well in every problem. There are various problems ANNSs in general can solve though,
including clustering, regression, classification and prediction problems. In Table 9.1,

[Input data] % II;I;%(ri(esr; c{;}t,%lrlt [Output data]

Figure 9.2 Artificial neural network architecture

Table 9.1 ANN architectures

Clustering Regression Classification Prediction

Self-org. map (1) Feedforward (1) Feedforward (1) Recurrent (1)

- Deep feedforward (1) Deep belief network (1) Deep feedforward (2)
- Recurrent (2) Deep feedforward (1) Feedforward (2)

- Convolutional (3) Convolutional (1) -

- - Recurrent (2) -
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we present a table with the most popular ANN types and the problems they can solve
best, inspired by [3]. The problem is at the top and in descending order the architecture
that solves it best.

ANNSs have been used extensively in intrusion and malware detection. The rel-
evant features to differentiate between normal and malicious activity are extracted
from the raw data collected and fed to the input neurons of the ANN architecture.
The extracted data are processed in the hidden layers of neurons and the final result
is output through the output neurons.

9.2.2.2 Evolutionary algorithms

EA is a branch of nature/bio-inspired algorithms in artificial intelligence that is very
popular and considered classical from all the nature/bio-inspired techniques [5]. EAs
comprise evolutionary techniques and mechanisms taken from the biological evolu-
tions. Some examples include reproduction, mutation, selection and recombination.
Since these biological models are considered nearly perfect when finding the most
fitted individuals, their artificial equivalents are designed to find solutions to hard
problems.

The procedure followed in different types of EAs is similar to the equivalent in
nature. There is an initial population of random candidates in which natural selection
occurs, otherwise called survival of the fittest. Each individual candidate is evaluated
through a fitness/quality function. Then iteratively: the best candidates are chosen
as parents to seed the next generation of candidates (reproduction). This is done by
crossover and/or mutation applied to them. The generated candidates (offspring) are
evaluated by the fitness/quality function and replace the least fitting candidates of
the previous generation. This process can be iterative until a sufficient solution (set
of candidates) is constructed or a computational limit is met.

During this process, the fitness of candidates in consecutive populations is
improved, and the easiness of adaption to new environments is also improved. Below
we briefly enlist and explain the most notable EAs and summarise the GA’s flow in
Figure 9.3.

Genetic algorithm

GA was first introduced by Holland in 1975 [6]. It is a very popular evolutionary-
based algorithm especially for optimisation purposes. The algorithm functions as
follows:

Step 1: It begins by initialising a population of solutions (chromosomes).

Step 2: Applying a fitness function, the current chromosomes are evaluated.
Step 3: The best chromosomes are selected to generate a new generation of
chromosomes through crossover and mutation.

Step 4: The new chromosomes are evaluated and exchanged with the least fit of
the previous generation of chromosomes.

In intrusion detection, certain procedures have to be made before the training.
The different groups of data (two at least with normal and attack) represent the ini-
tial different groups of chromosomes. Then the training starts with the procedure
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Create initial population

Fitness calculation of
current population

Fitness>
Selection threshold?
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Choose the best
chromosomes

Figure 9.3 GA algorithm
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described above. During the testing/detection part, the input data is taken and an
initial population is created from it. The generated population is compared to the
training population. The chromosomes that the new population’s chromosomes are
related, the closest are classified after them.

Genetic programing

Genetic programing (GP) was first proposed by Koza in 1992 [7], and it is considered
an extension of the GA. GP represents the solution in the form of a tree, and computer
programs are generated (instead of chromosomes). GP functions as follows:

Step 1: An initial population of computer software programs is generated, which
consists of functions and terminals.

Step 2: Each computer program solves a problem given and a fitness value is
assigned based on its accuracy.

Step 3: Once again, the best programs are chosen to breed the next generation.
Step 4: Through mutation and crossover, new computer programs are created to
form the next generation.

Step 5: Finally, the best programs of the new generation are exchanged with the
worst ones of the previous generation.

Evolutionary strategy

Evolutionary strategy (ES) methods were proposed by Bienert, Rechenberg and
Schwefel in 1964 [8]. It is an optimisation algorithm which is based on the adap-
tion of evolution theory. A special characteristic of the ES is that the mutation can be
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controlled depending on the type of the ES strategy chosen. Hence, both the search
process and the solution are optimised, as well as the mutation parameters. Below,
the most popular schemes are briefly explained [9].

(1 + 1)-ES: This is the scheme with the simplest selection mechanism. A real-
valued vector of variables is created from the parent through mutation, by using
standard deviation to each variable object. Then, newly constructed individual is
evaluated and compared to its parent. The best of the two becomes the new parent for
the next generation with the less fit being discarded.

(1 + M)-ES: In this scheme, a u number of parents is chosen from the current
generation. These p parents are responsible for creating the A offspring through
mutation and crossover. Then the © generation and A offspring are united into one
group, with only the best u remaining, and the rest being discarded.

(r, M)-ES: Once again, u parents are chosen from the current generation to
generate the A offspring (where A > ). From the new generation, only the best u
offspring individuals survive, with the parents being discarded completely.

ESs are particularly effective against intrusion detection because they generate
rules that can match the malicious traffic. To evaluate the population of suggested
solutions, the dataset chosen is used to judge at which iteration the most optimal
solution is obtained.

Evolutionary programing

Evolutionary programing is again an extension of the ES methods, also using the
theory of evolution [10]. It is very similar to the GP method as it encompasses of
computer programs as well. Their major difference is that the structure of the program
to be optimised is fixed.

9.2.2.3 Swarm intelligence algorithms

SThas been introduced by Beni and Wang in 1989 [11] for cellular robotic systems. The
concept consists of collaborative functioning by a large number of small organisms
such as bees, ants, birds and so on. Based on this concept, self-organising computer
network systems can operate efficiently. Under this term, the most common technique
used is the ant colony optimisation, which is based on the organisation of large ant
colonies for food transporting reasons, artificial bee colonies, fish swarm algorithm
(FSA), intelligent water drops algorithm, firefly algorithms (FAs) and so on. Below
we briefly describe the common fundamental concepts all of the SI are based on.
A summary of how SI algorithms operate is illustrated in Figure 9.4.

Swarm intelligence fundamentals
Proximity fundamental: The population performs a series of time and space
computation calculations to function properly.

Quality fundamental: In the presence of environment quality factors, the
population shall be able to positively react.

Diverse response methods: In any procedures the population carries out, the
means and ways shall not be limited and fixed.

Stability fundamental: The population shall be able to remain intact and fixed in
its functioning, regardless of any changes in the environment.
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Randomly initialise population

Evaluate fitness of each particle

Compare fitness evaluation of each
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Compare fitness evaluation with overall
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Update population based on previous results

Stop
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Figure 9.4 SI algorithm

Adaptability fundamental: The population must be ‘intelligent’ enough to realise
that if the computational burden can be decreased, then it shall change its behaviour.

SI algorithms can be applied in intrusion detection by constructing a set of rules
for effective classification. Each organism creates a set of rules that evaluates them
with the training set it is provided with. With iterations, the rules are reconstructed
and extended enough to have a high accuracy percentage.

Particle swarm optimisation

Particle swarm optimisation (PSO) was first introduced by Kennedy and Eberhart
in 1995 [12] and has been inspired by the food searching activity of birds. It is an
optimisation type of algorithm and has been extensively used due to its simplicity,
computational lightness and straightforward implementation. In detail, the ‘particle’
word of the name means the population members who are low in mass and volume
can achieve a better behaviour. Every ‘particle’ in the population can be considered a
solution. Each solution consists of four vectors in the high dimensional space: current
position, best position discovered yet, best position discovered yet by neighbour and
velocity. Each particle rearranges its position in the search space based on two factors,
its best position and its neighbour’s best position during the search process until a
stopping criteria is met.

Ant colony optimisation

Ant colony optimisation (ACO) was first introduced by Dorigo and Di Caro in 1999
[13]. It was inspired by the remarkable ability of ant species to collaboratively find
the shortest path between their nest and the various food sources by making usage of
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pheromone trails. The more pheromone each path has, the stronger the probability is
to follow it. This procedure is a type of reinforcement.

Artificial bee colony algorithm

Artificial bee colony (ABC) algorithm was proposed by Karaboga in 2005 [14].
Inspired by the behaviour of bees, several SI algorithms have been proposed. Mainly,
there are two types, foraging and mating. One of the most popular foraging algorithms
is the ABC algorithm which simulates the behaviour of honeybees groups. This pro-
motes intelligent and cooperative behaviour between bees with different roles. A bee
can have one of the two following behaviours; the first is when a bee finds food, the
other bees are led to the food source and the second is when bees leave food sources
for others. The bee can have three roles in these scenarios, the employed bee, the
onlooker bee and the scout bee. In the ABC algorithm, the place where the food is
located can be a potential solution to the problem and the quality of the food maps to
the fitness of the solution. The number of onlookers or employed bees corresponds to
the number of the solutions to the problem. Concluding, there is only one employed
bee for every food source.

Fish swarm algorithm

The FSA is a relatively new population-based/swarm algorithm, proposed in 2002 by
Li et al. [15]. The FSA was based on fish schooling behaviour to search for food.
A fish in the FSA algorithm is represented by a D-dimensional position, and the fish
food satisfaction is represented by a numerical metric. The relationship between the
two fish is denoted by the Euclidean distance of the two. Three basic behaviours are
consisted in this algorithm: ‘searching for food’, swarming against to a threat’ and
‘following towards a better result’. Searching for food means that the fish randomly
search for food so they can minimise the food satisfaction. Swarming means that the
objective is to keep the food levels of fish satisfactory, keep the existing fish happy
and attract new fish. Following means that when a fish locates food, the others will
follow.

Firefly algorithm

The FA has first been introduced by Yang [16] in 2009 and has been inspired by the
flashing behaviour of the fireflies. The algorithm consists of an iterative procedure
with a population of agents (the fireflies) working together to solve an optimisation
problem. The algorithm is based on the following concept of finding a solution:
a better firefly glows more. Each firefly attracts other fireflies, regardless of their
gender, so the searching for the optimal solution in the search space can be found
more efficiently. The procedure is the following:

Step 1: All the fireflies will move towards the brightest one, regardless of their
gender.

Step 2: The more a firefly glows, the more attractive it is towards the others. The
brightness can be decreased though due to distance. If there is not a firefly that
stands out in terms of brightness from the rest, then they will move randomly.
Step 3: The brightness of a firefly is based on the result of a calculation of the
objective function for a given problem.
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9.2.2.4 Artificial immune systems

AlISs algorithm has been first introduced in 1999 [17] by Dasgupta and was inspired
by the human immune system. The human immune system is a true wonder, as it
is highly evolving, works in a parallel and distributive way, it is robust and can
be adapted easily to any environment. The human body generates various detector
cells (antibodies) to guard against non-self cells (antigens/pathogens). Antibodies are
distributed to the entire body, so there is no central coordinator. Each antigen is unique
and independent in terms of detection. Hence, the set of body cells is mapped to the
system/network/hosts to be protected, and the antibodies are the intrusion detection
system (IDS) agents to detect the external entities (pathogens) (Figure 9.5).

There are various algorithms to create antibodies to protect cells from pathogens,
such as the clonal selection algorithm (CSA) and the negative selection algorithm
(NSA).

The CSA is based on the concept of acquired immunity where in a specific way B
and T lymphocytes respond in a better way to antigens over time. The NSA is inspired
by the biological concept of identifying and deleting self-reacting cells that attack
self-tissues.

NSA operates as follows: normal data are defined as self-patterns. Then, a great
number of random patterns is generated and compared to the self-patterns. If the new
generated pattern matches one of the self-pattern, it becomes a detector otherwise it
is discarded. Next in the monitoring state, if there is a match between a detector and
an incoming traffic part, then an anomaly is present. NSS, on the other hand, operates
in two stages. In the first stage, feature extraction takes place, and then these features
are used to train the algorithm. The system extracts the duration/direction of the flow

Training data Choose antibody generator

Calculate fitness of antibody

generator and antibody Choose antibody from pool

Fitness
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?

Antibodies
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Add antibody to soluti
antibody to solution Has
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finished?
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Figure 9.5 AIS algorithm
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and the number of packets/bytes. In the second stage, the NSS algorithm is used for
detection. A quantitative approach is adopted to detect instead of a single threshold.
A less used algorithm of AIS is the dendritic cell algorithm (DCA). DCA is based on
how dendritic cells operate in natural immune systems as activators.

AIS relies on mutation to make its decisions and operates in the following way:

Step 1: Initialisation: The potential solutions to the problem (antibodies) are
initialised. Antigens mark the value of the objective function that must be
optimised.

Step 2: Cloning: The antibodies are evaluated on how fit they are. The best
antibodies are cloned proportionally, with the best being cloned the most.

Step 3: Hypermutation: In this stage, the best antibody’s clones are mostly
mutated, and the worst antibody’s clones are lessly mutated. Next, the clones
are evaluated with their original antibodies. The best antibodies are kept for the
next generation, with the best being discarded, for the next generation. This
mutation can be Gaussian, exponential or uniform.

In intrusion detection, AIS consists of three phases. First, the algorithm defines
itself by learning the normal behaviour so that it can construct a baseline. Second, it
generates detectors through the T-cells process. Third, the input data are compared to
all the T-detectors. If there is a match, there is no intrusion.

9.2.2.5 Fuzzy logic

Fuzzy logic (FL) was proposed in 1965 [18] by Zadeh. FL concept mimics the human
brain interpretation of uncertain information. Similar to the brain operation, FL replies
to inputs with approximate (truthy/faulty) rather than distinct and exact reasoning. In
reasoning, some questions have various answers, based on a set of knowledge and
rules that form a specific solution to the problem. Likewise, each FL reply has a
degree of truth, and in combination with probabilities they form a fuzzy set.

9.2.2.6 Chaos theory

Chaos is a sub-area of mathematics that was first formed by Lorenz in 1972 [19]. In
contrast to most of the scientific models that are responsible for modelling predictive
behaviour such as gravity, electricity, chemical reactions and so on, chaos theory can
model non-linear behaviour that has no means of being predicted such as the weather,
stock market and so on. Formally, in the context of complex systems, there are always
subtle patterns, iterative feedbacks along with iteration itself, underlying similarities
in behaviour and overall connections between the various states of a system. A very
important aspect in chaos theory is that in a complex system, there is the so-called
‘sensitive dependence on initial conditions’, the ‘butterfly effect’. In detail, this effect
denotes that a small change in a single state of a complex deterministic non-linear
system can cause major changes in a later state/outcome of it.

In the context of intrusion detection, the IDS system closely monitors the traffic
and through calculations can understand at what extend it starts behaving chaotically.
If there is an indication of chaos, then there is likely an intrusion.
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9.2.2.7 Game theory

Game theory (GT) has been applied in many areas including mathematics, psychol-
ogy, economics, computer science, political sciences and gambling. GT is inspired
from mathematical modelling and decision-making. Although multiple and different
approaches to GT have been proposed, it has been first introduced by Neumann in
1928 [20]. It studies cooperation and conflict between individuals who make deci-
sions upon particular rule scenarios. The theory consists of games played between
players where games can be cooperative or non-cooperative depending on the players’
intentions. Games are also based on self-interest or common interest.

In the context of intrusion detection, a game is played between the IDS and the
possible attacker. Based on the model constructed and the assumptions considered, a
decision is made on whether there is an intrusion.

9.3 Cyberattacks and malware detection

In cyber space, there are numerous cyberattacks that can be conducted against net-
works and/or individual assets. These attacks can threaten one or more of the main
cyber security principles: confidentiality, integrity and availability. Below we give a
brief explanation of the most popular cyberattacks and malware and their impact on a
network and/or asset, as well as which cyber security principle they mostly negatively
affect.

9.3.1 Distributed/Denial of service attacks

A distributed/denial of service ((D)DoS) attack can be volumetric or vulnerability
exploitation-based or reflection-based. A volumetric DoS attack consists of an attacker
sending a massive volume of requests in an attempt to ‘flood’ the target machine and
make it unable to accept legitimate requests from normal users [21]. In a vulnerability-
exploitation (D)DoS attack, an attacker is taking advantage of a system or protocol
or communication weakness to make the target machine unavailable to legitimate
requests from normal users. In a reflection (D)DoS attack, the target is responding
with the received challenge. A (D)DoS attack can also occur in any of the Transmission
Control Protocol/Internet Protocol (TCP/IP) layers. (D)DoS attacks mainly threat the
availability security principle.

(D)DoS attacks can occur in all the Open Systems Interconnection (OSI) layers.
Below we briefly describe the most popular (D)DoS attacks across all layers.

Physical layer: In the physical layer, we have jamming attacks.

A jamming attack consists of an adversary flooding the physical medium with
signals in order for legitimate packets not being able to be transmitted normally.
A jamming attack has multiple forms. The most popular is the constant jamming
(D)DoS attack where a burst amount of radio signals are constantly sent. The second
type is the deceptive jamming (D)DoS which falsely sends radio signals in an attempt
to make the target unavailable.

Link (MAC) layer: In the Media Access Control (MAC) layer, we have the
Address Resolution Protocol (ARP) poisoning attack where the attacker performs
MAC address spoofing so it can send ARP messages to a network. Hence, messages
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are redirected to him instead of the normal user. Therefore, the attacker can cause a
(D)DoS attack by dropping the packets.

In wireless networks, a node that wants to connect to a wireless network, scans
the environment to connect to an available network by sending probe requests. The
access point responds back, providing information about the network. In a probe
request flooding attack, the adversary sends a burst amount of probe requests to the
access point to make it unavailable to legitimate requests.

Another popular attack in the MAC layer consists of the authentication request
flood. The attacker has already performed a MAC spoofing attack to try and authen-
ticate themselves to the access point by sending authentication requests. The attacker
aims to flood the access point with authentication requests.

Network/Transport layer: In the network and transport layer, we have a variety
of different types of (D)DoS attacks.

In a SYN-Flood (TCP-Flood) (D)DoS, the attacker sends a great number of SYN
packets to the target until the target becomes unresponsive to legitimate requests. In
a normal situation, a client initiates a TCP connection by sending a SYN message to
the server. The server responds with a SYN-ACK to the client, the client responds
back with an ACK message and the connection is established (three-way handshake).

In a User Datagram Protocol (UDP) Flooding (D)DoS, the attacker sends a large
number of UDP packets to random ports of the target.

In a Grey Hole (D)DoS, the attacker selectively drops packets that are to reach a
particular destination.

A Black Hole (D)DoS is similar to the grey-hole attack, but the attacker drops
all packets passed by it.

An Internet Control Message Protocol (ICMP) Flooding (D)DoS, otherwise
called ping flooding (D)DoS attack, sends a burst amount of ICMP echo request
packets to the server.

In a Low-Rate (D)DoS, the attacker exploits TCP’s retransmission timeout mech-
anism and sends low-rate traffic to the target so the connection can be kept alive. As
time goes by, the attacker opens more and more connections and eventually makes
the target unavailable to legitimate incoming connections.

In a Ping of Death (D)DoS, the attacker aims to make the target unavailable by
sending either malformed or oversized packets using the ping command.

In a Teardrop-DoS, the attacker sends mingled IP fragments with either over-
lapping or over-sized payloads to the target server in an attempt to make it
unavailable.

In a Land-(D)DoS, the attacker sends a TCP packet, which contains the targets IP
Address as both the source and the destination. This causes the victim to send replies
to itself over and over again, resulting into it becoming unavailable.

The Fraggle (D)DoS is similar to Smurf attack, but instead of ICMP echo packets,
the attacker sends UDP echo packets to the target.

The Smurf (D)DoS attack can either be a simple or distributed DoS attack where
the attacker(s) through IP Spoofing the victim’s IP address sends a large number of
ICMP echo requests to the IP broadcast address. As a result, the victim’s computer
is becoming extremely slow and eventually becoming unavailable. Finally, in the
application layer, we have a fair number of different (D)DoS attacks.
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The Session Initiation Protocol (SIP) Flooding (D)DoS attack is conducted in the
SIP, which is an application layer protocol used in Internet telephony for both voice
and video calls as well as instant messaging. The attack floods the target with either
valid or invalid calls or messages.

In an HyperText Transfer Protocol (HTTP) Flooding (D)DoS, the attacker sends
a burst amount of legitimate get or post request to the victim resulting into the tar-
get becoming unavailable to legitimate requests. Since the requests are perfectly
legitimate, the server has no ways of rejecting them.

In a Domain Name System (DNS) (D)DoS, the attacker sends DNS queries that
at first are small in size but then become large in size. The attacker redirects these
messages to the victim’s IP address resulting into a target’s unavailable state.

In a Slow Rate (Request and Post requests and Response) (D)DoS, the attacker
takes advantage of the server’s waiting time for a get/post request to be completed
(time-out time). The server is waiting for a specific amount of time for the client to
send the request before closing the connection. The attacker instead sends a request
very slowly, tricking the server into believing that simply the request is coming from
a slow connection. In time, the attacker opens more and more connections to send
requests that are never completed. As a result, the server becomes unavailable. In
response attacks, the attacker reads the response sent to him very slowly by having a
much smaller window-size than the server’s send buffer size.

In Secure Socket Layer (SSL) (D)DoS attacks, the adversary exploits the SSL
handshake authentication mechanism. In detail, the attacker sends bogus data to the
target or exploits the functions to the SSL encryption key negotiation procedure.

9.3.2 Botnets

A botnet is a set of devices/machines that are connected to the Internet which, at
some point, have been infected by a malware and are controlled by an adversary, the
botmaster. A botnet can perform a (D)DoS attack, send spam mail or engage in click
frauds [22]. This can result into the network/target not functioning fully thus, the
availability principle is threatened.

9.3.3 Malware

Malware, an acronym for malicious software, is a general term encompassing any
malicious or intrusive program. It can take the form of an executable code, script,
active content and so on. A malware exploits any known or unknown vulnerabilities of
a system, network, machine, protocol and so on so it can illegally execute malicious
code to steal data, destroy assets or abuse services and/or functions [22]. The most
popular types of malware are briefly explained below.

9.3.3.1 Viruses

A virus is a malicious software that once installed, through user interaction, starts
making copies of itself and infects various types of files and/or programs. Through
it, the confidentiality and integrity principles are affected [22].
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9.3.3.2 (Remote access) Trojan horses

A Trojan horse is a type of malware that masquerades itself as a legitimate, useful
program in order for the victim to be tricked and install it. It has taken its name from
the Ancient Greek Trojan Horse used to stealthily invade the city of Troy. In contrast
to viruses and worms, Trojans do not usually inject or propagate themselves in other
files. A remote access Trojan is a special type of Trojan that gives to the adversary
remote access to the victim’s computer. Through it, the confidentiality and integrity
principles are affected [22].

9.3.3.3 Rootkits

A rootkit is a special type of malware, its main strength being it remains undetected.
To achieve that, it modifies the victim’s operating system so that it remains hidden
from the user. In detail, the rootkit is able to hide malicious processed from being
visible in the list of active processes. It also eliminates any access to its files. Through
it, the confidentiality and integrity principles are affected [22].

9.3.3.4 Backdoors

A backdoor gives the ability to the adversary to invisibly access and manipu-
late remotely a machine by bypassing any form of authentication. Through it, the
confidentiality and integrity principles are affected [22].

9.3.3.5 Spyware

A spyware is a malicious software that once installed on a victim’s computer, starts
illegally gathering information about assets without the user’s consent. Through it,
the confidentiality and integrity principles are affected [22].

9.3.3.6 Worms

A worm is a type of malware that, unlike viruses, can replicate itself without any user
interaction and spread to other computer when connected to a network. Through it,
the confidentiality and integrity principles are affected [22].

9.3.3.7 Ransomware

A ransomware is a special type of malware that either aims to encrypt a victim’s
entire data and/or programs or block access to the entire machine. To reverse these
malicious actions, a ransom must be paid to the adversary [22]. Through it, the
confidentiality and integrity principles are affected as well as availability since
the machine is unavailable to the user.

9.3.4 Probe attacks

Probe attacks are scanning procedures an attacker follows to collect useful about
potential vulnerabilities a machine or an entire network has. Based on the gathered
information, the attacker can attempt to exploit the victim at a later stage [22]. Through
it, the confidentiality principle is affected.
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9.3.5 Buffer overflow

Sometimes, due to poor programming code, applications and software have a seri-
ous vulnerability. While data is being written to the buffer during a process, the
buffer’s boundary is overrun and nearby memory locations are overwritten. An attacker
can exploit this vulnerability through malformed inputs to gain unauthorised access.
Through it, the confidentiality and integrity principles are affected [22].

9.3.6 Brute force attack

A brute force attack consists of an attacker attempting to break a password by trying
a great amount of random combinations to get it right [54]. Here, the confidentiality
principle is affected [22].

9.3.7 Masquerading attacks

In masquerading attacks, an adversary manages to steal the identity of a legitimate
user and masquerades themselves as normal entities in an attempt to exploit a system
or a network [22].

9.3.8 Datasets used in intrusion detection

9.3.8.1 DARPA dataset

The MIT Lincoln Laboratory along with the Defence Advanced Research Projects
Agency (DARPA ITO) and Air Force Research Laboratory (AFRL/SNHS) have col-
laborated together to create an intrusion detection dataset from 1998 to 1999. The
DARPA 1998 Dataset consists of seven weeks with normal and attack traffic. The
dataset set consists of 2 weeks of attack-free traffic, with 1 week of new attacks along
with the old ones from the DARPA 1998 Dataset [23].

9.3.8.2 KDD9Y99 dataset

The KDD99 dataset became public in 1999 and has been one of the most popular
IDS datasets used in literature. It has been based on the captured data of the DARPA
1998 Dataset. It contains 7 weeks of raw network traffic with an approximate total
0f 4,900,000 connections. A total of 41 features have been suggested and were used
to differentiate between normal and malicious traffic. There are various types of
cyberattacks present in the dataset. These attacks are categorised into four groups,
DoS, user-to-root (U2R), remote-to-local (R2L) and probing attacks. DoS and probing
attacks have already been explained above. U2R denotes a set of attacks in which the
attacker manages to gain root access. R2L denotes a set of attacks in which the attacker
exploits a certain vulnerability to gain access to a local machine in the network [24].
A newer version of the KDD99 dataset, the NSL-KDD dataset, attempts to improve
the KDD99 dataset’s issues highlighted in the literature studies [25].

9.3.8.3 ISCX IDS 2012 dataset

In the ISCX IDS 2012 dataset, various multi-stage attacks scenarios were conducted
such as SSH Brute Force attacks, (D)DoS attacks and through IRC botnets and internal
Infiltrating of the network [26].
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9.3.8.4 ISCX IDS 2017 dataset

Inthe ISCXIDS 2017 dataset, multi-stage attacks scenarios were conducted with more
diversity. Some examples were various (D)DoS ADoS slowloris, DoS Slowhttptest,
DoS Hulk, DoS LOIT and DoS GoldenEye as well as the botnet ARES. Brute Force
attacks were also conducted such as SSH and Brute Force attacks. Also, web-based
attacks were conducted such as web Brute Force, XSS and SQL Injection. Finally,
port-scan malicious behaviour was simulated [27].

9.3.8.5 Botnet dataset

In the botnet dataset, various botnets were used to attack the network such as Neris,
Rbot, Virut, NSIS, IRCBot, Menti, Sogou, Zeus, Weasel, SmokeBot, Murlo [28].

9.3.8.6 CIC DoS dataset

In the Canadian Institute for Cybersecurity (CIC) DoS dataset, the attack behaviour
was focused on application layer (D)DoS attacks. The attacks conducted were of
high-volume as well as low-volume. The high-volume attacks were HTTP GETs,
DNS queries, SIP INVITEs. The Low-volume attacks were low-rate attacks, apache
range header attack, slow-rate DoS Slowhttptest, DoS Hulk, DoS LOIT and DoS
GoldenEye [29].

9.3.8.7 The AWID dataset

The AWID dataset has been constructed in 2015 and consists of a dataset with normal
and attack traffic targeting 802.11 networks [30].

9.3.8.8 The UNSW-NBI15 dataset

The UNSW-NB 15 dataset was constructed by the Cyber Range Lab of the Australian
Centre for Cyber Security consisting both normal and attack data. This data set has
nine types of attacks, namely Fuzzers, Analysis, Backdoors, DoS, Exploits, Generic,
Reconnaissance, Shellcode and Worms [31].

9.4 Bio/Nature-inspired algorithm studies in intrusion detection

9.4.1 Game theoretic studies

The authors in [32] used GT with Nash equilibrium. They designed a cooperative IDS
in an attempt to increase accuracy and to detect new threats. The authors proposed a
trust management framework so that the IDSs could be connected in a trustful way,
reduce the impact for compromised IDSs and reduce the false positive (FP) rates
(FPRs) and be scalable. When an IDS evaluates traffic to detect potential DoS attacks
but has limited knowledge, it seeks help from other IDS by sending requests to gain
extra feedback from them. There is a central component that organises the communi-
cation between the different IDSs. The authors evaluated their solution against DoS
attack, so when a malicious node is detected, it is removed from the network.

The authors in [33] also used GT to prevent and detect (D)DoS attack in ad hoc
networks. The GT concept was applied as a form of multiplayer game in combination
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with cryptographic puzzles. In an ad-hoc network, when a node wishes to send a
request, it needs to solve a puzzle first and then become a member in a group. The
nodes belonging to each group play a multiplayer game that is divided into two-player
sub-games. The winner of each group (highest score) is served by the requested node.
The games are continued until all requests are served. In the end, there will be one
player left at each group. In that case, that game is played between the last node and
the node responsible for authorising the requests. By doing that the authors ensure
that the bulk of the computation overhead is handled by the requesting node which
checks the winning results. In case a malicious node is already present in the network,
it will need to process a high computation puzzle. The authors found that the optimal
number of players for each group would be between 2 and 20. The solution also is
efficient for the ad hoc nodes of the network.

9.4.2 Evolution strategies studies

The authors in [34] have suggested an online intrusion detection framework able
to detect SIP flooding attacks using various EAs, including evolving radial basis
function, fuzzy AdaBoost, genetic classifier, extended classifier, supervised classifier
and continuous ant miner classifier. Their framework consists of six components. The
packet sniffer captures the SIP traffic and stores it in a buffer, which can hold up to
500 packets. As soon as this buffer is full, the feature extractor component begins
analysing the packets and extracts values for a set of features selected. These features
are invite, register, bye, ack, options, cancel, update, refer, subscribe, notify, message,
info and prack requests. The values of the features are normalised according to the
total number of SIP request messages. The features also include response messages,
such as the number of success, redirection, client error, server error, global error that
are normalised according to the total number of SIP messages. With the help of rules
generated from the EAs, it is decided if there is an attack. Supervised classifier and
extended classifier have been proved to be effective with 82.17% and 77.00% against
chunk flood attacks and harmonic flood attacks.

The authors in [35] use ES to generate rules to match anomalous connections
from the DARPA dataset, including DoS and (D)DoS attacks. As they have stated in
their work, the majority of research is focused on GA approaches, so they are the first
to use ES to generate rules for detecting anomalous connections. The attributes the
authors have used for detecting anomalies are the source IP address, the destination IP
address, the source port, the destination port, the duration of the connection, the state,
the protocol, the number of bytes sent by the source and the number of bytes sent by
the destination nodes. The range of values for each attribute have a predefined set of
values and use ES to find the optimal range. The authors do not present experimental
results, although their suggestion is important for research.

9.4.3 Genetic algorithms studies

There are numerous studies that make usage of GAs to detect various cyberattacks.
GA is an excellent algorithm for optimising the features used in intrusion detection,
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managing to not only reduce the overall complexity of the system but also achieve a
better detection rate (DR) against various cyberattacks.

The authors in [36] designed an IDS for MANETS using GA to detect black hole
and dropping routing DoS attacks. They defined a set of characteristics for the GA
algorithm to consider (whether connections was from/to similar port/host, number
of wrong fragments within the connection, connection SYN errors, percentage of
connections to similar/desimilar services and hosts and so on). Using a trained set,
they constructed the population. Then, by introducing the test data to the GA and by
performing analysis (selection, crossover, mutation), test data were categorised. The
authors report a DR of 95%.

In [37], the authors have designed a multilayer approach IDS by using the GA.
They followed a multilayer IDS to detect attacks from the KDD999 dataset. Each
layer operates as a filter for each group of attacks (there were four layer, one for each
group of attacks) and blocks any malicious activity so there is no need for further
investigation. The authors report that as the number of rounds of the GA is increased,
so does the accuracy of the results but the complexity as well. They report an overall
0f'90% of potential accuracy, but the time complexity is reported to be relatively high.

The authors in [38] have also made usage of GA to detect the same family of
attacks from the KDD99 dataset in wireless networks. They have compared their
results with other studies, which consist of studies using ANNS, and their solution is
reported to have a DR 95.67% training accuracy and 97.57% testing accuracy. They
have also made usage of only 16 features to achieve these results from a total of
41 features.

9.4.4 Fuzzy logic studies

In intrusion detection, FL is often used in combination with other bio-inspired algo-
rithmic techniques such as GA. The authors in [39] combined GA with FL to detect
KDD99 set of attacks, including DoS attacks. For the detection using the GA algo-
rithm, they have used a set of characteristics; source IP address, destination IP address,
connection duration, protocol type, source port, destination port, and destination host
service. With FL specific rules, the DR is increased and the error rate (ER) is decreased
when the input is ambiguous. The results indicate that solution being more accurate,
faster and lighter in computational resources than GA and FL when used separately.
Specifically, the DR is high (>95%), the execution time is 12,500 ms and the memory
allocation in less than 25 MBs.

In [40], the authors have combined the GA along with FL to create the fuzzy
GA (FGA) for their research. The algorithm was detecting all the attacks from the
KDD99 dataset. The algorithm commences by randomly choosing rules and then
using the EA to improve the rules during the training phase. Then, during the testing
phase, the final rules are used for classification of the testing data. The new algorithm
was trained with traffic collected by the researchers themselves and can also detect
unknown attacks. Through a series of experiments, the FGA has DR percentage above
95% and FPR less than 1%.

GA was also used as a feature selection technique before proceeding to the
detection part. In [41], the authors have used GA to choose the most relevant and
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accurate for detection features from the KDD99 dataset. In that way, the authors
aimed to perform a faster, lighter and more accurate detection. For the detection part,
an SVM-fuzzy-based algorithm was used for detection. Authors’ report claims that
their results are better when using their solution rather than Support Vector Machine
(SVM) by itself or the SVM-fuzzy algorithm without the GA performing the feature
selection. Specifically, for the detection of DoS attacks, the DR is reported to be
98.3% and the ER to be 2.7%.

The authors in [42] have used FL to detect (D)DoS jamming attacks at Physical
and MAC layers in IEEE 802.15.4 low rate wireless personal area networks. They have
taken into consideration bad packet and signal-to-noise ratios to detect such attacks.
Bad packet ratio is measured at the receiver side and consists of the total number of
bad packets received by a node, divided by the total number of all packets received
by the node, over a specific amount of time. Signal-to-noise ratio consists of the ratio
of the received signal power at a node to the received noise at the node. A collection
of objects has a fuzzy set which maps each object of the collection to a membership
value (by applying a membership function to it) from 0 to 1. In this case, two set of
objects exist, one for the signal-to-noise ratio and one for bad packet ratio. Through
fuzzification, each of the two values produced from the two metrics fall among low,
medium and high. According to certain rules, one final result is produced that is
defuzzied, and a final decision is made on whether there is jamming attack or not.
Throughout simulating different types of jamming attacks, the DR has an average of
99.75% and an FPR of 0.01%.

9.4.5 Swarm intelligence studies

The authors in [43] used the ant-colony-optimisation (ACO) to detect UDP DoS
attacks on port 7, specifically Fraggle and Teardrop attacks. The agents (ants) iter-
atively monitor the network activity flow. More specifically, each ant represents an
IDS agent, which is responsible for monitoring the network activity. Each agent/ant
moves from a state/step a to a state/step b, where each state represents network pat-
tern knowledge. On each state, depending on the incoming packets received, a set
of feasible expansions to the ant colony is calculated and the agent moves to the
highest probability expansion. The probability for each move is calculated based on
step attractiveness and step trail. Trails values are automatically updated when all
agents/ants complete their state transiting. An increase or decrease on trail levels
indicates a good move/legitimate behaviour or a bad move/malicious behaviour. The
results indicate that the DR is reaching 80%.

The authors in [44] used the ant-colony-optimisation algorithm and focused on
detecting low-rate (D)DoS attacks. The system first collects information from incom-
ing traffic such as traffic flow, packet arrival time, packet attack rate and arrival time
interval by manual setting. Next, the multi-agents installed in the network are working
cooperatively towards the detections of malicious activity and tracking down the IP
addresses of the attackers in a cooperative way. To change state, the traffic flow and
time density from router to router is calculated. The proposed technique can also be
used to detect attacks in neighbouring paths. The average DR is 89%.

The authors in [45] designed an IDS to detect attacks of the KDD99 dataset,
including various types of (D)DoS attacks using the ant colony optimisation algorithm.



Bio/nature-inspired algorithms in A.I. 231

To detect anomalies in the traffic, they used IP Protocol segments, the total length of
each packet, the source port and destination port in the TCP and UDP. They report
that their algorithm has a precision of 96.94%.

In [46], the authors have used the ABC algorithm to detect various MANET-
specific attacks such as flooding attacks, blackhole attacks and wormhole attacks.
The authors extend the ABC algorithm to dynamically update the generated profile as
MANET networks are not static (due to the nodes mobility). Their system has three
stages: training, detection and update states. Each of the nodes in the MANET create
a set of spherical detectors. The ABC algorithm applies Monte Carlo estimation to
prevent the overcreation of detectors and Gaussian local search to refine the detec-
tors generated. The spherical detectors are responsible for differentiating malicious
from normal behaviour. The spherical detectors at regular time intervals are partially
updated. Monte Carlo estimates when the detectors shall be totally updated. In their
results, they report a DR of 96.11% with FPR of 1.45%.

The authors in [47] combined PSO with fast learning networks (FLN) which is a
specific type of ANN to detect malicious activity in the KDD99 dataset. FLN comes
with the disadvantage of not consisting of optimal weights. Hence, its accuracy is
decreased. For that reason, the authors use PSO to select optimal weights for the
neurons. PSO creates particles, each of them representing one candidate solution
for the weights of the FLN. The authors have compared their solution to other types
of ANNs such as evolutionary learning models and showing that their solution has
suppressed related solutions. Furthermore, they report the accuracy has increased for
all models with increasing the number of hidden neurons. In detail, they report a true
positive (TP) rate (TPR) for normal traffic of 99.7%, for (D)DoS attacks 98.11%, for
U2R attacks 80.40%, for R2L attacks 54.55% and for probe attacks 80.01%.

9.4.6 Artificial neural network studies

In most of the bio/nature-inspired studies for intrusion detection, ANNs are used in
combination with other bio/nature-inspired algorithms that their main objective is to
optimise the features. Some notable studies are briefly described below.

The authors in [48] used a combination of STand ANN to detect malicious activity
in the KDD99 dataset. In detail, they have made usage of the ABC algorithm with a
BP ANN in an attempt to construct an effective neural network architecture to avoid
overfitting problems. The authors justify their choice through the following argument:
the ABC algorithm’s objective is to optimise the BP neural network’s training process
(construction of network weights and thresholds, initial training values) until it reaches
an acceptable accuracy. For evaluating the model, they have used 10% of the KDD
dataset. They report a squared error of approximately less than 0.25, while a traditional
BP neural network is higher.

In [49], the authors have combined the GA along with ANN, attempting to
increase the DR. The have used the Center for Applied Internet Data Analysis (CAIDA)
dataset. The GA was used for feature selection to find the most important features
from a total of 43 and exclude all the irrelevant or redundant ones. The ANN was
used for detection by taking the most relevant features as inputs, using the Multi-Layer
Perceptron (MLP) method for defining the architecture. The proposed solution had a
DR 0f99.997% and an FPR of 0.002%.
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In [50], the authors designed a neural network IDS to detect DoS attacks with
the KDD99 dataset. They used the LVQ algorithm to structure the architecture of
the neural network. They conducted the experiment ten times using both BP and
LVQ algorithms to compare results. The ANN using the LVQ algorithm achieved an
average DR 0f 99.723% and a 0.277% FPR, while the BP-ANN achieved an average
DR 89.9259% and a 0% FPR.

The authors in [51] have used ANNs and the MLP method to detect DoS attacks in
the NSL-KDD dataset (11 in total). They have constructed 11 different MPL-Neural
Networks, one responsible for detecting each attack. They have altered the features that
are normally used to train the neural network differently. Specifically, they changed
the “connection” feature. If the “connection” is legitimate the feature value is set to
0. Ifit is malicious it is set to 1-39, depending on the attack it corresponds to. For the
flag feature instead of Boolean value they have defined 11 flags, each corresponding
to a different state of the connection. In their results, they report an average DR of
96.6% and an FPR of 3.4%.

The authors in [52] have used MLP ANNSs to detect (D)DoS attacks in the AMI of
the smart grid. Their proposed method consists of three phases: the training, the feature
extraction and traffic filtering phases. The features chosen are the packet headers,
source and destination port, windows size and flags. The authors were particularly
interested to evaluate their proposed method under the possibility of accepting impure
traffic. Impure traffic consists of malicious traffic mixed with normal traffic. They
have tested their technique under five impure datasets they have created. They report
the best results to have a false acceptance rate of less than 8% and the false rejection
rate to be less than 5%.

The authors in [53] have used ANNSs to detect (D)DoS attacks in 802.16 (WiMax)
networks, which is used in the smart grid. The proposed system consists of three
stages: feature extraction, process of the features and features forward to the neural
network for classification. The features extracted are the Hurst parameter incom-
ing traffic, the average bit rate of received messages, the increment bit rate of the
received message, the entropy and conditional entropy of received MAC address and
the amount of mutual information that use entropy and conditional entropy of the
received packet. For the maximum number of subseries size (=256), the maximum
TPR is 85% and the minimum FPR is 15%.

9.4.7 Artificial immune systems studies

The authors in [54] used a variation of the NSA, the neighbourhood negative selection
(NNS) algorithm to detect DoS flooding attacks focusing on the ICMP, TCP and UDP
protocols, from the DARPA dataset. NSA operates as follows: normal data are defined
as self-patterns. Then a great number of random patterns is generated and compared
to the self-patterns. If the new generated pattern matches one of the self-pattern, it
becomes a detector, otherwise it is discarded. Then, in the monitoring state, if there is
a match between a detector and an incoming traffic part, then an anomaly is present.
NSS has two stages. The system extracts from traffic protocol type, duration of the
flow, number of packets/bytes from outside to inside and vice versa. In the first stage,
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feature extraction takes place and then the set is used to train the algorithm. In the
second stage, the NSS algorithm is used for detection. Neighbourhoods represent data,
so therefore no single threshold is used to detect anomalies but rather a quantitative
approach is adopted. The results indicate that the proposed system can detect the
attacks in an efficient way. In detail, the true negative rate (TNR) has not fallen
below 8.5% and the maximum value for false negative (FN) rate (FNR) was no more
than 15%.

The authors in [55] apply the CSA (AIS) algorithms. They proposed an IDS for
the smart grid infrastructure. The attacks considered were from the KDD99 dataset
and the DoS group of attacks were included. The FPR is only 0.7% while the FNR
is 21.02% for the CSA and 1.3% and 26.32% for the AIS, respectively. Their high
FNR value is because of the U2R attacks, so it is assumed that the proposed solution
is effective against DoS attacks. U2R attack is when the attacker initiates the attack
as a normal user and by exploiting the system’s vulnerabilities attempts to gain root
privileges.

The authors in [56] focused in detecting SYN-Flooding attacks using DCA. DCA
correlates the different data-streams as signals and antigens. The signals represent the
behaviour of the system while being categorised. The output signal value changes
according to the input signals received. If that value changes in an abnormal way, it is
removed from the population for analysis. Two series of experiments were conducted,
one for selecting the best attributes to pass them to the algorithm and another for the
actual detection. Through a series of experiments, the authors claim perfect DR and
only 0.17 FPR.

The authors in [57] have used AIS generation algorithms in the NSL-KDD dataset.
In particular, they have used NSA and the CSA with different set of features at each
experiment. For the NSL-KDD dataset, the authors found the following thresholds
showed the most promising results: 39 features used a threshold of 20, 22 features
used a threshold of 9, and 13 features used a threshold of 6. For 39 features, the DR
is 86.86, for 22 features, the DR is 77.23 and for 13, 21.56.

In [58], the authors have used AIS to design a distributed IDS to detect cyberat-
tacks in the KDD99. Two types of antibodies are constructed (through positive and
negative selection), one for malicious and one for normal traffic. In practice, antibod-
ies are formed as hypersphere shapes with a specific centre and radius. The centre is
denoted as a vector of the values for the features chosen. Hence, Euclidean distance
is adopted for affinity measurement. Furthermore, the authors used PSO for updating
the radiuses of the antigens. Through their simulation experiments, it is shown that
the proposed algorithm achieved 99.1% TPR, while the FPR is 1.9%.

The authors in [59] have developed a multiple detector which consists of various
types of AIS algorithms to detect attacks from the UNB ISCX intrusion detection
evaluation dataset using various features such as connection duration, protocol type,
service, flag type, source and destination ports and so on. Their results show the
multiple-detector set AIS achieved a DR of 53.34% and an FPR of 0.20%.

The authors in [60] have used GA with one-point crossover instead of two to find
an optimal set of features before using ML algorithms for detecting attacks from the
NSL-KDD dataset. Multiple popular supervised classifiers were used on the dataset
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such as random forest (RF), decision trees (DTs), K -nearest neighbour (K-NN), Naive
Bayes (NB) and Bayesian networks (BNs). The authors report RF as the algorithm
producing the best results. The best ML algorithm was RF with 99.87% DR.

9.4.8 Chaos theory studies

Most of the studies making usage of chaos, also use ANNSs for the effective malware
and intrusions detections. Below, we briefly present some notable studies that combine
chaos theory with ANNS.

In [61], the authors have created a (D)DoS detection system to detect (D)DoS
attacks but also be robust against legitimate bursts of traffic. They aimed to discover
patterns that can define how legitimate traffic behaves. Based on their observations,
they developed a baseline to use it to train their neural network model to detect (D)DoS
attacks.

Their system uses self-similarity theory to construct a self-similar neural network
model to monitor the traffic and chaos theory’s local Lyapunov exponents to distin-
guish between normal behaviour and (D)DoS attack. Normal and attack traffic are
represented in a space graph. These points are the mappings of a non-linear function
of the input variables, which includes sequences of normal, bursty normal and normal
changed to attack traffic. It is assumed that legitimate traffic diminishes asymptoti-
cally with time. However, if traffic behaves chaotically as soon as new traffic enters
the space, then it is likely there is a (D)DoS attack. They report a DR of 88%—94%
with an FP of 0.45%—0.05%.

Based on the findings and the methods used in [61], the authors in [62] have
followed a similar approach, managing to improve the DR. In detail, they have once
again used chaos theory’s Lyapunov exponents in a combination with neural networks
to detect (D)DoS attacks. They report a 98.4% DR; however, they do not give any
details regarding any FP or FNRs.

In [63], the authors again use the local Lyapunov exponent in combination with
the ANNSs to detect a (D)DoS attack from the DARPA dataset. They have used infor-
mation regarding the packets flow to differentiate between (D)DoS traffic and normal
burst traffic. With the results they gained they trained their neural network model to
correctly detect (D)DoS attacks. The chaos theory model they used the AR time
model to predict the network traffic and calculate the ER. They used DARPA dataset
to evaluate their work and claimed 93.75% DR.

9.5 Case study: application layer (D)DoS detection

Smart homes consist of a great number of different devices, all deployed in a single
network monitoring the environment, collecting and sharing important data and infor-
mation with the owners and other smart [oT devices and external services through
internal and external networks. The node responsible for this communication is the
energy services interface (ESI). It acts as a bidirectional interface where information
can be exchanged between the smart home and external domains. Furthermore, it
protects internal energy resources from security failures and ensures secure internal
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communication between the devices deployed in the smart home. ESI’s importance
to the smart home and in the outside domains makes it an excellent target for
cyberattacks.

(D)DoS attacks can be conducted across all the layers of the TCP/IP model.
Application layer (D)DoS attacks are much more harder to be detected efficiently
and accurately than their perspective ones in lower layers as they do not violate
any protocol rules or make usage of malicious behaviour. The TCP connections are
established successfully, and normal requests are sent to the target, in contrast to
(D)DoS attacks in lower layer such as the TCP flooding which sends a burst amount
of SYN packets without acknowledging the SYN, ACK packets sent from the server.
The application layer flooding instead sends a burst amount of legitimate requests
to the server, which the server cannot refuse but to reply. As a result, it becomes
unresponsive due to great amount of incoming requests. On the contrary, slow-rate
application layer (D)DoS attack exploits a server’s ability to wait for a connection to
be completed in a range of time, if the incoming connection is legitimately slow. As
long as the client manages to send a subsequent packet in an attempt to complete the
request the server is obliged to keep the connection open. Based on that, the slow-rate
attack opens a great number of connections and initiates requests that never complete
them. As time is passing by, more and more connections are open and that results in
the target becoming once again unresponsive.

Based on these issues and concerns, it is important to develop effective security
countermeasures to detect (D)DoS attacks in such critical systems. However, the
majority of devices deployed in IoT networks are low in resources such as memory,
processing power and power. Therefore, it is important for the detection algorithms
to be as lightweight as possible. Since the most popular detection algorithms used
belong to artificial intelligence and machine learning, it is even more important since
they are particularly high in complexity and need a large dataset to be trained. One
effective way to reduce an algorithm’s complexity is to reduce the features. In that way,
the algorithms are going to be trained faster, in less time and the model constructed is
going to be less complex. Therefore, we have constructed a smart home IoT dataset
which consists of both legitimate and application layer flooding and slow-rate (D)DoS
attacks. The dataset consists of 197 attack instances and 257 normal instances.

9.5.1 Evaluation environment

9.5.1.1 Network simulator 3

For the simulation of the smart home network, network simulator 3 (NS-3) was used.
NS-3 is an open-source discrete-event simulator developed in C++. A summary of the
networks’ parameters and protocols used is given in Table 9.2. Various IoT devices
are deployed in the home area network that connect to the gateway, called ESI, to
exchange data with the smart city infrastructures. For our IoT smart home network
simulation, ten nodes were simulated. Nine of them represent [oT devices and smart
appliances and the final node forms the ESI. All simulated nodes were static, with
no mobility. In the physical layer, all the connections were wireless and the 802.11
protocol was used. The structure was set to ad hoc, using AODV routing protocol.
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Table 9.2  Smart home protocols

Layer Protocol SH/SG-substations/SG-AMI
Physical 802.11

Data-link SSID

Network 1Pv4

Transport TCP

Application HTTP, MQTT, CoAP, XMPP

In the network layer, IPv4 was used and in the transport layer both UDP and TCP
were used. In the application layer, a wide variety of application layer protocols were
simulated including CoAP, MQTT, XMPP and AMQP and HTTP.

9.5.1.2 Simulation of (D)DoS attacks

Our proposed algorithm’s accuracy is evaluated through experiments. Related (D)DoS
detection studies make usage of popular datasets such as the KDD99, DARPA or
NSL-KDD datasets. However, we cannot use these datasets as they do not have loT
traffic nor they contain application layer (D)DoS attacks. In IoT networks, the traffic
is highly heterogeneous, therefore harder to detect any malicious behaviour. Hence,
we had to create our own synthetic traffic using NS-3. A series of traffic containing
normal and attack traffic files were generated. Both flooding and slow-rate attacks
were simulated. In every scenario, seven nodes from the smart home were generating
normal traffic, and the remaining two were generating malicious traffic.

In order for both normal and attack traffic to be simulated, degree of randomness
was added in the network packet generation from the nodes. Randomness was intro-
duced through Poisson distribution in the following metrics, at the time a packet was
created and sent from the client to the server, at the size of the packet generated from
both the client and the server and at the time the server needed to respond. Different
speeds were also applied in [oT nodes to service application layer requests. Hence,
we can simulate slow connections that are legitimate.

Most of the (D)DoS attacks, Flooding types in particular, can be classified as
constant rate. In constant rate attacks, the attackers generate a high steady rate of
traffic towards the target [5]. The impact of such an attack is fast, but it can easily be
detected due to the its obvious intensity. Hence, attackers have moved towards more
sophisticated ways of conducting (D)DoS attacks. One way to evade any security
measures installed is to slowly but steadily flood the target in an increasing-rate attack,
where the maximum impact of the attack is reached gradually over the attack period.
To simulate increased-rate attacks in NS-3, we used open random connections after
random time-intervals. To assess the results for chaos algorithm’s effectiveness, we
have calculated the most popular metrics used when assessing a detection algorithm’s
accuracy.

These are DR, ER, TPs, FPs, FNs and precision. In intrusion detection, positives
instances are attacks and negative instances are normal. DR measures the algorithm’s
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Table 9.3  List of features

Feature name Description

Requests no Total number of requests in a time-series interval

Packets no Total number of packets in a time-series interval

Data rate Average data rate in a time-series interval

Avg packet size Average packet size in a time-series interval

Avg time betw requests Average time between two requests in a time-series interval

Avg time betw response Average time between the response and the first requests
and request encountered in a time-series interval

Avg time betw responses Average time between two responses in a time-series interval

Parallel requests Total number of parallel requests in a time-series interval

proportion in correctly classifying incoming instances and ER measures the algo-
rithm’s proportion errors incorrectly classifying incoming instances. The sum of DR
and ER equals one. TP measures the proportion of positive instances that are cor-
rectly identified as such. FP measures the proportion of negative instances to have
been misclassified as positive. FN measures the proportion of positive instances that
have been misclassified as negative. Lastly, precision measures the proportion of rel-
evant instances among the retrieved instances. Hence, precision measures the rate of
TPs divided by all the positives, both correctly and incorrectly classified.

9.5.2 Feature selection

Most of the studies using forecasting techniques against (D)DoS attacks mentioned in
the previous section usually make usage of a single feature for prediction and detect
the possible deviations in the number of packets, the number of packets per IP, the
packet flags and so on. However, these studies focus on detecting (D)DoS attacks
on lower layers and not on the application layer. The adoption of one single feature
on the application layer is likely not to produce satisfactory results since application
(D)DoS attacks do not violate any protocol rules and do not produce malformed
packets. Therefore we have designed a new set of features to detect application layer
flooding and slow-rate (D)DoS attacks. All of the features are heavily dependent
on time and form ideal features for forecasting-based algorithms and presented in
Table 9.3.

9.5.2.1 Requests number

In a flooding scenario, the number of requests over a period of time will be much
greater compared to normal traffic request rates. In a slow-rate attack, scenario, the
number of requests over two consecutive periods of time will have large difference.
Since slow-rate opens connections to send requests after an amount of minutes, there
will be a pattern of low number of requests, then high number of requests, then low
and so on.
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9.5.2.2 Packets number

In a flooding attack, the number of packets on application layer is rapidly increased
over a short period of time. In a slow-rate attack, the number of packets is lower due
to the packets being sent slowly, just before a request can be rejected. Hence, the
request stays alive but very few packets are sent.

9.5.2.3 Data rate

In a flooding attack, the data rate on application layer is rapidly increased over a short
period of time. In a slow-rate attack, the data rate is lower due to the slow data rate of
the malicious requests.

9.5.2.4 Average packet size

In a flooding attack, the average packet size is decreased due to the requests being
simply a get request with no payload. In a slow-rate attack, the average size packet is
decreased since a great series of connections send small incomplete packets over the
attack period of time.

9.5.2.5 Average time between requests

In a flooding attack, the average time between each request is vastly decreased due
to an outburst of requests being sent over a short period of time simultaneously. In
a slow-rate attack, the average time between each request is decreased compared
to the same value in a normal scenario. Instead, there are spikes of the number of
requests being sent. When the attack is at the stage of opening new requests, their
rate is increased. When the attack is at the stage of maintaining the connections open,
normal subsequent packets are sent; therefore, the rate of the requests is less than the
previous stage.

9.5.2.6 Average time between response and request

In a flooding attack, the average time between a response and the next request is
vastly decreased. In a slow-rate attack the average time between a response and the
next request the slow-rate attack causes malicious requests.

9.5.2.7 Average time between responses

In a flooding attack, the average time between two consecutive responses is vastly
decreased since a burst of requests is being sent to the server; therefore, a great
number of responses have to be generated. In a slow-rate attack, the same feature is
increased since the slow-rate attack’s requests are initiated but never completed.

9.5.2.8 Parallel requests
In a flooding attack, the average concurrent requests is decreased since the attackers
send multiple requests that are very quickly finished. In a slow-rate attack, many
requests are initiated and stay open over a period of time and the average number of
parallel open requests is large.
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9.5.3 Intrusion detection evaluation metrics

In the intrusion detection literature, studies use an extended series of evaluation met-
rics and statistical tests to assess their detection engines performance. Measuring the
system’s DR is not enough sometimes; therefore, to provide a more holistic evaluation,
different metrics are adopted. In this section, we briefly describe the most popular
evaluation metrics, the actual formulas and their application in intrusion detection.
In intrusion detection research, the presence of a cyberattack is regarded as a positive
instance and the absence of it as a negative instance.

9.5.3.1 True positive rate

TPR or otherwise called recall or sensitivity is when the detection algorithm is able
to correctly identify an instance as an attack.

9.5.3.2 True negative rate

TNR or otherwise called specificity, is when the detection algorithm is able to correctly
identify an instance as normal.

9.5.3.3 False positive rate

FPR, or otherwise called fall-out, is when the detection algorithm has incorrectly
classified an instance as an attack, with it being normal.

9.5.3.4 False negative rate

FNR is when the detection algorithm has incorrectly classified an instance as normal,
with it being an attack.

9.5.3.5 Precision

Precision, or otherwise called positive predictive value, denotes the rate at which
the detection algorithm has correctly classified TP instances out of all the positive
instances it has classified. In general, precision denotes the fraction of instances that
are relevant from the total number of all retrieved instances.

9.5.4 Experiments results analysis

As it has been highlighted in [39-41,46,47,49,60], bio/nature-inspired algorithms
have been used for feature reduction in an attempt to reduce the overall complexity
of detection algorithms without affecting their accuracy. For finding an optimal set
of features, we have used the available nature-inspired algorithms provided from
Weka toolkit. Specifically, we used evolutionary search, ant and bee search, genetic
search and PSO search algorithms. All algorithms have identified parallel requests,
average data rate, average packet size and packet number as the necessary features.
The machine-learning algorithms used were RFs, DTs, K-NN, SVM, BNs, Naive
Bayesian, multilayer perceptron ANN, deep-MLP ANN. Two series of experiments
have been conducted, one with all eight features and one with four features.
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9.5.5 Results analysis and discussion

From our experiments, it was observed that the overall DR has been vastly decreased
across all algorithms when the features were reduced. The specific rates are enlisted
in Table 9.4 (with 8 features) and in Table 9.5 (with 4 features).

DR: MLP and K-NN have performed best with eight features, both with 98.69%,
followed by RF with 96.74%, DT and Deep-MLP with 95.42%, and then BN with
91.50%, NB with 89.54% and SVM with 88.24%.

In the series of experiments using four features, K-NN has still been the most
accurate in classifying unknown traffic but MLP’s DR has been dropped. In detail,
K-NN comes first in terms of DR, followed by SVM, MLP, BN, DT, RF, Deep-
MLP and NB. Based on the results, we can observe that K-NN’s distance metrics
is accurate enough regardless of the features involved for effectively differentiating
between normal and attack traffic.

The reduction of features clearly negatively affects MLP, Deep-MLP, RF and DT’s
accuracy. The feature reduction makes the ANNs models’ characteristics such as the
connections between the layers, weights and number of hidden layer in the deep-MLP
less complex but also less accurate. The model generated is too simplistic to identify

Table 9.4 Machine-learning algorithms results against application layer (D)DoS
attacks smart home loT dataset with eight features

Alg (dataset) DR (%) TP (%) FP(%) TN(%) FN(%) Prec (%)

NB(1) 89.54 83.8 5.9 94.1 16.2 91.9
BN(1) 91.50 80.9 0 100 8.50 100
SVM(1) 88.24 73.5 0 100 26.5 100
K-NN(1) 98.69 97.1 0 100 1.31 100
DT(1) 95.42 97.1 5.9 94.1 2.9 93
RE(1) 96.73 97.1 3.5 96.5 2.9 95.7
MLP(1) 98.69 98.5 1.2 98.8 1.5 98.5
DeepMLP(1)  95.42 89.7 0 100 10.3 100

Table 9.5 Machine learning algorithms results against application layer (D)DoS
attacks smart home loT dataset with four features

Alg (dataset) DR (%) TP (%) FP(%) TN(%) FN(%) Prec(%)

NB(1) 86.61 82 7.8 92.2 18 92.6
BN(1) 89.29 85.2 59 94.1 14.8 94.5
SVM(1) 89.29 82 2 98 18 98
K-NN(1) 93.75 934 5.9 94.1 6.6 95
DT(1) 88.39 88.5 11.8 88.2 11.5 90
RF(1) 88.39 90.2 13.7 86.3 9.8 88.7
MLP(1) 89.29 86.9 7.8 92.2 13.1 93

DeepMLP(1) 87.5 83.6 7.8 92.2 16.4 92.7
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the kind of incoming traffic. Also, the reduction of features makes DT and RF models
to create less complex trees that have the same negative effect. On the other hand, the
probabilistic models used, BN and NB, are not particularly negatively affected due
to joint probabilities used. However, with the feature reduction, the SVM algorithm’s
DR is vastly increased. This could be because the hyperplane constructed with less
features is actually more accurate than with eight features.

TPR: In the eight features series of experiments, MLP achieves the best TPR
with 98.5%. K-NN, RF and DT have the highest TPRs, all with 97.1%. RF performed
better than DT as expected due to RFs being an ‘improved’ DT version. The algorithms
following are deep-MLP with 89.7%, NB 83.8%, BNs with 80.9% and SVM with
73.5%. The deep-MLP model although having a high TP, rate it can be highlighted that
the construction of additional hidden layers does not necessarily mean they are going
to be more accurate in detecting attacks so an MLP with a single hidden layer is a
better solution. Also, it is indicated that probabilistic models and SVM have not been
particularly effective in constructing models to detect the attacks accurately enough.

In the four features series of experiments, the TPR is generally decreased across
all algorithms. Only K-NN and RF manage to get a TPR above 90 with 93.4% and
90.2%. Then DT follows with 88.5%, MLP with 86.9%, BN with 85.2%, deep-MLP
with 83.6% and lastly NB and SVM with 82%.

It is worth highlighting that the feature reduction vastly decreases the algorithms’
general accuracy and ability to detect the attacks. In sophisticated attacks such as the
application layer (D)DoS attacks, features play an important role in the construction
of the algorithmic models. Based on both of these series of experiments, it is evident
that probabilistic approaches fail to identify the attack instances as BN and NB fail
to get a TPR above at least 90%. This occurs because probabilistic models need a
large dataset to construct accurate and robust probabilities. Furthermore due to the
small dataset as well as the feature reduction, MLP and deep-MLP failed to create
robust algorithmic models. On the other hand, K-NN proves to be robust in detecting
unknown attacks along with RF and relatively DT.

FPR: In the series of eight features BN, SVM, deep-MLP and K-NN do not
generate any FP instances. MLP generates a 1.2% FPR, RF generates a 3.5% FPR,
and DT and NB generate 5.9% FPR. In the series of four features, SVM generates
2% FPR, BN and K-NN generate 5.9% FPR, MLP, deep-MLP and NB generate
7.8% FPR, DT generates 11.8% and RF 13.7% FPRs. In general, it is observed
that with the reduction of features the FPR is increased. This indicates that the four
features removed are quite important in understanding when normal behaviour can
have anomalies but still be normal.

9.6 Discussion

Without a doubt, the work done in the field of intrusion detection using bio-inspired
techniques is remarkable. There is a great diversity of different techniques used to both
reduce the features and/or detect the various types of malicious behaviour. Bio/Nature-
inspired algorithms have been proven particularly effective in finding an optimal set
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Table 9.6  Bio/Nature-inspired algorithms studies results

Algorithm/Reference Attack Result

GT [32] (D)DoS attacks Prevention

GT [33] (D)DoS attacks Prevention

EA [34] SIP flooding attacks 82.17% and 77.00%

ES [35] DARPA (D)DoS attacks No results

GA [36] Blackhl. and Packt. Dr.  95%

GA [37] KDD99 attacks 90%

GA [38] KDD99 attacks 97.57%

GA and FL [39] KDD99 attacks 95%

GA and FL [40] KDD99 attacks 95% and 1% FPR

GA and FL [41] KDD99 attacks 99.75%

FL [42] Jamming DoS 99.75%

ACO [43] UDP DoS 80%

ACO [44] Low-rate DoS 89%

ACO [45] KDD99 Attacks 96.94%

ABC and ANN [46] KDD?99 attacks Less 0.025 squarer.

GA and ANN [49] KDD99 attacks 99.997% DR and 0.002% FPR

ANN [50] KDD99 attacks 99.723% DR and 0.277% FPR

ANN [51] NSL-KDD attacks 96.6% DR and 3.4% FPR

ANN [52] KDD99 attacks False accept. less 8% and false rej. less 5%.

ANN [53] (D)DoS 85% TPR

AIS [54] DARPA (D)DoS Max TN 8.5% and max FNR 15%

AIS [55] KDD99 FP 0.7% and FN 21.02% and 1.3%
and 26.32%

AIS [56] SYN attacks 100% TPT and 0.17 FPR

T [61] (D)DoS attacks 88%—-94% and 0.45%-0.05% FPR

CT [62] (D)DoS attacks 98.4%

CT [63] DARPA Attacks 93.75%

PSO with FLN [47] KDD99 Norm. 99.7%, (D)DoS 98.11%, U2R 80.4%,
R2L 54.55%, Probe 80.01%

AIS [57] NSL-KDD 86.8%

AIS [58] KDD99 TPR 99.1% and FPR 1.9%

AIS [59] KDD99 DR 53.34% and FPR 0.20%

GA with RF [60] NSL-KDD 99.87% DR

of features that can achieve high rate of detection as well as a low rate of FPs. This is
particularly beneficial as it reduces the algorithmic complexity of the detection model
constructed as well as the time complexity. Furthermore, through the studies, it is
highlighted that bio/nature-inspired algorithms are particularly effective in detecting
different types of attacks that may or may not belong in the same attack family, such
as the KDD99 dataset.

As discussed above, studies achieve results of DR above 77% and FPRs not below
2.7% as illustrated in Table 9.6.
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ANNSs are proved the most effective in terms of the detection technique, achieving
the highest DR with 99.72%. This is reflected in the research literature as ANN is
proved to be the most usable and popular bio-inspired algorithm in intrusion detection.

However, ANNSs have an increased computational complexity [39]. To decrease
and optimise the complexity threshold techniques, such as GAs and chaos theory,
could be applied. Hence, ANN will need fewer resources.

GT is mainly used for preventing intrusions in systems. However, its ability to
define how network nodes in the system should communicate makes it a suitable
approach to detect malicious behaviour. For that reason, the authors in [14,15] have
applied a combination of computational puzzle with GT to prevent an attack rather
than just detecting it. GT can also be used for trust management between the nodes
participating in detection of threats in the system.

GAs have a better DR as shown in [36-38] than evolution strategies [35] although
both technologies follow a similar approach. GA algorithms are behaving effectively,
from resources allocation and execution time [18], for feature reduction. In next
generation, GA algorithms can be more effective as the dataset can be diverse and
provide better detection with fewer errors. This is due to packet dropping, which is
normal in communication networks, and it cannot be considered an attack unless it is
examined more carefully. GA algorithms are behaving effectively for feature reduction
before intrusion detection. Regarding detection, GA is able to achieve a DR between
90% and 97.57% for KDD99 attacks. This indicates that the evolutionary approach
GA follows is effective against detecting different types of attacks as well as different
variations of the same attack. Also, GA is able to detect other types of (D)DoS attacks
such as grey-hole and packet dropping attacks as shown in [18] with a high DR (95%).
GA can also be used in combination with other bio/nature-inspired algorithms such
as [39-41,49]. In such case, GA is used for feature reduction in an attempt to reduce
complexity of complex architectures (ANN and FL) without affecting the DR. This
objective is achieved as the DR is between 95% and 99.997%.

AlSs are particularly effective against intrusion detection in distributed systems
since there is no need for central coordinator. In [54], authors detect (D)DoS attacks
based on the AIS algorithm which is able to spread itself across the network for
monitoring. Therefore, (D)DoS attacks are detected faster since the proposed NSS
algorithm is able to mix antibodies and detect anomalies. In addition, from the studies
of [54-56], it is shown that their proposals produce low FPRs since authors construct
systems that can immediately detect abnormal instances. Hence, AIS algorithm is
able to detect a wide range of (D)DoS attacks as well as other types of attacks, when
KDD99 is used. However, AIS has a relatively high FNR, between 15% and 26.32%,
whereas the FPR remains low, between 0.17% and 1.3%.

Sl achieve arespectable DR against a range of cyberattacks as they take advantage
of the algorithm’s cooperative nature to detect various types of attacks that can be
considered stealthy, such as low-rate (D)DoS attacks [44] and UDP DoS attacks
[43], achieving a good DR of 89% and 80%, respectively. In the KDD99 attacks, SI
algorithm is performing well while achieving a 96.94% DR.

FL also achieves high rates of detection as shown in [39—42]. FL is also effective
in comparing classifications from many sources and deciding if an instance is either
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malicious or normal. FL promotes collaborative detection by effectively combining
evidence from multiple IDS agents. Therefore, it is able to detect the multiple and
different cyberattacks contained in the KDD99 dataset with a DR between 95% and
98.3%. FL in [54] has also been used against jamming DoS attacks with a very high
DR 0f 99.75%.

Finally, chaos theory is proved to also be a promising approach in detecting
abnormalities in real time traffic as shown in [61-63] when combined with ANNs
achieving a DR between 88% and 98.4% against various (D)DoS attacks in different
protocols.

Although the studies on bio-inspired techniques and their effective application in
intrusion detection seem more than promising, they certainly have some limitations.
Cyberattacks have become highly sophisticated and an attacker can stealthy bypass
any security control.

It can be observed that current studies discuss how robust against cyberattacks
and (D)DoS attacks in particular. However, there is no indication on how to detect
compromised nodes/botnets acting maliciously. As a counter example, an attacker
can constantly change IP addresses to bypass (D)DoS attack detection. In a similar
example, botnets can flood the network and then ‘sleep’ for a while and ‘wake’ again
to carry on so as to avoid detection. There are no studies that target such scenarios.
This issue should have been at least considered since many (D)DoS attack scenarios
are initiated from one machine being infected and gradually infecting the rest of the
network so they can all become a part of a large botnet.

Furthermore, the U2R and R2L scenarios included in the KDD99 dataset
have been used in multiple studies. Although these malicious types of behaviour
are useful for detecting more complex cyberattacks scenarios, none of the related
studies make usage of more complex cyberattack scenarios such as APTs. Hence,
more sophisticated and recent datasets shall be used to evaluate bio-inspired
algorithms.

Unfortunately, only a few studies exist that make usage of bio-inspired algorithms
in the cyber-physical systems [42,51-53,55]. Other techniques could also be used to
detect malicious behaviour in other cyber-physical systems such as the smart grid,
IoT networks and the smart city. First, FL could be used and be particularly effective.
As seen from the studies of [39—42], FL promotes collaboration, an essential concept
for the detection of advanced persistent attacks in distributed systems such smart city
networks.

Such systems are heterogeneous and complex, therefore, multiple information
must be collected from different intrusion detection sensors to identify if there is mali-
cious behaviour present. Another method that could be proved particularly effective
for these infrastructures is the SI algorithm since it also promotes cooperation and it
can be particularly effective against unknown attacks, or anomaly detection. A strong
advantage of the chaos theory is that it can capture legitimate behaviour and define
how much alteration can still be considered legitimate. Also, chaos theory could be
used to detect other types of attacks that are relatively new, such as the application
layer (D)DoS attacks. Lastly, GT would also be an effective solution for preventing
(D)DoS attacks.
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In smart city IoT networks and critical infrastructures, there is a vast amount of
intelligent electronic devices interconnected together spread into large geographical
distances. Due to their close mutual operation, they have higher possibilities of being
compromised and participate in botnet attacks.

Another observed limitation is that researchers do not consider compromised
IDS agents before actually launching the DoS or (D)DoS attacks. If one or more
IDS agents are compromised, the attacker violates the ‘trust’ between the IDS agents.
Hence, the compromised agent can ‘fool’ the network and act as legitimate. The only
studies that address this issue are [32,33]. Such scenarios are critical to the system
and can cause major consequences.

Additionally, bio-inspired techniques are proved to be particularly effective
against (D)DoS attacks as it can be seen from the studies. We still believe they can be
just as effective against other types of (D)DoS attacks, such as the slow-rate attack
in the application layer [42]. Low-rate and slow-rate attacks follow similar approach
but take place in different OSI Layer. Hence, detection can be efficiently achieved
using bio-inspired techniques. Additional studies and extended experiments must be
conducted for such an assumption to be validated. In addition, other (D)DoS attacks
can be explored, such as the DNS amplification attack.

There have been studies to defend systems against application layer (D)DoS
attacks but none of them have made usage of bio-inspired techniques or has examined
how to defend against such attacks in the IoT networks and critical infrastructures
[53-56]. However, since smart grid communicates on application level as well, such
attacks are possible to be conducted on such environment. Bio-inspired techniques
could be particularly effective in the smart grid due to its collaborative nature.

Another direction to consider effective detection of cyberattacks in the Smart
Grid is the possibility of an attack being initiated from another infrastructure still
targeting the smart grid. One example of such a circumstance is smart homes and the
IoT. Smart homes are directly connected to the smart grid. It is much easier for an
adversary to compromise a number of smart home devices and attack the smart grid
than trying to harm the smart grid directly.

An important aspect to consider is that the majority of devices deployed in the
smart grid are low in resources. On the other hand, most of the bio-inspired algorithms
are resources demanding. Therefore, possible changes to the algorithms could be
considered to make them lightweight and possibly adapt to such devices.

In the future, several bio-inspired techniques may combine with other machine-
learning techniques, such as in [41] with SVM. Mitigating approaches rather than just
detection be considered in the near future. Additionally, new solutions could expand
to hybrid attacks and increase security confidence in networked systems.

Although the techniques used in intrusion detection are wide in range, there is
still room for introducing new bio-inspired techniques as they could detect anomalies
in a given set using nature-inspired models. An example is the self-healing technique
used in the field of organic computing. In nature, self-healing is the automated process
of recovery of a natural being. In research, most likely bioinformatics, the aim is to
construct the self-X properties set depending on the goal. A self-detection approach
could be designed as inspired by [37,38].
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Another potential approach is the FA, inspired by the fireflies’ behaviour.
A firefly’s main behaviour is flashing so that it can attract other fireflies. The concept
is that the brighter the colour is, the greater the attractiveness is. Distance also plays a
role as it increases brightness. FA could be potentially used for feature selection and
reduction as well as used as an optimisation technique for ANN/SVM/FL techniques.

Besides detection, possible mitigation/prevention methods should be explored.
A good example for this process is the cuckoo search optimisation technique as
introduced in Section 2. It is motivated by the cuckoo species that let their eggs on
hosts of other birds. If birds understand that their eggs are not their own, they throw
them away or build a nest somewhere else. Eggs represent solutions and a cuckoo egg
consists of a new solution that can potentially replace the old one. The algorithm can
grow to a complex solution consisting a series of solutions. After detection, it can be
used to find an optimised solution. Also, cuckoo technique could be used for feature
reduction and possible weight training of ANNS.

9.7 Conclusion

As the technology rapidly progresses, it becomes a vital part of our lives with the
smart city era approaching. Critical infrastructures and IoT networks become more
complex in the smart city context but still need to be continuously available. Hence,
the protection of critical infrastructures, such as the Smart Grid, against (D)DoS
attacks is important. Since an attack can become highly sophisticated, the usage of
natural systems to protect networks from intrusions could transform IDSs into fast,
accurate and robust systems able to effectively detect plethora of (D)DoS attacks.
Bio-inspired techniques are proved to be an efficient and practical solution to various
attacks.

In this chapter, we discussed the importance of bio-inspired techniques in the
field of intrusion detection. A brief explanation was given on the most popular cyber-
attacks, as well as the most popular concepts of bio-inspired algorithm detection.
Furthermore, the most recent and high-impact studies on this topic have been pre-
sented in a wide range of networks, and a detailed discussion was made regarding these
studies. Concluding, future directions were highlighted for new research exploration
in the bio-inspired era.
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Chapter 10

DNA-inspired characterization and detection
of novel social Twitter spambots

Stefano Cresci!, Roberto Di Pietro?, Marinella Petrocchi’,
Angelo Spognardi®, and Maurizio Tesconi’

Spambot detection is a must for the protection of cyberspace, in terms of both threats
to sensitive information of users and trolls that may want to cheat and influence the
public opinion. Unfortunately, new waves of malicious accounts are characterized by
advanced features, making their detection extremely challenging. In contrast with the
supervised spambot detectors largely used in recent years and inspired by biological
DNA, we propose an alternative, unsupervised detection approach. Its novelty is based
on the idea of modeling online user behaviors with strings of characters representing
the sequence of the user’s online actions. Exploiting this nature-inspired behavioral
model, the proposed technique lets groups of spambots emerge from the crowd, by
comparing the accounts’ behaviors. Results show that the proposal outperforms the
best-of-breed algorithms commonly employed for spambot detection.

10.1 Introduction

Ranging over a time period spanning the last 10 years, the academic literature has
seen the flowering of scientific approaches to model and analyze deceptive accounts
in online social networks (OSNs). Deception in OSNs can take many different forms,
each one having its own characteristics and being associated to a specific kind of
anomalous accounts. In particular, OSNs currently feature the following different
kinds of anomalous subscribers: spammers, bots, cyborgs, compromised accounts,
sybils, and fake followers [1].

In a nutshell, spammers are those accounts that advertise unsolicited and often
harmful content—e.g., messages that contain links to malicious pages [2]. Bots
are computer programs that control social accounts, as stealthy as to mimic real
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users [3]. Instead, cyborgs interweave characteristics of both manual and automated
behavior [4]. Despite the heterogeneous behavior, these accounts are typically con-
trolled by their rightful owners, by means of both manual and programmatic (i.e.,
via web APIs) interaction. Compromised accounts are similar to cyborgs, in that they
alternate legitimate and automated behavior. However, compromised accounts are
accounts that have been taken over my malicious users and are no longer under the
control of their rightful owners [5]. Sybils are instead multiple fake identities, created
by a malicious user in order to unfairly increase their power and influence within a
target community [6]. Finally, there are fake followers, massively created accounts
that can be bought from online markets to follow a target account and apparently
inflate its popularity [7,8]. Each of these categories has been the matter of several
investigations, all sharing the ultimate goal of developing techniques for automatically
detecting (and consequently removing) the different kinds of deceptive accounts.

The vast majority of such detection techniques make large use of machine learn-
ing, in order to infer the nature (whether legitimate or malicious/deceptive) of the
social media accounts under investigation. They have been proved to represent consol-
idated mechanisms for detecting spammers and bots, henceforth spambots. However,
one of the most fascinating peculiarities of spambots is that they “evolve” over time,
adopting sophisticated techniques to evade early established detection approaches. As
evolving spambots became clever in escaping detection, for instance by changing dis-
cussion topics and posting activities, Academia and OSN administrators tried to keep
pace and proposed more complex detection models. Investigations went beyond mere
textual analyses on the content of shared messages [9] and considered also social rela-
tionships and/or interaction graphs of the accounts under investigation [10—12]. Most
noticeably, spambots evolution still goes on. Indeed, recent investigations anecdotally
highlight that new waves of social spambots are rising [13,14].

10.1.1 Contributions

This chapter targets these new waves, by

1. benchmarking a number of recently proposed spambots detection applications
and scientific techniques. Results presented in Section 10.4 demonstrate that
social spambots feature evolved and sophisticated characteristics and that they
cannot be assimilated to previous waves of malicious accounts. As such, they
deserve dedicated detection mechanisms.

2. describing a novel, biologically inspired, behavioral modeling technique. Such
technique, presented in Section 10.5, exploits historic behavioral data of an
account, in order to produce a compact and efficient behavioral representa-
tion. The behavioral representation of an account is particularly suitable to be
compared with others, thus supporting efficient group analyses.

3. presenting an unsupervised detection technique, together with its thorough eval-
uation, also comparing it with the state-of-the-art tools and algorithms surveyed
in Section 10.4. Results in Section 10.6 show the effectiveness of the proposed
social spambots detection technique.
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10.2 Datasets

In this section, we present the datasets that we exploited for studying the new
waves of deceptive accounts. Such datasets have been collected with the underly-
ing idea to compare the characteristics of novel deceptive accounts with those of
legitimate, human-operated accounts. The differences uncovered by this comparison
can then be leveraged to design novel detection techniques for automatically identi-
fying deceptive accounts. Detailed statistics about all the datasets are also reported in
Table 10.1.

10.2.1 Social spambots

In general, spambots are automated accounts (i.e., accounts driven by a bot) that
repeatedly advertise unsolicited and often harmful content (e.g., malware, URLs to
phishing websites, fake news, etc.). Recent studies in social media spam and automa-
tion provide anecdotal argumentation of the rise of a new generation of spambots,
so-called social spambots [13]. In [15], we extensively studied this novel phenomenon
on Twitter and we provided quantitative evidence that a paradigm-shift exists in
spambot design.

In [8], we had the chance to benchmark the efficiency of a novel classifier to
detect the so-called fake followers, created to inflate the number of followers of a
specific Twitter account (such as a celebrity, a politician, a popular brand, etc.). For
that study, we relied on a ground truth of fake followers publicly available on online
markets. Contrary to that first investigation, in [15], we considered social spambots
directly found in the Twitter ecosystem.

A first dataset of social spambots (henceforth SPAM-POL) was created after
observing the activities of a suspicious group of accounts that we discovered on Twitter
during the Mayoral election in Rome, in 2014. One of the runners-up employed a
social media marketing firm for his electoral campaign that made use of almost 1,000
automated accounts to publicize his policies. Surprisingly, we found such automated
accounts to be similar to genuine ones in every way. Every profile was accurately
filled with detailed—yet fake—personal information such as a stolen photo, short-
bio, location, etc. Those accounts also represented credible sources of information

Table 10.1 Statistics about the datasets of Twitter accounts used in the remainder

of this chapter
Dataset Description Accounts Tweets Year
HUM-HYB Random accounts that answered questions 3,474 8,377,522 2011
SPAM-POL Retweeters of an Italian political candidate 991 1,610,176 2012
SPAM-AMZ Spammers of products on sale at Amazon.com 464 1,418,626 2011

The year column reports the average creation year of the accounts belonging to the different groups.
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since they all had thousands of followers and friends, the majority of which were
genuine users. Furthermore, the accounts showed a tweeting behavior which was
apparently similar to those of genuine accounts, with a few tweets posted every
day, mainly quotes from popular people. However, every time the political candidate
posted a new tweet from his official account, all the automated accounts retweeted
it in a time span of just a few minutes. By resorting to this farm of bot accounts,
the political candidate was able to reach many more genuine accounts in addition
to his direct followers and managed to alter Twitter engagement metrics during the
electoral campaign. Amazingly, we also witnessed tens of human accounts who tried
to engage in conversation with some of the spambots. The most common form of
such human-to-spambot interaction was represented by a human reply to one of the
spambot tweets quotes. Quite obviously, no human account who tried interacting with
the spambots ever received a meaningful reply from them.

Furthermore, we uncovered a second group of social bots, labeled SPAM-AMZ,
which advertise products on sale on Amazon.com. The deceitful activity was carried
out by spamming URLs pointing to the advertised products. Similar to the retweeters
of'the Italian political candidate, also this family of spambots interleaved spam tweets
with harmless and genuine ones.

10.2.2 Legitimate accounts

The HUM-HYB dataset is a random sample of genuine (human-operated) accounts.
Following a hybrid crowdsensing approach [16], we randomly contacted Twitter users
by asking them a simple question in natural language. All the replies to our questions
were manually verified, and all the 3,474 accounts that answered were certified as
legitimate. The accounts that did not answer to our questions were discarded and are
not used in this study. In addition to the abovementioned accounts, we also randomly
contacted Twitter users to build a genuine set. We mentioned such users in tweets
about our research, and we further asked them simple questions in natural language.
Possible answers to our questions were given by contacted users in the form of replies
to our tweets. Such answers were then manually verified, and all the 3,474 accounts
that answered were certified as legitimate, becoming our HUM-HYB dataset.

In Sections 10.4 and 10.6, we leverage two test sets in order to benchmark and
compare a number of spambot detection techniques and applications. Specifically,
the first of such test datasets, labeled SPAM-TEST1, is a balanced combination of
social spambots from the SPAM-POL dataset and legitimate accounts from HUM-HYB.
Similarly, SPAM-TEST? is a balanced combination of social spambots from the
SPAM-AMZ dataset and legitimate accounts from HUM-HYB.

10.2.3 Reproducibility

For the sake of reproducibility, the datasets have been made publicly available for
scientific purposes. In particular, they are included within the data catalogue of the
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SoBigData European research infrastructure.! Moreover, they are hosted within
the Bot Repository website,> maintained by the Indiana University, and within
the My Information Bubble project website,? hosted by II'T-CNR in Italy.

10.3 Classification task and classification metrics

In the next sections, we will evaluate state-of-the-art detection mechanisms, in order to
assess their effectiveness in detecting the new waves of social spambots introduced in
Section 10.2. Here, we briefly recall the standard classification metrics we employed
to carry out the evaluation.

A classification task, in its simplest form (i.e., binary classification), involves
the development of a statistical model (called classifier) capable of automatically
distinguishing between data instances of a positive class and those of a negative class.
For example, one could cast the fake detection problem as a binary classification
task, where the positive class is associated to fake accounts, and the negative class
to genuine, human-operated accounts. A classification task can be extended beyond
its binary form by considering any finite number of classes. Classification results—
either binary or multiclass—are evaluated with metrics that are based on the following
four standard indicators:

e True positives (TP): The absolute number of positive data samples correctly
recognized as such by the classifier.

e True negatives (TN): The absolute number of negative data samples correctly
recognized as such by the classifier.

e  False positives (FP): The absolute number of negative data samples wrongly
recognized as positive ones by the classifier.

e [False negatives (FN): The absolute number of positive data samples wrongly
recognized as negative ones by the classifier.

The meaning of each indicator is graphically highlighted by the so-called
confusion matrix of Table 10.2, where each column represents the instances in the
predicted class, while each row represents the instances in the actual class [17].

In order to provide thorough classification results, we consider the following
standard evaluation metrics, based on the four indicators defined above:

e Accuracy: The proportion of predicted true results (both TP and TN) in the
population,

TP + TN
TP + TN + FP + FN

Accuracy =

Uhttps://sobigdata.d4science.org/explore
Zhttps://botometer.iuni.iu.edu/bot-repository/
3http://mib.projects.iit.cnr.it/dataset. html
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Table 10.2 Confusion matrix

Predicted class

Actual class Negative Positive
Negative N FP
Positive FN P

The grey shade highlights the 4 values of
the confusion matrix.

e Precision: The proportion of predicted positive cases that are indeed real positive,
TP
TP + FP
e Recall (also known as sensitivity): The proportion of real positive cases that are
indeed predicted positive,
TP
TP + FN

e Specificity: The proportion of real negative cases that are indeed predicted
negatives,

Precision =

Recall =

N
TN + FP
e F-measure (also known as F'/-score): The harmonic mean of precision and recall,

Specificity =

Precision - Recall
F-measure = 2 -

Precision + Recall
e Matthews correlation coefficient (MCC): The estimator of the correlation between
the predicted class and the real class of the samples [18],
TP-TN — FP-FN

MCC =
V(TP+FN) - (TP+FP) - (IN+FP) - (TN+FN)

Each of the above metrics captures a different aspect of the classification per-
formance. In detail, accuracy measures how many samples are correctly identified
in both of the classes, but it does not express if the positive class is better recog-
nized than the negative one. Moreover, there are situations where some predictive
models perform better than others, even having a lower Accuracy [19]. A high Pre-
cision indicates that many of the samples identified as positive are indeed correctly
classified, but it does not give any information about the positive samples that have
not been identified. This information is instead provided by the Recall metric, that
expresses how many positive samples have been correctly classified as such. A low
recall means that many positive samples are left unidentified. The F-measure and
MCC try to convey in one single value the overall quality of a prediction, combining
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all the other metrics. Furthermore, MCC is considered the unbiased version of the
F-measure, since it uses all the four elements of the confusion matrix [19]. An MCC
value close to 1 means that the prediction is really accurate; a value close to 0 means
that the prediction is no better than random guess, and a value close to —1 means that
the prediction is heavily in disagreement with the real class (namely, the classifier
almost always places a sample in the wrong class).

10.4 Benchmarking current spambot detection techniques

Here, we investigate whether established tools and techniques are able of identifying
the novel social spambots introduced in Section 10.2.

10.4.1 The BotOrNot ? service

BotOrNot? (recently renamed Botometer) is a publicly available service to eval-
uate the similarity of a Twitter account with the known characteristics of social
spambots [20]. Similarly to most already established techniques, BotOrNot?
performs its analyses on an account-by-account basis. Despite being specifically
designed for the detection of social spambots, authors state that the detection per-
formances of BotOrNot? against evolved spambots might be worse than those
reported in [20]. Here, we aim at evaluating this point by querying the service with a
set of legitimate and social spambot accounts. As shown in Table 10.3, BotOrNot?
achieves rather unsatisfactory results for the accounts of both SPAM-TEST1 and
SPAM-TEST2. Its detection performances are particularly bad for the accounts of
SPAM-TEST1 — where the spambots are retweeters of a political candidate from
the SPAM-POL dataset. The low values of F-measure and MCC, respectively, 0.288
and 0.174, are mainly due to the low Recall. In turn, this represents a tendency of
wrongly labeling SPAM-POL spambots as legitimate accounts.

10.4.2  Supervised spambot classification

Among the many supervised classification approaches to spambot detection proposed
in recent years by Academia, we included in our analysis the one presented by Yang
et al. in [11], since it focuses on the detection of evolving Twitter spambots. Thus, it
is interesting to evaluate if the system recently presented in [11] is actually able to
detect the sophisticated social spambots. This supervised system provides a machine-
learning classifier that infers whether a Twitter account is genuine or spambot by
relying on account’s relationships, tweeting timing, and level of automation. We have
reproduced such a classifier by implementing and computing all the features proposed
in [11], and by training the classifier with its original dataset. Results in Table 10.3
show that the system fails to correctly classify the novel social spambots. Similar
to the results of the BotOrNot? service, the worst results of this system in both
SPAM-TEST1 and SPAM-TEST? are related to the Recall metric. This means that
also this classifier labeled social spambots as genuine accounts.
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Table 10.3 Comparison among the spambot detection techniques, tools, and
algorithms surveyed in this section

Detection results

Technique Type Precision Recall Specificity Accuracy F-measure MCC
Test set: SPAM-TEST1

BotOrNot? [20]  Supervised  0.471 0.208 0.918 0.734 0.288 0.174
Yang et al [11]  Supervised 0.563 0.170 0.860 0.506 0.261 0.043
Miller et al. [21]  Unsupervised 0.555 0.358 0.698 0.526 0.435 0.059
Ahmed et al. [22]* Unsupervised 0.945 0.944 0.945 0.943 0.944 0.886
Test set: SPAM-TEST2

BotOrNot? [20]  Supervised  0.635 0.950 0.981 0.922 0.761 0.738
Yang etal [11]  Supervised 0.727 0.409 0.848 0.629 0.524 0.287
Miller et al. [21]  Unsupervised 0.467 0.306 0.654 0.481 0.370 —0.043
Ahmed et al. [22]* Unsupervised 0.913 0.935 0.912 0.923 0.923 0.847

For each test set, the highest values in each evaluation metric are shown in bold.
*Modified by employing fastgreedy instead of MCL for the graph clustering step.

10.4.3  Unsupervised spambot detection via Twitter stream clustering

Observing the results of traditional spambot classifiers, we can claim that social
spambots might be so sophisticatedly designed to make it very difficult to distinguish
them from genuine accounts, if observed one by one, as also supported by preliminary
work [13,14]. If demonstrated, this claim would imply that traditional supervised
classification approaches—where the evaluation of a set of features of the single
account is considered to assign to that account the genuine/spambot label—do not
represent the best methodology for the detection of social spambots. Supervised
classifiers, in facts, need to observe and learn the statistical characteristics of datasets
made of labeled samples in order to give a label to a new, probably unseen, sample.
Unsupervised classifiers, instead, do not need to know in advance the type of label
to assign, but can cluster together samples that share common characteristics, being
unaware if any label even exists. For this reason, we have also experimented with
unsupervised approaches for spambot detection.

The approach in [21] considers vectors made of 126 features extracted from
both accounts and tweets as input of modified versions of the DenStream [23] and
StreamKM-++ [24] clustering algorithms, to cluster feature vectors of a set of unla-
beled accounts. We have implemented the system proposed in [21] to cluster the
accounts of the two test sets. As shown in Table 10.3, this achieved the worst perfor-
mances among all those that we have benchmarked in this study. Low values of both
Precision and Recall mean incomplete and unreliable spambot detection. Among the
126 features, 95 are based on the textual content of tweets. However, novel social
spambots use texts with contents similar to that of genuine accounts (e.g., retweets of
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genuine tweets and famous quotes). For this reason, an approach almost solely based
on tweet content will not be able to achieve satisfactory results.

10.4.4 Unsupervised spambot detection via graph clustering

The approach in [22] exploits statistical features related to URLs, hashtags, mentions,
and retweets. Feature vectors generated in this way are then compared with one another
via an Euclidean distance measure. Distances between accounts are organized in an
adjacency matrix, which is later used to construct an undirected weighted graph of the
accounts. Then, graph clustering and community detection algorithms are applied in
order to identify groups of similar accounts. Graph clustering is done by employing
the Markov cluster algorithm (MCL) [25]. We fully implemented this solution and
experimented with the proposed datasets. However, the approach failed to identify
two distinct clusters, since accounts of both the SPAM-TEST1 and SPAM-TEST?2
test sets were assigned to a single cluster. We also performed a grid search simula-
tion in order to test the best parameter configuration for MCL,* but to no avail. To
achieve effective detection results, instead of the MCL, we adopted the fastgreedy
community-detection algorithm [26]. As reported in Table 10.3, this modified imple-
mentation proved effective in detecting social spambots, with an MCC = 0.886 for
SPAM-TEST1 and MCC = 0.847 for SPAM-TEST2.

10.5 Toward an accurate detection of social spambots

As shown in Table 10.3, the techniques and the established scientific works bench-
marked in Section 10.4 largely failed to detect the new wave of social spambots, one
notable exception being the (modified) unsupervised approach proposed by Ahmed
et al. in [22]. On the one hand, these unsatisfactory results call for novel analytic
tools able to keep pace with the latest evolutionary step of spambots. On the other
hand, the comforting results, achieved by the unsupervised system of Ahmed et al.,
seem to support the intuition that the novel social spambots can hardly be detected
by carrying out analyses on an “account-by-account” basis. Instead, one promising
research direction for the detection of the much sophisticated social spambots might
stem from the analysis of collective behaviors. Studying the behavior of groups of
accounts as a whole, rather than focusing on a single account at a time, opens up the
possibility to exploit much more data for the analysis. In turn, this approach might
hopefully allow to amplify those weak signals left behind by the sophisticated social
spambots, ultimately leading to their detection.

Thus, in this section, we focus on providing a novel and effective way of modeling
online collective behaviors [27]. The behavioral modeling technique proposed in this
section is subsequently exploited in Section 10.6 to design and implement an accurate
social spambot detection system.

4MCL admits two fundamental parameters: inflation and expansion.
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10.5.1 The digital DNA behavioral modeling technique

Building on the considerations emerged in the previous section, here we provide a
novel online behavioral modeling technique that is particularly suitable to be applied
for social spambot detection, by focusing the analysis on large groups of users.

10.5.1.1 Digital DNA sequences

The human genome is the complete set of human genetic information encoded as
nucleic-acid sequences. DNA sequences are successions of characters (strings) indi-
cating the order of nucleotides within DNA molecules. The possible characters are
A, C, G, and T, representing the four nucleotide bases of a DNA strand: adenine,
cytosine, guanine, and thymine. Biological DNA stores the information that directs
a living organism’s functions and characteristics. DNA sequences are analyzed via
bioinformatics techniques, which feature a rich set of different algorithms for arrang-
ing the sequences to identify regions of similarity. By analyzing common sequence
patterns, it is possible to predict an individual’s specific characteristics and uncover
relationships among different families of individuals.

Inspired by biological DNA, we propose modeling online user behaviors with
strings of characters representing the sequence of a user’s online actions. Each
action type (such as posting new content, or following, or replying to a user) can
be encoded with a different character, just as in DNA sequences, where characters
encode nucleotide bases. According to this paradigm, online user actions would repre-
sent the bases of their digital DNA. Different kinds of user behavior can be observed
on the Internet [12], and digital DNA is a flexible and compact way of modeling
such behaviors [28]. The flexibility lies in the possibility of choosing which actions
form the sequence. For example, digital DNA sequences on Facebook could include
a different base for each user-to-user interaction type: comments (C), likes (L), shares
(S), and mentions (M). Then, interactions can be encoded as strings formed by such
characters according to the sequence of user-performed actions. Similarly, user-to-
item interactions on an e-commerce platform could be modeled by using a base for
every product category. User purchasing behaviors could be encoded as a sequence
of characters according to the category of products they buy. In this regard, digi-
tal DNA shows a major difference from biological DNA, where the four nucleotide
bases are fixed. In digital DNA, both the number and the meaning of the bases can
change according to the behavior or interaction to be modeled. Just like its biological
predecessor, digital DNA is a compact representation of information—for example,
a Twitter user’s timeline could be encoded as a single string of 3,200 characters (one
character per tweet).

10.5.1.2 Definition of digital DNA
A digital DNA sequence can be defined as a row-vector of characters (i.e., a string),

s=(biby....by) beBYi=1,...n
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Characters b; in s are drawn from a finite set, called alphabet,
B={By,Bs,...,By} Bi#B; Vij=1...,N i#]j

The B; characters are also called the (DNA) bases of the alphabet B. A user’s behavior
can be represented with a digital DNA sequence by encoding each action of the user
with an alphabet base. Then, by scanning the user’s actions in chronological order
and by assigning the appropriate base to each action, one can obtain the sequence of
characters that make up the digital DNA sequence of the user. For example, Figure 10.1
shows the process of extracting the digital DNA sequence of a Twitter user, by scanning
its timeline according to the alphabet nype defined in Table 10.4.

Table 10.4 contains the definitions of some of the possible alphabets we can rely
on for modeling users’ behaviors. Each alphabet’s name is characterized by a subscript
(e.g., type), which identifies the kind of information captured by the bases; and by a
superscript (e.g., 3), which denotes the number NV of bases in the alphabet. These two
indices are typically enough to univocally identify an alphabet. As demonstrated by
the examples proposed in Table 10.4, the superscript is useful to distinguish alphabets
modeling the same facet with a different number of bases. These alphabets represent

different possible encodings for OSNs actions. In detail, the nype alphabet encodes

I ' User’s timeline

]

|
AAY Best of Aquarius 0BestofAquarius - Jan 2 ‘
#Aquarius dislike pointless arguments with stubbomn people. — T
ANV
Vector notation
T Bemek ] ..
@im_manishpandey what an Innings!! Take a bow!! () &= #indvsAus g (" ofa dlgltal DNA
View conversation sequence
|
Manish pandey @in anishpande Sep 2
i Thanks twitter my account is verified now.. — T
g
o [—— = (., T,T,A,T,C,T)
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Life Sayings @ @I F:
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Figure 10.1 The digital DNA behavioral modeling technique. Excerpt of a digital
DNA extraction process for a Twitter user with the E?ype alphabet. By
scanning the users actions in chronological order and by assigning
the appropriate base to each action, one can obtain the sequence of
characters that makes up the digital DNA sequence of the user
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Table 10.4 Naming and definition of some digital DNA alphabets

Label Definition

A 4= tweet,

3 _
B,pe = {1 C < reply,

T <= retweet

N <« tweet contains no entities (plain text),

3

content = | E <« tweet contains one or more entities of one type,

X <= tweet contains entities of mixed types

N < tweet contains no entities (plain text),
U <= tweet contains one or more URLs,

6 H < tweet contains one or more hashtags,
B ontent = . .
M <= tweet contains one or more mentions,

D < tweet contains one or more media,

X <= tweet contains entities of mixed types

W < tweet without interaction,

3

veraction. = 3 O <= interaction with ordinary user,

C <« interaction with celebrity user

W < tweet without interaction,
L < interaction with low popularity user,

. D <« interaction with middle-low popularity user,

interaction M < interaction with middle popularity user,

H < interaction with middle-high popularity user,

C <« interaction with celebrity user

N < interaction with new user,

B; counage = | M <= interaction with middle-aged user,

L < interaction with longtime user

user behaviors according to their type of tweets produced, either tweets, retweets, or
replies. Alphabets B} and BS  provide a way to model Twitter actions, with
different granularities, by looking at the content of tweets rather than the type. In

order to easily classify a tweet based on its content, we exploited Twitter’s notion
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of entities.” The idea underlying the alphabets B} . ... and BS . is to employ
different bases with respect to the popularity level of the peers with whom a given
user interacts. Specifically, we exploited retweets and replies between users as a
form of interaction and an account’s followers count as a measure of popularity for
that account. For this purpose, we computed the distribution of followers counts
among a random sample of 400,000 Twitter users: such distribution is skewed towards
low followers count values for ordinary users, since only few outliers count up to
millions of followers, representing the Twitter celebrities. Then, in the definition of the
alphabets, we represent interactions with celebrity users, ordinary users, and tweets
that are not interactions. These types of alphabets could be adopted to understand
whether users with a given level of popularity in a social network typically interact with
other users on the same level, thus following an assortativity law [29,30]. ]Bfwcom_age
shows another possible way of modeling user interactions. In contrast with the two
Bireraciion alphabets, here the different bases represent the age of the accounts (i.e., time
since the account’s creation) with whom users interact, rather than their popularity. We
used fixed thresholds to classify accounts as being new users in the Twitter platform
(account age < 6 months), middle-aged users (6 months < account age < 3 years),
or longtime users (accounts age > 3 years). We defined the alphabet as having one
base for each of these three classes of accounts. Notably, to mark a difference with
Binteracrion alphabets, in Bgmm,_age we did not include a base for tweets that do not
represent interactions. As a consequence, such tweets are not represented in digital
DNA sequences obtained with B} ,,,,.occ-

Although we show here only the six alphabets defined in Table 10.4, the proposed
modeling technique is suitable to encode a broad range of different behaviors and
interactions, thus representing a flexible framework for online behavioral analyses.
For instance, it would have been possible to easily model via digital DNA sequences
both the web-based online behavioral features recently studied in [31-33] and the
behavioral features studied in [34] that are derived from the fields of market analysis

and social-security analysis.

10.5.1.3 Similarity between digital DNA sequences

In order to analyze groups of users rather than single users, we need to study multiple
digital DNA sequences as a whole. A group A of M = |A| users can be described
by the digital DNA sequences of the M users, where all the sequences are formed
according to the same alphabet,

S (b11,b12,...,b1,)

S2 (b2,1,022, ..., ba)
A=) . | = .

Sm (bM,labM,2,~-~>bM,p)

STwitter defines the following types of entities: URLSs, #hashtags, @mentions, and media (images, videos).
For a complete reference of Twitter entities, see https.//dev.twitter.com/overview/api/entities
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The group A is defined as a column-vector of M digital DNA sequences of variable
length, one sequence for each user of the group.

To perform analyses on groups of digital DNA sequences, we can rely on recent
advances in the fields of bioinformatics and string mining. In fact, many efficient
algorithms and techniques for the analysis of biological strings have been continu-
ally proposed in such fields [35]. One of the possible means to quantify similarities
between sequential data representations, such as the digital DNA sequences, is the
longest common substring (LCS) [36]. Intuitively, users that share long behavioral
patterns are much more likely to be similar than those that share short behavioral pat-
terns. Given two strings, s; of length n and s; of length m, their LCS is the longest string
that is a substring of both s; and s;. For example, given s; = MASSACHUSETTS and
s; = PARACHUTE, their LCS is the string ACHU and the LCS length is 4. The extended
version of this problem that considers an arbitrary finite number of strings, is called
the k-common substring problem [37]. In this case, given a vector A = (Sy,...,Sy)
of M strings, the problem is that of finding the LCS that is common to at least £
of these strings, for each 2 < k < M. Notably, both the LCS and the k-common sub-
string problems can be solved in linear time and space, by resorting to the generalized
suffix tree and by implementing state-of-the-art algorithms, such as those proposed
in [36]. Given that, in the k-common substring problem, the LCS is computed for each
2 <k < M, itis possible to plot an LCS curve, showing the relationship between the
length of the LCS and the number k of strings.

For example, Figure 10.2(a) and (b) depicts the LCS curves computed for the
Twitter accounts of the HUM-HYB dataset, via the B>, and B} alphabets. On the

type content
x axis is reported the number & of accounts (corresponding to the & strings, or digital
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Figure 10.2 Measuring behavioral similarity of a group of legitimate accounts
(HUM-HYB). Examples of the LCS curves obtained with the
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DNA sequences, used to compute LCS values) and on the y axis the length of the LCS
common to at least k£ accounts. Therefore, each point in an LCS curve corresponds to
a subset of k accounts that share the longest substring (of length y) among all those
shared between all the other possible subsets of k£ accounts.

As a direct consequence of the definition of LCS, as the number £ of accounts
grows, the length of the LCS common to all of them shortens. In other words, LCS
curves are monotonic nonincreasing functions, such that,

LCS[k— 11> LCS[k] ¥V 3<k<M

Thus, it is more likely to find a long LCS among a few accounts rather than among
large groups.

In our scenario, an LCS curve is a representation of the behavioral similarities
among a group of users, since it is an ordered sequence of substring lengths, namely
users’ actions. To obtain a single value that acts as a measure of similarity for the
whole group, it is possible to compute the area under the LCS curve (AUC) [38,39].
Since LCS curves are discrete functions defined over the [2, M] range, their AUC
can be computed straightaway, without approximations, with the following trapezoid
rule,

% (LCS[k — 11+ LCS[A])Ax

AUC =
2
k=3
1 M
= EZ‘LCS[k— 11+ LCS[k] (10.1)
k=3

Compared to LCS, the definition of AUC given in (10.1) allows to directly and
quantitatively compare the overall similarity among different groups.

10.6 DNA-inspired detection of social spambots

In this section, we leverage the online behavioral modeling technique presented in
the previous Section 10.5 to design an efficient social spambot detection system.
In order to evaluate the proposed system, we leverage the SPAM-TEST1 and the
SPAM-TEST? test sets already used in the previous sections.

10.6.1 LCS curves of legitimate and malicious accounts

To exploit at its best the potential of digital DNA, we need a deeper understanding
of the elements that mark the distinction between legitimate accounts and social
spambots. Hence, building on the definitions of digital DNA and LCS curves given in
Section 10.5.1, in this section, we show how it is possible to capture the characteristics
of the LCS curves of different groups of accounts. In particular, we are interested in
evaluating the differences and similarities among those groups of accounts, as seen
through the lenses of digital DNA sequences.
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10.6.1.1 LCS curves of a group of homogeneous accounts

Figure 10.3 shows a comparison between the LCS curves of legitimate accounts and
social spambots of the SPAM-POL (Figure 10.3(a)) and SPAM-AMZ (Figure 10.3(b))
groups. As shown, the LCSs of both groups of spambots are rather long even when the
number of accounts grows. This is strikingly evident in Figure 10.3(b) (SPAM-AMZ —
spammers of Amazon.com products). For both the spambot groups, we observe a
sudden drop in LCS length when the number of accounts gets close to the group
size, namely, at the end of the x axis. In contrast to the remarkably high LCS
curves of spambots, genuine accounts show little to no similarity—as represented
by LCS curves that exponentially decay, rapidly reaching the smallest values of
LCS length.

This preliminary yet considerable differences between the LCS curves of legit-
imate accounts and spambots suggest that, despite the advanced characteristics of
these novel spambots, the nype digital DNA is able to uncover traces of their auto-
mated and synchronized activity. In turn, the automated behaviors of a large group
of accounts results in exceptionally high LCS curves for such accounts. Indeed, we
consider high behavioral similarity as a proxy for automation and, thus, an excep-
tionally high level of similarity among a large group of accounts might serve as a
red flag for anomalous behaviors. In the following, we preliminarily compare groups
of heterogeneous users, looking for features that could be used to design a detection
mechanism, while in Section 10.6.2, we detail how to leverage such elements for an
effective detection mechanism.

3,000 Groups 3,000 Groups
-=-HUM-HYB -<-HUM-HYB
--SPAM-POL -£-SPAM-AMZ|
2,000+ 2,000 -
n 2
& O
— —
1,000 - 1,000 -
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(a) Accounts (b Accounts

Figure 10.3  Measuring behavioral similarity for different groups of accounts.
Comparison between LCS curves of social spambots and legitimate

accounts, obtained with the ]nype alphabet. Social spambots feature

much greater behavioral similarities than legitimate accounts.

(a) Social spambots (SPAM-POL) versus legitimate accounts

(HUM-HYB) and (b) social spambots (SPAM-AMZ) versus legitimate

accounts (HUM-HYB)
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10.6.1.2 LCS curves of a group of heterogeneous accounts

In the previous section, we analyzed LCS curves derived from digital DNA sequences
of'users with similar characteristics, such as legitimate Twitter accounts and spambots
of a given family. We demonstrated that groups with different characteristics lead
to qualitatively different LCS curves. However, we have not yet considered LCS
curves that are obtained from sequences of an unknown, heterogeneous group of
users. Thus, we leveraged the SPAM-TEST1 and SPAM-TEST2 mixed groups of
legitimate accounts and spambots, and we repeated the analysis with LCS curves. In
detail, Figure 10.4 shows the LCS curves obtained via the B , alphabet.

In the left hand plot of Figure 10.4, we observe a continuous decrease in the LCS
length as the number of considered accounts grows. Such slow decrease is sometimes
interleaved by steeper drops, such as those occurring in the region of 500 and 1,000
accounts. Another—and even more evident—steep drop is shown in the right hand plot
of Figure 10.4, in the region of 400 accounts. LCS curves in both plots asymptotically
reach their minimum value as the number of accounts grows. Overall, such LCS curves
show a different behavior than those related to a single group of similar accounts,
such as the ones shown in Figure 10.3(a) and (b). Indeed, the plots of Figure 10.4
lack a single trend that spans for the whole domain of the LCS curves. Instead, they
depict a situation where a trend seems to be dominant only until reaching a certain
threshold. Then, a steep fall occurs and another trend—possibly different—Kkicks
in. Notably, such portions of the LCS curves separated by the steep drops resemble
LCS curves of the single groups of similar accounts (i.e., SPAM-POL, SPAM-AMZ,
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LCS
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Figure 10.4 Measuring behavioral similarity for an heterogeneous group
composed of legitimate accounts and social spambots. LCS curves
obtained via the nype alphabet. These LCS curves lack a single trend
that spans for the whole domain. Instead, they depict a situation where
a trend seems to be dominant only until reaching a certain threshold.
Then, a steep fall occurs and another trend kicks in. (a) Dataset:

SPAM-TESTI and (b) dataset: SPAM-TEST2
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HUM-HYB) used to obtain the sets of heterogeneous accounts (i.e., SPAM-TEST1,
SPAM-TEST2). The steep drops of LCS curves separate areas where the length of
the LCS remains practically unchanged, even for significantly different numbers of
considered accounts. In the left hand plot of Figure 10.4, for instance, the LCS remains
almost unchanged when considering a number of accounts between 500 and 1,000.
The same also applies to the right-hand plot of Figure 10.4, for a number of accounts
lower than 400. Such plateaux in LCS curves are strictly related to homogeneous
groups of highly similar accounts. Note that it is possible to observe multiple plateaux
inasingle LCS curve, as in the case of Figure 10.4(a). This represents a situation where
multiple (sub)groups exist among the whole set of considered accounts. Furthermore,
the steeper and the more pronounced is a drop in an LCS curve, the more different
are the two subgroups of accounts split by that drop.

To summarize, LCS curves of an unknown and heterogeneous group of accounts
can present one or more plateaux, which are related to subgroups of homoge-
neous (i.e., with highly similar behaviors) users. Conversely, steep drops represent
points marking big differences between distinct subgroups. Finally, slow and gradual
decreases in LCS curves represent areas of uncertainty, where it might be difficult to
make strong hypotheses about the characteristics of the underlying accounts. In con-
clusion, we argue that LCS curves of an unknown and heterogeneous group of users
are capable of conveying information about relevant and homogeneous subgroups of
highly similar users.

10.6.2 An unsupervised detection technique

Here, we discuss an unsupervised methodology that leverages previous findings and
exploits the shape of LCS curves of heterogeneous accounts in order to find sub-
groups of accounts with similar behaviors [40]. Specifically, we propose to exploit
the discrete derivative of an LCS curve to recognize the points corresponding to the
steep drops. This approach is applicable to a broad range of situations, since it requires
no information other than the LCS curve of the heterogeneous group of accounts.

The steep drops of LCS curves appear as sharp peaks in the derivative plot and
represent suitable splitting points to isolate different subgroups among the whole set
of accounts. All the suitable splitting points might be ranked according to their cor-
responding derivative value (i.e., how steep is the corresponding drop) and then, a
hierarchical top-down (i.e., divisive) approach may be applied, by repeatedly dividing
the whole set of accounts based on the ranked points, leading to a dendrogram struc-
ture. For instance, this approach can be exploited in situations where the LCS curve
exhibits multiple plateaux and steep drops, in order to find the best possible clusters
that can be used to divide the original set of heterogeneous accounts.

The discrete derivative of the LCS curve of a set of M accounts can be easily
computed as

A, LCS
LCS'[k] = e St LCS[k] — LCS[k — 1]
Ay accounts
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for k =3,...,M. Given that LCS curves are monotonic nonincreasing functions
defined over the [2, M] range, their derivatives LCS’ will assume only zero or negative
values, with steep drops in the LCS corresponding to sharp negative peaks in LCS’.
Simple peak-detection algorithms can be employed in order to automatically detect the
relevant peaks in LCS' [41]. Notably, this approach does not require a training phase
and can be employed pretty much like a clustering algorithm, in an unsupervised
fashion. We can notice that finding the splitting points is very efficient. In facts,
evaluating the derivative peaks has a cost (in number of operations) that is linear with
respect to the size of the dataset, while comparing and choosing the different split
candidates is a customizable step that can be as easy as choosing the one corresponding
to the highest (absolute) peak. Building the dendrogram and comparing the different
split is an additional and optional step that can help representing the possible splits,
if one needs to carefully explore the possible groups of accounts.

To prove the effectiveness of this unsupervised approach, we applied it to the LCS
obtained from the unlabeled SPAM-TEST1 and SPAM-TEST?2 test sets, with the goal
of separating social spambots from legitimate accounts. Figure 10.5(a) and (b) shows
stacked plots of the LCS of the SPAM-TEST1 and SPAM-TEST2 groups, respec-
tively, together with their discrete derivative LCS', both in linear and logarithmic scale.
The logarithmic scale plots of the derivatives have been computed as log,, | LCS’ |,
and they have been added for the sake of clarity, since they highlight the less visible
peaks of the linear scale plots. In order to facilitate the detection of peaks in LCS', we
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Figure 10.5 Application of the unsupervised approach for discriminating between
spambots and legitimate users among an unknown set of accounts.
The peaks in the LCS derivatives that represent the best candidate
points for the split are marked in all graphs with a vertical solid line.
Accounts to the left of the splitting points are identified as spambots,
while those to the right are identified as legitimate users. (a) Dataset:
SPAM-TESTI1 and (b) dataset: SPAM-TEST2
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smoothed the original LCS curves before computing their derivatives [42]. This pre-
processing step acts pretty much like a low-pass filter, allowing to flatten the majority
of noisy fluctuations.

In Figure 10.5, the solid vertical lines correspond to the most pronounced peaks
in the LCS’ of SPAM-TEST1 and SPAM-TEST2. As shown, the proposed method-
ology accurately identified reasonable splitting points in order to find two clusters
among the whole sets of unlabeled accounts. In detail, those accounts laying on the
left of the vertical splitting line—that is, accounts sharing long behavioral patterns
(i.e., long LCS)—are labeled as spambots. Conversely, the accounts to the right of
the vertical splitting line—i.e., accounts sharing little similarities—are labeled as
legitimate ones. Together with this qualitative assessment, in Section 10.6.3, we also
perform a thorough quantitative evaluation of our spambots detection techniques, by
means of well-known performance metrics of the machine-learning algorithms.

We remark that, although the SPAM-TEST1 and SPAM-TEST? datasets feature
an equal number of genuine and spambot accounts, the ratio between the two types
of accounts is generally different when considering the whole Twittersphere [43].
The balance in SPAM-TEST1 and SPAM-TEST?2 is because we mostly envision the
application of this digital DNA technique to spot anomalous groups within devoted
events/campaigns—e.g., those accounts retweeting a specific hashtag, or participating
in an electoral campaign, or which are followers of a certain account. Whereas the
analysis is concentrated on a subset of accounts acting around a particular event, the
ratio between legitimate and spambot accounts can drastically vary, even leading to a
balance in the cardinality of the two groups. For the sake of completeness, we carried
out a series of further experiments with the aim of investigating the applicability of this
technique to the whole Twittersphere, in order to gain insights into its effectiveness
when the ratio between spambot accounts and legitimate ones is likely different than
the one in the SPAM-TEST1 and SPAM-TEST?2 test sets. Results of this experiment
are presented in the next section (Tables 10.5 and 10.6).

We evaluate the performances of the unsupervised approach with a dataset that
reflects a real word scenario, where the number of spambots is supposed to be much
smaller than the number of human-operated accounts. In particular, Figure 10.6
reports the MCC resulted from the experiments obtained considering the ratio between
the number of spambots and legitimate accounts spanning from 0.01 to 0.10, within
a dataset of 5,000 total accounts. For each experiment, we firstly set the spambots
ratio. Then, we randomly picked the DNA sequences of the two original test sets
(SPAM-TEST1 and SPAM-TEST?2) so as to build mixed datasets with the correct
numbers of spambots and legitimate accounts. Finally, we executed the unsupervised
detection approach on such datasets and evaluated the detection performance, aver-
aging the results over 20 executions. From the plot in Figure 10.6, it is noticeable
that the performance improves as the number of spambots in the dataset increases.
Considering that the number of spambot accounts in this experiment is extremely low
(the smallest one is only of 50 spambots), the reliability of the unsupervised approach
is still noticeable.
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Table 10.5 Social spambots detection results

Detection results

Technique Type P TN FP FN

Test set: SPAM-TEST1

Social Fingerprinting Unsupervised 963 924 18 28
Yang et al. [11] Supervised 169 811 131 822
Miller et al. [21] Unsupervised 355 657 285 636
Ahmed et al. [22]* Unsupervised 935 888 54 56

Test set: SPAM-TEST2

Social Fingerprinting Unsupervised 398 468 0 66
Yang et al. [11] Supervised 190 397 71 274
Miller et al. [21] Unsupervised 142 306 162 322
Ahmed et al. [22]*7 Unsupervised 428 427 41 30

Comparison between the Social Fingerprinting splitting technique and other state-of-the-art algorithms
toward the detection of social spambots among the accounts of the SPAM-TEST1 and SPAM-TEST2 test
sets. Original contributions, represented by the proposed Social Fingerprinting technique, are highlighted.
*Modified by employing fastgreedy instead of MCL for the graph clustering step.

TWith regard to the feature set of [22], a few accounts had null values for all the features thus resulting in
the impossibility to apply the clustering algorithm to such accounts.

Table 10.6 Evaluation metrics for social spambots detection

Evaluation metrics

Technique Type Precision Recall Specificity Accuracy F-measure MCC

Test set: SPAM-TEST1

Social Fingerprinting Unsupervised 0.982 0.972  0.981 0.976 0.977 0.952
Yang et al. [11] Supervised ~ 0.563 0.170  0.860 0.506 0.261 0.043
Miller et al. [21] Unsupervised 0.555 0.358 0.698 0.526 0.435 0.059
Ahmed et al. [22]* Unsupervised 0.945 0.944  0.945 0.943 0.944 0.886

Test set: SPAM-TEST2

Social Fingerprinting Unsupervised 1.000 0.858 1.000 0.929 0.923 0.867
Yang et al. [11] Supervised ~ 0.727 0.409 0.848 0.629 0.524 0.287
Miller et al. [21] Unsupervised 0.467 0.306 0.654 0.481 0.370 —0.043
Ahmed et al. [22]* Unsupervised 0.913 0.935 0912 0.923 0.923 0.847

Comparison between the Social Fingerprinting splitting technique and other state-of-the-art algorithms
toward the detection of social spambots among the accounts of the SPAM-TEST1 and SPAM-TEST2
test sets. For each test set, the highest values in each evaluation metric are shown in bold. Original
contributions, represented by the proposed Social Fingerprinting technique, are highlighted.
*Modified by employing fastgreedy instead of MCL for the graph clustering step.
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Figure 10.6 Detection performances, in terms of MCC, of the Social
Fingerprinting unsupervised approach with heavily imbalanced data.
The SPAM-TEST1 and SPAM-TEST?2 datasets have been resampled
for this experiment so as to obtain a spambots-to-legitimate-accounts
ratio = 0.01/0.1

10.6.3 Comparison with state-of-the-art detection techniques

To thoroughly evaluate the Social Fingerprinting technique, we compared its detection
results with those obtained by different state-of-the-art spambot detection techniques,
namely, the supervised one by Yang et al. [11], and the unsupervised approaches by
Miller et al. [21] and by Ahmed et al. [22].

Notably, the Social Fingerprinting detection technique outperforms the other
approaches for all the considered metrics, achieving MCC = 0.952 and 0.955 for
SPAM-TEST1, and MCC = 0.867 and 0.940 for SPAM-TEST?2. Specifically, there
is a clear performance gap between the approaches of [11] and [21] with respect to the
Social Fingerprinting approaches and that of [22]. The supervised approach by Yang
et al. [11] proved unable to accurately distinguish spambots from legitimate accounts,
as demonstrated by the considerable number of FN and the resulting very low Recall.
This result supports the initial claim that this new wave of bots is surprisingly similar
to legitimate accounts: they are exceptionally hard to detect if considered one by one.
Moreover, also the unsupervised approach in [21] provided unsatisfactory results.
Instead, the approach in [22] proved effective in detecting our considered spambots,
showing an MCC = 0.886 for SPAM-TEST1 and MCC = 0.847 for SPAM-TEST2.
With only seven features, the modified version of [22] focuses on retweets, hashtags,
mentions, and URLs, thus analyzing the accounts along the dimensions exploited
by these spammers. However, although achieving an overall good performance for
the considered spambots, the approach in [22] might lack reusability across other
groups of spambots with different behaviors, such as those perpetrating a follower
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fraud [8,44]. Social Fingerprinting, instead, is flexible enough to highlight suspicious
similarities among groups of accounts without focusing on specific characteristics.

10.7 Conclusions and future directions

In this chapter, we highlighted that recent waves of spambots have been thoroughly
engineered so as to mimic the human behavior of OSNs genuine users. We showed
that these novel species of spambots escape state-of-the-art algorithms specifically
designed to detect them. Later, we described the digital DNA behavioral modeling
technique. Leveraging this methodology, we have been able to find that there are
still low intensity signals that make humans different from bots, when considering
users not on an account-by-account basis, but rather on collective behaviors. Our
Social Fingerprinting detection approach and coupled algorithmic toolbox—drawn
from the bioinformatics and string mining domains—have shown excellent detection
capabilities for all of the most relevant detection metrics, outperforming state-of-the-
art solutions.

As future research, we aim at exploiting the combined application of the dig-
ital DNA behavioral modeling technique and the effective heuristics represented
by genetic algorithms. Since decades, the latter have been successfully used to
solve optimization problems. However, in order to be applied, genetic algorithms
require a string-based genetic encoding of information, which severely limited their
applicability when dealing with online accounts. The combination of (i) digital
DNA modeling—and, hence, the possibility to even create synthetic digital DNA
sequences—and (ii) the evolutionary simulations allowed by genetic algorithms, open
up the unprecedented opportunity to study the evolutionary patterns of modern social
spambots.
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Chapter 11

Nature-inspired approaches for social
network security

Indu Valsaladevi'? and Sabu M. Thampi®

Study Nature, Love Nature, Stay Close to Nature. It will never fail you.

Frank Lloyd Wright

11.1 Introduction

Nature is one of the best teachers in the whole Universe. It constantly experiences
the transitions happening in the environment and adapts itself to the changes and
has its own inherent capability to evolve according to the changing environment. It
has powerful features of self-learning, self-optimisation, self-processing and self-
healing, and it has been a rich source of inspiration for philosophers and researchers
from ancient times. Nature has the ability to solve extremely complicated problems in
its own unique way, and humans are always allured by the mesmerising ways by which
it tackles different circumstances [1]. Scientists and philosophers have always been
observing the amazing phenomena happening in the nature, and they have been trying
to analyse and replicate them as algorithms in novel problem-solving techniques [2].
Here comes the relevance of nature-inspired algorithms since they emerge from the
fact that they imitate the best characteristics in the nature. The area of nature-inspired
algorithms in social network security is a highly unexplored area, and this chapter is
an attempt to throw lights into the amazing world of nature-inspired techniques that
find application in the social network arena. This chapter sketches various bio-inspired
algorithms that can be applied for social network analysis (SNA) problems and
also summarises the state-of-the-art nature-inspired techniques prevailing in social
network security, their open challenges and future research directions in this area.

11.1.1 An overview of nature-inspired algorithms

Humans are greatly inspired by the nature and they try to mimic many tech-
niques through which it solves different problems and adapts itself to the dynamic

!Faculty of Engineering (Department of Computer Science and Engineering), University of Kerala, India
2Center for Research and Innovation in Cyber Threat Resilience (CRICTR), Indian Institute of Information
Technology and Management — Kerala (III'TM-K), India
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Figure 11.1 Workflow of nature-inspired algorithms

environment. Drawing inspiration from the real-world events, researchers have been
trying to develop more logical and effective ways of problem-solving in the form
of algorithms for cracking many real-world optimisation problems. The collective
and emerging behaviour of individuals, self-organisation, the division of labour, food
searching habits, communication and interaction among animals, birds, fishes and
even insects like ants, bees, fireflies, termites, wasps, etc. have drawn the attention
of researchers and numerous optimisation algorithms have been developed based on
their behaviour analysis [3,4]. The algorithms which are developed taking inspira-
tion from nature are called nature-inspired algorithms or bio-inspired algorithms.
The beauty of the nature-inspired algorithms lies in the fact that they draw their sole
inspiration from the nature and its efficiency and success depend on the selection of
the fittest features of biological systems that have evolved through natural selection
over millions of years [5]. Figure 11.1 shows the general workflow of nature-inspired
algorithms.

Nature-inspired algorithms can be broadly classified into evolutionary algo-
rithms (EAs) and swarm intelligence algorithms. There are also several other
nature-inspired approaches which involve the combination of evolutionary and swarm
intelligence approaches, techniques which take inspiration from different biologi-
cal structures found in the nature and their organisational principles, occurrences
of natural hazards, the spread of epidemics, human behaviour, stimulus action of
organisms, bacterial diffusion and so on which may be categorised under miscel-
laneous approaches [6]. Classification of nature-inspired algorithms is depicted in
Figure 11.2.

11.1.1.1 Evolutionary algorithms

EAs utilise the concepts of natural evolution. These algorithms get their inspiration
from the famous Theory of Natural Selection proposed by Charles Darwin. The basic
concept behind natural selection is the survival of the fittest which means individuals
which are well suited to the environment survive, reproduce and pass their genetic
traits to their offspring [1], i.e. a major population adapts itself to the changing
environment and the variations in individuals accumulate over time and generate a
new species. The underlying concept in all EAs is that if there is a given population
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of individuals, the environmental pressure causes natural selection and this causes a
rise in the fitness of the population. The major components of an EA are as follows:

Representation: The first step is to set up a link between the original problem
context and the problem-solving space where the evolution takes place. Objects
forming a possible solution with the original problem context are referred to as
phenotypes and their encoding is referred to as genotypes and the mapping of
phenotypes on to a set of genotypes is called representation.

Evaluation (fitness function): Evaluation function or fitness function represents
the requirements to adapt to. It forms the basis for selection and facilitates for
improvements.

Population: Population represents the set of possible solutions. It is a multiset of
genotypes and forms the basic unit of evolution.

Parent selection mechanism: Parent selection or mating selection process is to
determine the individuals based on their quality so that better quality individuals
get a higher chance to become parents of the next generation than lower quality
individuals.

Variation operators, recombination and mutation: Variation operators create
new individuals from the old ones. Mutation is a unary variation operator which
when applied to one genotype delivers a slightly modified mutant called the
child or offspring of it. Recombination or crossover is a binary variation operator
which combines information from two-parent genotypes into one or two offspring
genotypes.

Survivor selection mechanism (replacement): The main purpose of the survivor
selection or environmental selection is to distinguish among individuals based on
their quality in order to create offsprings from the selected parents so as to retain
the best and discard the worst. Itis also called replacement or replacement strategy.
It is similar to parent selection but is used in a different stage of the evolutionary
cycle.
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Each of these components must be specified in order to define a particular EA.
Moreover, to obtain a running algorithm, an initialisation procedure and a termination
condition must also be defined [7]. The general workflow of EAs is illustrated in
Figure 11.3.

EAs can be subdivided as genetic algorithm (GA) and differential evolution
(DE).

GA: It is a class of EA for solving constrained and unconstrained optimisation
problems based on natural selection to select an optimised solution from a set of
candidate solutions. To evolve good solutions and to perform the natural selection,
there should be a measure for distinguishing good solutions from bad solutions. The
measure could be an objective function or a computer simulation or a subjective
function where humans choose better solutions from a set of available solutions. GA
finds the optimal solution by maximising or minimising the fitness function where
the fitness measure determines the candidate solution’s relative fitness [8].

DE: It is a method that optimises a problem by repeatedly trying to improve a can-
didate solution with respect to a given measure of quality. DE creates new parameter
vectors by adding the weighted difference vector between two population members
to a third member. If the resulting vector yields a lower objective function value than
a predetermined population member, then the newly generated vector substitutes the
vector with which it was compared. In addition, the best parameter vector is evalu-
ated for every generation in order to keep track of the progress that is made during
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the optimisation process. It is a population-based approach for minimising functions
where a maximising function is converted to a minimising function [9].

11.1.1.2 Swarm intelligence algorithms

The second category of nature-inspired algorithms is called swarm intelligence algo-
rithms where the algorithms work on the principle of the collective behaviour of
decentralised, self-organising systems including both natural and artificial. The con-
cept of swarm intelligence was introduced by Gerardo Beni and Jing Wang in 1989,
in the context of cellular robotic systems. These algorithms are developed based on
how the individuals in a population interact with each other and with their environ-
ment. Algorithms based on ant colonies, bird flocking, animal herding, bacterial
growth, fish schooling and microbial intelligence can be categorised under swarm
intelligence. In nature, such systems are commonly used to unfold problems such
as effective foraging for food, prey evading or colony relocation. The information is
typically stored around the participating homogeneous agents or is stored or com-
municated in the environment itself such as through the use of pheromones in ants,
dancing in bees and proximity in fishes and birds. This area can be broadly classified
into two subareas as ant colony optimisation (ACO) and particle swarm optimisation
(PSO) [10].

ACO: The ACO algorithm is inspired by the foraging behaviour of ants; specif-
ically, all the ants use pheromone as a chemical messenger for finding a good path
between the colony and a food source in an environment. This mechanism is called
stigmergy [10]. This idea was initially proposed by Marco Dorigo in 1992 in his PhD
thesis, and the first algorithm was developed to find out an optimal path in a graph,
based on the behaviour of ants seeking a path between their colony and a source of
food. Solutions are related to the pheromone concentration and if the pheromone con-
centration is higher, more ants gather and more pheromone is left by then, showing a
positive feedback mechanism of information. The higher concentration of pheromone
path indicates the shortest path, so the path attracts more ants and finally, all the ants
would choose this path. Normally, the ant colony algorithm works without any prior
knowledge, it initially selects a random search path, with an understanding of the
solution space and gradually the search becomes regular until the approximate global
optimal solution is found [11].

PSO: PSO draws inspiration from the social foraging behaviour of some animals
such as flocking behaviour of birds and the schooling behaviour of fishes. A flock of
birds and shoal of fishes moving together follow certain patterns and they constantly
update their position and direction of motion. Based on their overall information and
by adjusting their speed and position, they achieve the best position of the individ-
ual through continuous iteration and ensure that all the team members maintain the
optimum state [12]. In PSO, an individual in the swarm, called a particle, represents
a potential solution. Each particle has a fitness value and a velocity, and it learns
the experiences of the swarm to search for the global optima. Particles move around
the search space being influenced by their own best past location and the best past
location of the whole swarm or a close neighbour [10]. Traditional PSO includes the
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following steps as (1) particle initialisation, (2) velocity update, (3) particle position
update, (4) memory update and (5) termination checking [13].

Apart from these two major classifications, a variety of algorithms inspired
from the collective behaviour of various organisms, their food searching habits, self-
protection mechanisms from predators and colony relocation have been put forward
by many researchers which could be categorised under swarm intelligence algorithms.
Algorithms like artificial bee colony (ABC), firefly algorithm (FA), bat algorithm,
artificial fish swarm optimisation, krill herd swarm optimisation, ant lion optimisa-
tion, whale optimisation algorithm (WOA), etc. are some of them. All these algorithms
are variants of the above-mentioned two main categories and utilise the principles of
swarm behaviour of organisms. Figure 11.4 illustrates some of the various swarm
intelligence algorithms.

11.2  Social network: terms and terminologies

The social behaviour of individuals, their communication skills and eagerness for
information sharing have paved way for the emergence and popularity of social
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networks. Social networks provide an efficient way of connecting people around
the globe through a common platform. These networks bring people closer to each
other where people can share their thoughts, opinions, images, videos and even day-
to-day events with family, friends, relatives, colleagues and among a wide community
of people. Generally, a social network can be equated to a graph, G = (V, E) where
V represents the set of individuals or nodes and E represents the connections or inter-
actions between them. Thus, a social network is a graph of individuals connected by
different types of interactions such as friendship, acquaintanceship, co-authorship,
etc. SNA is the method of investigating network structures with the help of graph
theory and network-based techniques to retrieve meaningful knowledge from the net-
works formed by various actors [14]. Some of the common terminologies associated
with social networks are discussed below:

e Node degree: The degree of a node in a network is the number of connections it
has to other nodes.

e Modularity: It is the measure of the structure of networks or graphs and it
measures the strength of the division of a network into communities.

e Centrality: Centrality conveys the importance or prominence of a vertex and
helps to identify the most important vertices in a graph.

—  Closeness centrality: In connected graphs, there is a natural distance measure
between all pairs of nodes, which tells how close a node is to all the other
nodes in a network. Closeness centrality of a node is defined as the inverse
of the sum of the distances between a node to all other nodes in the network.

—  Betweenness centrality: It refers to the number of times a node acts as a bridge
along the shortest path between two other nodes.

—  Eigenvector centrality: It is a measure of the number of other prominent nodes
that are connected to a particular node.

e Average path length: It is defined as the average number of steps along the

shortest paths for all possible pairs of network nodes [15].

11.2.1 The relevance of social network security and privacy

Social networks offer people a good medium for fun and recreation, and it also helps
people in staying connected and act as a crucial element in the faster dissemination
of information. Apart from the benefits showered to its users, social networks also
have a darker side of hidden dangers and numerous pitfalls.

Most of the social network users publish a large amount of their private informa-
tion including demographic information, contact details, images and videos in their
social network space without any caution and thus social networks have become a
huge trove of sensitive data. Due to the increasing popularity and ease of accessibil-
ity, social networking websites have become new targets that attract cybercriminals.
Security attacks are a very common issue in social networks which include various
forms of attacks including privacy breaches, information leakage, phishing, spam-
ming, hacking and malware which pose a severe threat to the online users. Another
serious menace faced by social network users is the spread of misinformation or
rumours through social networks which exploits users trust in an application and it
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also destroys the credibility of the target source. The increasing popularity, ease of
access, lack of proper filtering mechanisms and the immense trust users place in these
networks open door for several security breaches and online deceptions via social net-
works [16]. Researchers have been thriving to solve these problems and many have
come up with effective solutions to provide better protection and enhance the security
of social network users.

Online social networks (OSNs) have become an integral part of our day-to-day
life, and online users are spending a majority of their time browsing these networks.
Every day, more and more people are attracted towards the magnificent world of
social networks and thereby a large number of people are unknowingly exposed to
many of these security breaches. So, it is relevant to enhance the current safety and
security measures in social networks in order to provide better security and privacy
to social network users for savouring its benefits to the fullest.

11.3 The significance of nature-inspired approaches in social
network security

Social network security has a greater significance in today’s world since the number
of security breaches and privacy violations are increasing day-by-day. Researchers
have come up with effective remedies for deciphering the different security issues pre-
vailing in social networks, and they have developed many techniques and algorithms
involving machine learning, natural language processing, information retrieval and
graph theory to enhance the security and privacy in OSNs. The performances of these
existing techniques are not much promising. Security researchers are continually
thriving to provide better solutions to online threats, and they are trying to improve
the present solutions to provide better and more accurate protection against social
network threats. The major research gaps identified in this domain are as follows:

e Most of the methods employed for threat detection and for enhancing social
network security follow a supervised approach. To deal with problems involving
a massive amount of diverse data as in the case of social networks, it is very
difficult to train machines with a large set of labelled training data.

e There is a lack of self-learning and adaptive approaches in this area. It is advisable
to use self-learning approaches for handling problems with no specific solutions
like fake news detection and spam identification in social networks since it is
hard to select relevant features for training a particular machine-learning model.

Taking this into consideration, novel and transformative methods can be utilised
in the social network area to better safeguard social network users. Deviating from the
contemporary methods and techniques, researches started looking into natural sys-
tems for inspiration and methods for solving problems in the human-created artificial
environments.

Nature always tries to survive by creating a successful generation of descendants
who can defend themselves against the predators and the negative conditions and
adapt themselves to the rapid changes in the environment. Similarly, social networks
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and other communication systems rely on cyber security to safeguard their assets from
cybercriminals, hackers, hostile organisations and even abrupt changes in the network
environment. Many of the defence mechanisms used by natural organisms such as
immune systems, predator detection, camouflage and mimicry may be mapped to the
social network space to implement effective cyber security. Some of the social network
security methods and algorithms developed for intrusion detection, malware attack,
rumour detection have their roots in nature-inspired techniques, and they are found to
perform well than the current security mechanisms. As the security attacks and threats
are evading the state-of-the-art techniques, there is an immense need for developing
novel bio-inspired security and defence mechanisms to counter these threats [17]. This
has resulted in the development of bio-inspired algorithms involving evolutionary and
swarm intelligence approaches for addressing the social network security problems.

11.4 Nature-inspired techniques in social network paradigm

Nature-inspired algorithms with novel concepts and efficient techniques can be used
to handle challenging problems faced by social network users that are not resolved
by the state-of-the-art techniques. Apart from existing methods and algorithms,
nature-inspired approaches offer a diverse range of efficient, intelligent, self-adaptive
and self-learning algorithms to address social network problems of crucial impor-
tance [18]. This section outlines some of the nature-inspired approaches that find
application in SNA and security. It gives an overview of the different categories of
bio-inspired algorithms that can be applied for SNA such as influence maximisation
(IM), community detection (CD), link prediction (LP), and rumour detection. Nature-
inspired techniques for trust management and for addressing various other security
issues in the social network arena are also being discussed in this section.

11.4.1 Nature-inspired algorithms for influence maximisation
in social networks

Influence Maximisation is the problem of finding a small subset of nodes (termed as
seed nodes or key influentials) in a social network that could maximise the spread
of influence. Due to the massive number of online users and strong person-to-person
interaction, social networks have emerged as an important platform in the quick
spread of news, rumours and opinions and a piece of information may go viral within
seconds. Events, issues, interests, etc. happen and evolve very quickly in social
networks and their capture, understanding, visualisation and prediction are becoming
critical expectations for both the end-users and researchers [19].

Since social networks have now become a strong medium for information dis-
semination, influence maximisation problem helps to identify the most influential
individuals in a network who can play the key roles in the information spread. It has
a wide variety of applications such as how to spread ideas or information to a large
community of people within a short span of time, identify the influential spreaders
who are involved in the spread of rumours or false information through social media
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and how to market products, services, and promote innovative ideas to a wide circle
of people by identifying the key initial users who could influence a huge number of
people in the network within a minimum period of time [20].

11.4.1.1 Evolutionary algorithms for influence maximisation

In 2017, Doina Bucur ef al. proposed a novel multi-objective EA (MOEA) to address
the influence maximisation problem in social networks. MOEAs are a natural flavour
of EAs specially designed for minimising the number of seed nodes in an influence
campaign so as to identify the best set of seed nodes that spread the influence to the
maximum. The proposed mechanism is then tested on two real-world case studies: the
ego-Facebook network, which describes social circles from Facebook, and ca-GrQc,
which covers the scientific collaborations between the authors using two different
influence propagation models. This method was an attempt to maximise the influence
campaign utilising a minimum number of seed nodes, thereby limiting the budget and
it was said to outperform the state-of-the-art techniques. But, this approach solely
depends on the size of the seed nodes, so the incorporation of other features into this
method and its experimentation in a wide range of social networks is necessary to
assess the effective potential of the proposed approach [21].

Genetic algorithms for influence maximisation

The concept of GAs was also utilised by the researchers to solve the influence maximi-
sation problem in social networks. In 2016, Doina Bucur and Giovanni lacca addressed
the influence maximisation problem by means of a GA which uses simple genetic
operators typically used in discrete optimisation. The candidate solution generated
by the GA is encoded as a fixed size sequence of a seed node and the fitness value is
evaluated by using a Cascade algorithm and after several iterations of the algorithm,
the average value is assigned to each candidate solution as its fitness [22]. Another
method based on GA which generates multiple seed nodes is presented in [23] where
a clone operation is set in GA with which the range in local search can be expanded,
thereby offering a diverse range of solutions for a fixed choice of thresholds. One of
the main limitations of this approach is that GA gets affected by the network para-
meters and the process of optimisation becomes more complex when compared with
the other methods.

Another technique for leveraging the capabilities of GA and greedy algorithm is
discussed in [24] where the greedy algorithm keeps on adding a new node to the seed
set on each iteration, so that the influence of the seed set will be increased until the size
of the seed set has reached a predefined limit. Mayank Lahiri and Manuel Cebrian
proposed a GA diffusion model to model the information flow in social networks.
A canonical GA (one with binary string chromosomes and one-point crossover) with a
spatially distributed population combined with specific forms of Holland’s synthetic
hyperplane-defined objective functions is used to simulate a large class of diffusion
models for social networks [25].

GAs are a feasible solution for the influence maximisation problem when there is
no prior knowledge about the network topology and the characteristics of the underly-
ing social network graph. Even though some methods get affected by certain network
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parameters, GAs can be effectively paired with graph-based heuristics, in order to
create domain-specific memetic algorithms.

11.4.1.2 Swarm intelligence algorithms for influence maximisation

Various swarm intelligence approaches have also been put forward by the researchers
besides evolutionary approaches to address the influence maximisation problem and
some are discussed below:

ACO: Wan-Shiou Yang and Shi-Xin Weng exploited the search capacity of the
ACO algorithm for unfolding the influence maximisation problem in social net-
works, and their approach uses three metrics: degree centrality, distance centrality
and simulated influence methods for determining the heuristic values of nodes and
was evaluated in a competitive and non-competitive environment on a real-world
co-authorship dataset [26].

PSO: In 2016, Maoguo Gong et al. addressed the problem of influence max-
imisation using discrete PSO (DPSO) algorithm where the influence maximisation is
converted into an optimisation problem by developing a function named local influ-
ence evaluation. Proposed DPSO redefines the representations and update rules for
velocity and position to solve the influence maximisation problem with lower time
consumption [27]. An improved PSO algorithm is presented in [28] for finding the
microblog users with maximum influence on the popular Chinese microblogging plat-
form Sina Weibo. The influences of microblog users are determined by the various
user behaviours, which are mapped with the five fundamental principles of swarm
intelligence as proximity principle, quality principle, diverse response principle, sta-
bility principle, and adaptability principle, and in addition, the retweeting behaviour
of users is also taken into consideration which is described as a variable of the user
influence space.

A Hajibagheri et al. proposed a PSO diffusion model that utilises a stochastic
method to model the information flow in a network by creating particle swarms
for local network neighbourhoods that optimise a continuous version of Holland’s
hyperplane-defined objective functions. In this method, each node of the graph is
considered as a selfish agent which locally optimises a utility function to increase
its information share. The proposed method can be also used for identifying the
community structure of the underlying network [29].

ABC: ABC is another swarm intelligence concept which was used for modelling
information diffusion in social networks. ABC algorithm introduced by Karaboga
et al. in 2005 is a meta-heuristic approach inspired by the natural foraging behaviour
of a honey bee to find the optimal food resources through a waggle dance. A colony
of honey bees called employer bees constantly search the environment for new flower
patches and the bees (onlooker bees) which find a highly profitable food source
would perform a waggle dance in an area in the hive called the dance floor. With the
waggle dance, a scout bee communicates the location it has discovered to other bees,
which may join in the exploration of the flower patch. Since the length of the dance
is proportional to the scouts’ rating of the food source, more bees get recruited to
harvest the best rated flower patches [30].
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G Sperli et al. explored the efficiency of ABC algorithm and they utilised the
same to inspect the social network and discover the key influential vertices through the
process of the waggle dance. Each node in the network will be marked as a food source,
and the employer bees locate the key influential opinion leaders in the propagation
process, scout bees analyse the nearest neighbours of the employer bees for better
solutions and the onlooker bees represent the followers of the opinion leaders and
proposed approach was a good trigger for future researches in this area [18]. C P
Sankar ef al. also studied the communication process of the honey bees through the
waggle dance and they used the global-local search capacity of the ABC algorithm
for solving the influence maximisation problem. They introduced a node ranking
procedure which combines user profile features and message activities for selecting
a set of key influential nodes who are involved in the maximum influence diffusion
during viral campaigns through online micro-blogging platforms [30].

PhysarumSpreader: An algorithm called PhysarumSpreader inspired from an
amoeboid organism called Physarum polycephalum is introduced in [31] for iden-
tifying the influential spreaders in complex networks. Physarum polycephalum is a
single-celled amoeboid organism that can form a dynamic tubular network within the
discovered food sources. During the process of food search, Physarum will cut off
those non-competing long tubes and reinforce shorter tubes depending on the flux and
conductivity through the tubes. Here, the idea of PhysarumSpreader is used in com-
bination with the well-known graph structure analysis technique called K-shell index
to identify the influential nodes in weighted networks. A positive feedback mecha-
nism is employed to accelerate the convergence of the algorithm and by taking the
edge weights into consideration; the algorithm is used for identifying the spreading
capability of nodes in a network. One of the advantages of using Physarum is that it
can adapt itself to the dynamics of the network and take only less computational time.

FA: Another swarm intelligence based approach using FA was presented by Hema
Banati and Monika Bajaj for promoting the online products. FA takes inspiration
from the biochemical and social aspects of fireflies where fireflies emit cold light
due to a chemical reaction called bioluminescence that helps them in attracting their
mating partners and also serves as a protective warning mechanism. Attractiveness is
proportional to their brightness and the less brighter fly will move towards the brighter
one. This algorithm identifies the users who have a high potential of influencing
the maximum number of other web users over a selected segment. The selection
of the most potential segment and the number of segments to be considered for
product promotion depend upon the type of the product to be promoted as well as the
marketing budget. The social connectivity and influencing capabilities of the users are
also considered to identify the most influential users called seeds who can maximise
the product awareness through social networks [32].

11.4.1.3 Other nature-inspired approaches for influence

maximisation
Using GA, DE and PSO: An algorithm combining the features of GA, DE and PSO
is presented in [33] to address the problem of viral marketing via OSNs. The selection
of initial seed users to maximise the profit is a challenging task due to the large scale
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of the network. By employing these methods, the authors were able to reduce the
scalability of the network, and results indicate that these nature-inspired techniques
outperformed the conventional methods in addressing the viral marketing problem.

Using stimulus amplification: Inspired by the nonlinear amplification of stim-
uli, S Pei et al. proposed a method to construct excitable sensor networks for analysing
the influence of spreading in social networks. Here, the stimuli can be regarded as
infections, and the response of the excited system can be considered as the detected
influence. The amplifying effect of excitable sensors to external stimuli is utilised in
this method, and the spreading of different topics in the Twitter platform is tracked and
the excitable sensor networks are more likely to detect the spreading instances from
high-degree and well-connected sources. The dynamics of excitable sensor networks
are highly related to the network topology and the coupling strength which may affect
the performance to some extent [34].

Yeast cell cycle: David L. Gibbs and Ilya Shmulevich conducted studies in the
regulatory organisation of the yeast cell cycle, and the same concept was used for
solving the influence maximisation problem. More than 26,000 regulatory edges
from YeastMine were utilised and the gene expression dynamics were encoded as
edge weights using time-lagged transfer entropy to analyse the diffusion process over
a network [35].

Memetic algorithm: Another approach for addressing the community-based
influence maximisation problem in social networks was introduced by M Gong et al.
by using a memetic algorithm. Memetic algorithms are a division of evolutionary
computing utilising both local and global search procedures for solving complex
optimisation problems in social networks. Proposed method optimise the two-hop
influence spread which can determine the influence spread of a node-set, and the
community property has also been incorporated to reduce the search space of seed
nodes effectively [36].

Due to the increasing popularity of social networks, the problem of influence
maximisation is gaining more and more importance. Most of the traditional solutions
concentrate on traversing each and every node in the network which is time-consuming
and ineffective. Addressing this problem using nature-inspired approaches is a good
starting point for the new researches and developments in this area.

11.4.2 Nature-inspired algorithms for community detection
in social networks

A community is defined as a group of individuals who are strongly connected to
each other than to other individuals who are outside the group, and the members of
the community share some features in common [37]. The tendency of people with
similar choices, opinions, and interests to get connected in a social network leads to
the formation of virtual clusters or communities. CD is a hot topic for the researchers
in network security since many illegal groups and communities prevailing in social
networks are involved in antisocial activities, terrorism, criminal activities, informa-
tion campaigns, cyberattacks and social media propaganda. These communities are
involved in the strong manipulation of the public mind, and the social networking
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space has recently emerged as a new battlefield for political conflicts. Propaganda
through social media let out by the different communities of people has emerged into
a methodological process capable of influencing the whole nations in a short span of
time, and it has recently become a powerful tool in the cyber warfare.

CD s also useful for various other applications such as finding a common research
area in collaboration networks, finding a set of likeminded users for marketing
and recommendations, locating people who are professionally connected, search-
ing for collaborations among movie actors and finding protein interaction networks
in biological networks [38].

11.4.2.1 Evolutionary algorithms for community detection

With the growing complexity of social networks, the EA gains considerable attention
due to its high efficiency in solving several problems which the traditional approaches
are hard to deal with. Various evolutionary approaches have been proposed by the
researchers for dynamic CD, link clustering and for identifying overlapping commu-
nities in social networks in the past few years and some of them are summarised
below:

Differential evolution algorithms for community detection

An algorithm named DESSO/CD (DE using social spider optimisation (SSO) for
CD) is discussed in [39] by simulating the spider cooperative operators, marriage
and operator selection. Here, a random cloud crossover model strategy is used to
maintain the population diversity and the mating radius of the SSO algorithm is
automatically adjusted according to the fitness value in the dominant individuals.
This method has less dependence on parameters, shows better adaptability, higher
efficiency and has greater accuracy. Another method called DECD is presented in [40]
where an improved version of the standard binomial crossover in DE is used to extract
some important information regarding the community structure. The method uses
different objective functions such as conductance, normalised cut and average degree
for calculating the fitness function, and it does not require any prior knowledge about
the community structure.

Table 11.1 lists of some of the major GAs that have been developed for addressing
CD in social networks. Analysis of the methods in the aforementioned table indicates
that most of the GAs for CD suffer from slow convergence and low precision due to
the presence of commonly used crossover operators that are not fit for CD. By suitably
modifying the mutation and crossover operators or by successfully generating an initial
population, many other efficient algorithms using evolutionary approaches have been
proposed by the researchers for handling the CD problem in social networks and a
few are discussed in Table 11.2.

A number of evolutionary approaches have been proposed so far to detect com-
munity structures in complex networks, but most of the existing EAs require a prior
knowledge of the community structure and perform poorly in large complex networks
because of their time complexity.
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Table 11.1 Genetic algorithms for community detection

Method

Inferences

Community detection based on Genetic
Algorithm (2006) [41]

GA-Net for Community Detection
(2008) [42]

Genetic Algorithm with Ensemble
Learning (GAEL) (2009) [43]

Genetic Algorithm for Community
Detection (GACD) (2010) [44]

DYNamic Multi-Objective Genetic
Algorithms (DYN-MOGA) (2010) [45]

Genetic algorithm for overlapping
Community Detection (GaoCD)
(2011) [46]

Overlap-Detection Genetic Algorithm
(OGA) (2013) [47]

Modularity and an Improved Genetic
Algorithm (MIGA) (2013) [48]

Matrix Encoding and Nodes Similarity
Genetic Algorithm (MENSGA)
(2013) [49]

Genetic Algorithm for Fuzzy
Community Detection (GAFCD)
(2014) [50]

Overlapping community detection
algorithm based on Genetic Algorithm
(OGA) (2014) [51]

Generational Genetic Algorithm
(GGA+) (2017) [52]

Detects the best community structure by maximis-
ing the network modularity which is used as the
fitness value

Uses a fitness function to identify the groups
of nodes in the network having dense
intra-connections, and sparse inter-connections

Traditional crossover operator of GA is replaced
with a multi-individual crossover operator based
on ensemble learning which improves the global
search ability of GAEL

Locus-based adjacency encoding schema is
applied to represent the community partition.

The concept of community score is utilised to
detect communities with better quality

Detects the overlapping communities utilising link
(edge) clustering

An edge-based representation for clustering is used
to detect the overlapping communities of nodes by
maximising an overlapping modularity function

Uses modularity as the objective function and
exploits prior information regarding the
community structures to improve the stability
and accuracy of the CD

Here, network modularity function is set as the
target and fitness function, adopts matrix encod-
ing and uses nodes’ similarity to initialise the
population

Uses two main operations: crossover and
mutation. Crossover helps to converge quickly to
the best solution and mutation aims to find the best
partition

Matrix-based encoding is adopted to improve the
efficiency of the crossover and decoding operations

Concentrates on the efficient initialisation methods
and search operators giving importance to
modularity
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Table 11.2  Other evolutionary approaches for community detection

Method Inferences

Non-dominated neighbour Immune Uses non-dominated neighbour-based selection

Algorithm (NNIA) (2012) [53] technique, an immune-inspired operator, two
heuristic search operators and elitism

Dynamic Networks Community Modularity density and normalised mutual

Detection-Multi-Objective information (NMI) are employed to measure

Evolutionary Algorithm the snapshot cost and temporal cost, and a local

(DNCD-MOEA) (2013) [54] search operator is designed to improve the
efficiency

Evolutionary Community Detection Uses a fitness function to find the connections

Algorithm (ECDA) (2014) [55] within and between the communities, novel cross

over operator and a special mutation operator called
self-evolution (SE) to speed up the evolutionary

process
Multi-Objective Evolutionary Role of membranes in the functioning of living
Algorithm based on Decomposition and  cells is utilised and EA is applied to the
Membrane Structure (MOEA/DM) membrane structure where a population is divided
(2016) [56] into different membrane structures

11.4.2.2 Swarm intelligence algorithms for community detection

A wide variety of algorithms from swarm intelligence have been recommended for
solving the CD problem utilising the social behaviour and group activities of different
organisms. Table 11.3 presents some of the major swarm intelligence algorithms
using divergent approaches for uncovering the underlying community structure and
determining the number of different communities in various complex networks.

Apart from the traditional methods for CD which rely on graph partitioning,
spectral or hierarchical clustering, swarm intelligence algorithms provide a rich vari-
ety of methods which can be effectively utilised for CD. From Table 11.3, it can be
inferred that one of the important problems faced by PSO is the lack of diversity
and different solutions are proposed for it; whereas other swarm intelligence methods
could automatically identify the number of communities and easily find the global
optimal solution to overcome the shortcomings of traditional algorithms.

11.4.3 Nature-inspired algorithms for link prediction
in social networks

The relationships among people unfold with time; new connections may appear and
sometimes old ones may fade away, and hence the edges in a social network keep
on changing with time. For these reasons, social networks are highly dynamic in
nature and they evolve very fast which makes it a challenging task to analyse and
predict their future behaviour. Link prediction problem helps us identify the possibility



Table 11.3  Swarm intelligence approaches for community detection

Approach

Basic methodology

Major works

Artificial bee colony (ABC)

Ant colony optimisation
(ACO)

Particle swarm optimisation
(PSO)

Bat algorithm (BA)

Inspired by the food searching behaviour of the bee
swarm

Each ant detects its community with the aid of
pheromones. Detect community structures in networks
using ACO by maximising the modularity measure

Based on the particle positions and velocity update
rules. Also utilises the global search capability of PSO

Depends on the echolocation behaviour of bats.
Frequency and loudness of the emitted pulse is used to
sense the obstacles

Heuristic artificial bee colony (HABC) algorithm [57]

Ant colony optimisation (ACO) (2010) [58]

Multi-layer ant colony optimisation (MACO) (2011) [59]
ACO for detecting community structures (2012) [60]
Max—min ant system (MMAS) algorithm (2013) [61]
Divisive algorithm based on ACO (2014) [62]

Clustering using ACO and ant cemetery (2016) [63]

PSO based community detection (2009) [64]
PSO with external optimisation (EO) (2013) [65]
Multi objective discrete PSO (MODPSO) (2014) [66]

Memetic particle swarm optimisation algorithm (MPSOA)
(2016) [67]

Multi-objective particle swarm optimisation called
CNLPSO-DE (2017) [68]

Bat Algorithm for Overlapping Community Detection
(2015) [69]

Discrete Bat Algorithm (D-BA) for CD (2015) [70]

Metaheuristic approach by modifying Bat algorithm (2016)
[71]

Hybrid Bat Algorithm with Tabu search (2016) [72]

(Continued)
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Approach

Basic methodology

Major works

FireFly algorithm (FFA)

Artificial fish swarm
optimisation

Krill Herd algorithm

Lion optimisation algorithm

Cuckoo search algorithm

Chicken swarm
optimisation algorithm

Elephant swarm
optimisation

Other approaches

Inspired by the bioluminescence property and the social
aspects of fireflies

Exploiting the behaviour of fish swarm

Based on the behaviour of the individual krills in a herd
while searching for food

Based on the hunting mechanism of ant lion

Inspired by the obligate brood parasitism of some cuckoo
species by laying their eggs in the nests of other host birds

Imitating the hierarchal order in the chicken swarm and
the behaviours of the chicken swarm

Based on the group behaviour of elephants and their
leadership qualities

Inspired by the human parliamentary system, where the
members are elected and grouped into different clusters

Multi-objective optimisation problem (MOP) + enhanced
firefly algorithm (EFA) (2013) [73]

Surprise maximisation based on firefly algorithm (2016) [74]
Artificial fish swarm optimisation (AFSO) (2015) [75]

Discrete Krill Herd swarm optimisation algorithm for com-
munity detection (AKSHO) (2015) [76]

Ant lion optimisation (ALO) (2015) [37]

Metaheuristic cuckoo search optimisation algorithm with
Levy flight for community detection (2017) [77]

Adaptive approach based on chicken swarm optimisation
algorithm for community detection (ACSO) (2016) [78]

Efficient elephant swarm optimisation algorithm for
community detection (EESO) (2017) [79]

Parliamentary optimisation algorithm (POA) (2015) [80]
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of the connections that are likely to occur and disappear in near future in a network. It
also helps us identify the strength of connectivity between the nodes by analysing the
proximity of nodes within a network and also identifies the missing links in a network
structure [81]. Link prediction can be applied in a variety of networks for predicting
the outbreak of an epidemic disease, identifying traffic congestion in particular areas
and providing alternate paths for possible navigation, detecting spam emails, finding
new friends in social networks, recommending interesting products, and items in
online shopping based on their purchase history, locating potential collaborators or
experts working in similar research domains, predicting cell phone contacts in large
communication networks and so on [82]. It has wide applications in public security
such as to predict the possibility of crimes to be committed in near future and the
people who are supposed to be involved in it by closely analysing the links in terrorist
and criminal networks.

11.4.3.1 Evolutionary algorithm for link prediction

An evolutionary approach for predicting the future links in dynamic social networks
is mentioned in [83] by applying the covariance matrix adaptation evolution strategy
which is used for optimising the weights of predicted links. The method highlights that
the combination of topological similarity indices and node-specific similarity indices
could yield better results for link prediction. Proposed method neither requires any
parametric thresholds nor undersampling which reduces the computational complex-
ity and is also network independent which makes it different from the conventional
approaches.

11.4.3.2 Swarm intelligence algorithms for link prediction

Several algorithms based on swarm intelligence principles are successfully employed
for link prediction in social networks and a few of them are listed below:

ACO: A modified version of the classical ACO is presented in [84] called SoS—
ACO (sense of smell-ant colony optimisation) to search the path between the nodes in
a network. Two novel concepts, food and food odour, are incorporated into the nodes
having high centrality which help to find the shortest paths between the source node
and the destination node since they use these food nodes as the meeting points of ants.
Since the diffusion of the odour reduces the time to reach the food source, the same
concept will reduce the time complexity in the path search to a considerable level.
Another method called ACO-LP is proposed in [85] for link prediction using ACO
where each ant chooses the path based on the pheromone and heuristic information
in the links and the pheromone information is updated based on the quality of the
path selected. Node and structural attributes are also considered which improve the
performance of the algorithm.

PSO: A framework combining the features of matrix factorisation and hybrid
PSO termed as itelliPrediction is presented in [86] for online user relation prediction.
Utilising the best characteristics of both PSO and factorisation, the population is
initialised, the fitness value is calculated and the particle position is updated using
the itelliPrediction framework. This method is domain independent and shows high
accuracy in user relationship prediction.
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WOA: Link prediction based on the whale optimisation algorithm (WOA) dis-
cussed in [87] mimic the social activities and hunting approach of the humpback
whales. Here the network is divided into a number of communities where the indi-
viduals are represented as adjacency matrices and each individual is evaluated to find
the best solution in terms of a cost function and the proposed method yields better
results.

Bacterial diffusion: A multistrain bacterial model is presented in [88] to predict
the existence of links between nodes drawing inspiration from the natural process of
bacterial growth and its spread through social contact. Information spread between
the nodes in a network is similar to the bacterial diffusion among individuals in a
community and the likelihood of developing a link between two nodes is proportional
to their mutual infection level. This concept has been experimented in Facebook
friendship graph, retweet graph of Twitter and many other similar datasets and the
results generated are satisfactory.

There are different approaches for addressing the link prediction in social net-
works, but most of them are based on the proximity and similarity indices and in the
case of supervised approaches, there exist a lot of limitations including the selection
of feature sets, little information about the evolutionary processes of the networks
and the computational complexity while handling large networks. Nature-inspired
approaches help to surmount these challenges to a great extent and these methods
provide more transparency and aid in the detection of indices which can serve as
good predictors of future links in social networks.

11.4.4 Nature-inspired algorithms for rumour detection
in social networks

Rumour or misinformation propagation is another serious menace faced by the OSN
users. Everyday a massive amount of unverified information travel through these
networks including false information which can mislead a large population. During
emergency situations, natural disasters and other hazardous events, people widely use
social networks to disseminate, search and curate event-related information. Along
with this, a great amount of misinformation also spreads in social networks which
may create panic and public provocation [89]. Modelling rumour diffusion helps us
analyse the propagation pattern of rumours or misinformation in social networks.
It helps us identify which pieces of information or topics are popular and diffuse
the most, how, why and through which paths information is diffusing and will be
diffused in the future, and which members of the network play the key roles in the
spreading process [19]. Traditional machine-learning methods find it challenging to
detect rumours in huge volumes of data; hence, some of the nature-inspired methods
for confronting this problem are discussed below:

Epidemic model: This model maps the rumour spreading in a social network to
the spread of epidemics from one individual to another in a community. The epidemic
model discussed in [90] categorises users into three classes as spreaders, ignorants
and stiflers and based on the chance of being infected, an infectious probability is
defined which is a function based on the strength of ties. This work indicates that
the strength of ties has a great significance in the rumour spreading process and
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the maximum number of spreaders depends on the immune and decay probability.
Another model named SEIZ was proposed in [91] based on the concept of the epidemic
model for modelling the spread of news events and rumours in the Twitter platform.
Modifying the traditional SIR model which categorises users as suspected (S), infected
(D) and recovered (R), here the social network users are categorised into four classes
as suspected (S), exposed (E), infected (I) and sceptical (Z). Epidemic models suggest
anew bio-inspired attempt for modelling rumours and information diffusion in social
networks and the results are quite promising.

Artificial immune system: Drawing inspiration from two main areas: the spread
of communicable diseases in the human population and how the human body builds
immunity against diseases, an artificial immune system is developed in [92] for
developing immunity in social networks. Based on the concept that a highly connected
infected node can spread the infection faster to its neighbouring nodes, the proposed
method identifies such nodes and introduces a weighing factor to the message passing
through these nodes, and it can be effectively used for countering the spread of
malicious information through social networks.

Energy model: Another important nature-inspired model for addressing the
rumour propagation is presented in [93] which utilises the concept of heat-energy
relationship. Substances absorb or release energy when the temperature of the sur-
roundings changes; likewise the probability of rumour sharing is affected by the
characteristics of the individuals who are involved in rumour sharing, and the attrac-
tion of rumours towards individuals is high at the initial time and gradually degrades
with time. The energy model uses the heat energy equation to calculate the rela-
tionship between the rumour’s attraction, the infected individual’s authority and the
infected individual’s discriminability of the rumour, and it also utilises the concept of
simulated annealing and metropolis rule to determine the characteristics of rumour
and its propagation.

Physarum mathematical model: Inspired by the foraging behaviour of
physarum, a new mathematical model is used in [94] to model the diffusion of infor-
mation or epidemics in a network. Food and nutrient transportation in physarum is
used to model the information diffusion, and the method can also locate the diffu-
sion source which is independent of the propagation delays. This method gives better
accuracy and needs only a limited amount of initial information.

Detection of rumours or misinformation in huge volumes of data traveling
through social networks is a very challenging task, and several methods inspired
by the nature, mentioned above, can be effectively used for modelling and coun-
tering the rumour propagation which performs well compared to the state-of-the-art
techniques.

11.4.5 Nature-inspired algorithms for trust management
in social networks

Most of the social network users publish their information unconsciously, and thus
social networks have become a huge trove of sensitive data. One of the basic reasons
for the vast sharing of private data is the immense trust users place in these networks
and network relationships. Attackers exploit users’ trust in these social-networking
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applications which open the door for several security breaches and online deceptions in
social networks. Hence, trust management is an important domain in social networks
where active research is happening nowadays. A few bio-inspired approaches applied
for efficient trust management in social networks are described below:

PSO: A method using modified PSO is used in [95] for deploying a personalised
evaluation system to manage the resources judiciously in a personalised manner.
Here the resources are users and the modified version of PSO, by slightly changing
the motion rules tend to find the clusters of people in online media who exhibit
homogeneous characteristics. This method focuses on identifying the clusters of good
users who can improve the trust and reputation of the system.

ACO: A novel algorithm called trust-ACO for calculating the trust path between
different nodes is proposed in [96] using ACO. It combines the structural and
behavioural properties of the users and the data shared among the users is calculated
by assigning a weight to it. Data sharing between users is equated to the pheromone
communication between the ants, and the more data sharing between the users indi-
cate more trust among them, and this theory is projected for evaluating a trust cycle
within the members of OSNs.

Deviating from the conventional approaches which depend on the structural
properties of a network for evaluating the trust, nature-inspired approaches come
up with new attempts combining topological features and users’ behavioural patterns
to establish trust-management systems.

11.4.6 Nature-inspired algorithms for addressing other social
network issues

Table 11.4 lists some of the bio-inspired approaches for tackling different issues
faced by OSN users. Analysis of the table indicates that a variety of problems in
the social network paradigm can be effectively addressed by different bio-inspired
approaches which exhibit improved performance and less complexity compared to
other approaches.

11.5 Security in emerging areas

11.5.1 Decentralised social networks

Decentralised social networks (DSNs) is a budding area in the social network arena
where the OSN is built on the top of a distributed information management platform,
such as a network of trusted servers or peer-to-peer systems. Increasing cost incurred
on the maintenance of infrastructures, performance scalability issues in the centralised
social networking services, lack of privacy preservation schemes, and rupture of trust
in social network users have created a demand for the decentralisation of the backend
infrastructure. The basic idea behind a DSN is to provide the social network function-
alities without the need of a central trusted entity. In contrast to the centralised OSNs,
DSNs offer users a cost-effective platform, better service and improved user privacy
since there is no single provider but a set of peers which take on a share of the tasks



Table 11.4 Nature-inspired algorithms for addressing various social network issues

Approach

Problem addressed

Method and inferences

Bacterial colony
persistence [97]

Combination of ACO
and PSO [98]

Bio-inspired packet
dropping [99]

Particle swarm
optimisation
(PSO) [100]

Hybrid approach using
ABC and k-nearest
neighbour [101]

Artificial bee colony
(ABC) [102]

Integration of k-means
and Levy flight firefly
algorithm [103]

To control viral spreading in
social networks

To find the maximum clique
in social networks

To avoid packet dropping in
intermediate nodes in a
network

To maintain the structural bal-
ance in social networks

To identify buzz in social
media

To optimise network attacks

To detect spammers in social
network

Bacteria in the colony hibernate or switch to dormant states so as to reduce their exposure
to antibiotics and to help the colony withstand the effects of the antibiotic attack

Determine the optimal conditions for a node to be in the sleep state so as to reduce the
spread of infection

Some ants are placed initially on the graph and they follow paths to find the maximal clique
and after the evaporation of the existing pheromones, proper path is updated by its amount
on the edges using PSO

Advantage: Shows less complexity compared to other methods

Adopts the immune system (IS) detection policy to detect the packet congestion in
the intermediate nodes and IS selection policy to determine the availability of prioritised
packets

Advantage: Provides maximum throughput, shows less delay, and performs better, compared
to existing techniques

Network structural balance is established by minimising an energy function based on
discrete PSO

Topological features are integrated and particle properties are redefined to achieve a
balanced structure and it also reveals the hidden community structure

Proposed hybrid algorithm along with a set of 11 attributes comprising of created
discussions, increase in authors, attention level, burstiness level, contribution sparseness,
author interaction, author count and average length of discussions are used to segregate
buzz discussions from the remaining topic discussions

Advantage: performs better in terms of accuracy and computational speed

Applies a destructive-constructive neighbourhood operator for generating new candidate
solutions when bees explore the vicinity of food sources. Here, the selection of nodes is
removed to minimise the maximum betweenness centrality value of the graph

Proposed approach tunes absorption and attractiveness coefficient of traditional firefly
algorithm to speed up the detection and improves the accuracy

Limitation: Performance may be affected by the use of satire and use of non-English
vocabulary
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Figure 11.5 Decentralised social networks

needed to run the system. Migration from a centralised to a decentralised platform
also makes different operations possible like using one’s own storage or cloud storage,
delay-tolerant social networks and local treatment of the local content [104]. The DSN
is in the very early stage of its development, and certain companies like DECENT,
DATT, AKASHA, Diaspora, Synereo, etc. are working on its development. DECENT
is an open-source decentralised content distribution platform that uses the blockchain
technology to ensure the privacy and security. The general architecture of a DSN is
illustrated in Figure 11.5.

11.5.2 Mobile social networks

Mobile social networks (MSNs) is an integration of mobile computing and social
computing where people with similar interests and opinions connect together and
communicate with each other via mobile phones or tablets. MSNs can be represented
as in Figure 11.6. MSNs leverage the capabilities of both mobile communication
networks and social networks and offer a virtual environment where mobile applica-
tions utilise the services and collaborations of social networks and social networks take
advantage of the mobile features and its ubiquitous accessibility. Unlike existing social
networks which are built around individuals, MSNs exploit the additional features of
smartphones such as location-related services, novel visualisation mechanisms and
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Figure 11.6 Mobile social networks

the ability to interact asynchronously. Besides popular commercial MSN platforms
like Facebook, Twitter, Instagram, Foursquare and Strava; there are many more frame-
works such as MobiSN, RoadSPeak, AmbientTalk, MobiSoC, MobiClique, Haggle,
etc. which support MSNs [105].

11.5.3 Social Internet of Things

Social Internet of Things (SIoT) offers a platform where worldwide interconnected
things could establish social relationships by sacrificing their individuality to the
common interest and provide better service to the users. This relationship among the
objects can be of co-location, co-work, parental, social or co-ownership. It enables the
autonomous interaction between the social networks and the Internet of Things. Inte-
gration of social network principles with IoT can have several benefits like improved
network navigability and scalability, increased level of trustworthiness and a more
flexible approach to address the IoT-related issues. Through the SIoT paradigm, the
ability of humans and devices to discover, select and use objects with their services in
the 0T is elevated [106]. The communication among the different entities including
people and objects using social networks in SIoT is shown in Figure 11.7.
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11.6 Security challenges and future research directions

11.6.1 Research challenges in social networks

Nature offers a diverse range of solutions for handling problems and providing better
security for social network users but even these techniques are not free from chal-
lenges. Some of the open challenges faced by the researchers in the social network
paradigm are the following:

Dynamic nature of social networks: The number of people joining and becom-
ing active in the social network world is increasing day-by-day and some people may
leave the network over time. So social networks are highly dynamic in nature, and this
unstable network topology creates a challenging environment for bio-inspired algo-
rithms to work with, as most of the bio-inspired algorithms require prior knowledge
about the network structure.

Huge volume of unstructured data: Daily a huge volume of unverified infor-
mation including text, images, videos, hyperlinks or meta-data travel through
social networks, and the amount of information in the social networking space is
increasing at a fast pace. Detection of security breaches in social networks using
bio-inspired approaches is quite challenging due to a large amount of heterogeneous
content and complexity of unstructured data which makes information extraction and
classification a very tedious task.
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Low quality and noisy data: A social network page contains too much of data
such as OSN content, navigation links, advertisements, copyright notices, privacy
policies, hyperlinks, images, location, etc. which even include false information that
can mislead a large population. Lack of proper filtering mechanisms for the contents
posted in the web pages results in low quality, irrelevant and sometimes erroneous
data. For a particular application, only a part of this information is required, and the
rest should be filtered out as noise which poses a serious research challenge.

Data representation: Another serious challenge faced by the researchers in SNA
is finding and representing the network data and patterns from the data source. This
challenge is faced due to the presence of multiple aliases for the same user, ambiguity
while using mixed languages, incompatibility in representing the information and
ambiguity of relationships between individuals, different authorship styles, usage of
the different set of words like abbreviations, data types and other personal styles.

Non-availability of dynamic data: Collection of live data from social networking
sites is a serious problem faced by the researchers. Most of the researchers working
in this area have shared their datasets which are static in nature and are suitable for
specific research problems. Popular social networking sites impose a lot of restrictions
in streaming their live data and there are certain limitations for the amount of data to
be downloaded.

11.6.2 Future research directions

The rapid growth in the popularity of social networks has made it an active area of
research, and a large number of people are attracted towards this research arena. The
following section outlines some of the future research directions in this area which
can be addressed using nature-inspired approaches:

Spam behaviour analysis: Explosive increase in the number of users has resulted
in the sudden increase of spam content over social networks. Most of the spam blogs
are copied from recent web content or web sources with specific keywords to remain
undetected and promote spam links. Researchers struggle to use the links structure of
the web and rely on traditional algorithms for detecting online spammers through real-
time data and feature collection. Novel nature-inspired algorithms with lower training
time and higher accuracy are required to facilitate detection of online spammers in
real-time.

User behaviour analysis: Diverse range of users are members of the social net-
work community and the frequency of online activity depends on their nature or
behaviour which could range from updating statuses, uploading photos or videos on
a daily basis to users who act like free-riders to just enjoy the public content. Gather-
ing and analysis of user attributes details regarding social interactions and attributes
pertaining to online activity help in identifying dominant users’ behaviours which can
be explored using bio-inspired algorithms.

Security in DSNs: With the advent of decentralised and distributed networks,
architecture and network topology of the current social networks may drift from
centralised to the decentralised one. Storage and communication become more dis-
tributed, shared and dynamic which creates new challenges in the security aspects and
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trust management of the participating peers. Nature-inspired approaches find wide
applicability in this area where security could be enhanced by developing suitable
approaches.

Security in emerging areas: As social networks are becoming more and more
popular, vulnerabilities within the network are also increasing at an alarming rate.
Emerging areas like location-based social networks, SIoT, MSNs, trust networks,
social networks for business intelligence, networks for social gaming, trend analysis,
opinion mining in social networks, etc. are coming with a lot of research challenges
which can be addressed using nature-inspired techniques.

Fog and social networks: The level of trust within the OSN users can be enhanced
by creating trust relationships among the users and providing more sustainable
resource sharing mechanisms. Fog physically and functionally bridges the capabilities
offered in the cloud, and those on the edge of networks and cloud capabilities can
be leveraged and applied to social networks to create a dynamic cloud infrastructure
within social network environment which opens up new research directions in this
field.

11.7 Conclusion

Nature-inspired algorithms are becoming powerful and are gaining more popularity
since real-world problems are becoming increasingly large, complex and dynamic.
This chapter attempts to unfold some of the nature-inspired approaches that find
application in social network security. It gives an overview of the various categories
of bio-inspired algorithms that can be used for SNA such as information diffusion, CD,
link prediction, influence maximisation, rumour detection and for trust management.
This chapter outlines the state-of-the-art nature-inspired techniques for addressing
the different security issues prevailing in social networks, their open challenges and
future research directions in this area. It also aims to explore the scope of novel bio-
inspired algorithms for deciphering issues concerned with social network security that
are not addressed by the existing techniques. Since cyberattacks and cyber terrorism
are increasing at an alarming rate, the need for developing algorithms that enhance
the secure use of these networks is of great significance.
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Chapter 12

Software diversity for cyber resilience:
percolation theoretic approach

Jin-Hee Cho! and Terrence J. Moore?

12.1 Introduction

12.1.1 Motivation

In ecology, it has been well known that more species are closely related to higher
resilience [1]. Inspired by this close relationship between diversity of species and
resilience of ecosystems, information and software assurance research has evolved
by introducing the concept of software diversity for enhanced security [2—6]. Due to
the dominant trend of monoculture software deployment, attackers have had signifi-
cant advantages in acquiring the intelligence needed so that a single attack can more
efficiently compromise other homogeneous system components, such as operating
systems, software packages, and/or hardware packages [7]. In the network science
domain, some well-elaborated network models have shown that software diversity is
closely related to enhancing the immunization of a computer system that halts mul-
tiple outbreaks of malware infections simultaneously occurring with heterogeneous
and sparse spreading patterns [8]. Hence, the rationale that software diversity reduces
malware spreading is quite well known and has been validated for its effectiveness
to some extent [3,4]. Simply, this underlying philosophy leads a simple principle:
software polyculture enhances security [3]. Thanks to the Internet, which allows dis-
tributing individualized software and cloud computing with the computational power
to perform diversification, massive-scale software diversity has become realistic for
the practical use of software diversity to enhance security [5]. Although the bene-
fit of software diversity seems obvious, secure and transparent implementation of
automatic software diversity is highly challenging [6].

Percolation theory has been substantially used to investigate network resilience
(or robustness) in the network science domain. In percolation theory, the concepts of
site percolation and bond percolation are used to select a node or an edge to remove,
add, or choose to immunize in the context of epidemic networks, such as in disease
transmission, computer malware spreading, or behavior propagation (e.g., product
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adoption behavior) [8,9]. Recently, percolation theory was leveraged to develop soft-
ware diversity techniques particularly to solve a software assignment problem [7,10].
Which nodes to be connected matters in the propagation of malware infection while
choosing nodes or edges to connect or disconnect exactly follows the concept of
site or bond percolation in percolation theory [8]. The software assignment problem
addressed in [7,10] is another way to achieve network diversity by having each node
not be adjacent to same software versions. However, this approach is different from
our proposed approach in which it does not change a network topology (i.e., no adjust-
ment of edges between nodes) but provides an algorithm on how to assign a different
software version to each node in a given network.

Software diversity is one of the well-known moving target defense (MTD) tech-
niques [11]. The goal of MTD techniques is to increase confusion and/or uncertainty
for attackers to perform their attacks by changing attack surfaces. The underlying
concept of the MTD techniques is to mislead attackers to waste their resources (e.g.,
time and/or effort) or lose their attack directions as system or network configurations
dynamically change by the MTD launched by defenders. In a line of MTD strategies,
this work is interested in addressing a software-assignment problem by proposing
percolation-based network adaptability strategies based on the concept of bond per-
colation (i.e., removing or adding edges). To be specific, our main concern to a given
software-assignment problem is how to choose nodes to be connected or disconnected
in order to maximize software diversity while maximizing the size of the giant com-
ponent (i.e., a largest cluster in a network) and minimizing adaptation cost based on
the rationale that software diversity enhances system security. In order to measure a
node’s software diversity, this work proposed a software diversity metric based on the
concept of the eigenvector centrality metric such that an individual node’s software
diversity metric is estimated based on the software diversity of the node’s neighbors.

12.1.2 Research goal

In this work, we solve a software-assignment problem in a network in order to achieve
the following goals: (1) maximizing the software diversity of a given network based
on the developed software diversity metric; (2) maximizing the size of the giant com-
ponent, which has been used as a metric to represent the degree of network resilience
(i.e., higher connectivity with more nodes leads to attaining better resource/service
availability); and (3) minimizing adaptation cost caused by removing or adding edges
from an original network to the network that has adapted by the proposed adaptation
strategies (i.e., removing or adding edges) and an intrusion detection mechanism (i.e.,
removing all edges of a detected attacker).

We leverage the notion of percolation theory (which is used to describe the
process/paths for some liquid to pass through some material) in order to model and
analyze attack processes as well as defense/recovery processes based on the concepts
of site and bond percolation. When an attacker compromises a node, it means the
node is percolated (i.e., infected). At the same time, depending on the percolation
states of nodes in the network, network topology can be adjusted by adding or cutting
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an edge (i.e., bond percolation) for enhancing resilience, so that the infection does
not spread further to homogeneous nodes installed with same software/hardware.

Although many centrality metrics have been used for a node to be connected
or disconnected, few algorithms have been proposed by considering the nature of
the distributed selection process based on each node’s local view. In this work, we
propose a software diversity metric based on the concept of the eigenvector centrality
metric [12]. A node’s eigenvector centrality is estimated based on the centrality of the
node’s neighbors [12]. Similarly, we devised the software diversity metric based on
the dissimilarity between a node and its neighbors in terms of their software versions
installed. We set the maximum number of hops to determine the range of a node’s
neighbors and use a decay factor in terms of the physical distance (i.e., a number of
hops the node is distant from its neighbor). Note that the proposed software-diversity-
based network adaptation strategies can be applied for the type of overlay networks
where the connections between nodes can be considered as local connections and may
be adjusted as necessary. As an example to adjust edges in a given network, a software-
defined networking (SDN) technology allows each node’s edge to be adjusted by a
centralized SDN controller [13]. Also, another example is that in a fully distributed
network such as a mobile ad hoc network, when a node wants to communicate with
other nodes which are ensured for secure communications, it can establish a secure
channel only with its neighbors in its ego network [14].

12.1.3 Key contributions

This work has the following key contributions:

1.  We proposed a node’s software diversity metric based on the concept of eigen-
vector centrality metric in which a node’s software diversity is derived from the
software diversity of its neighbors. This represents that an entity’s influence is
derived from not only its own influence but also its friends’ influence recursively.
Taking a similar strategy, the dissimilarity of software installed in a node with
its neighbor is also captured based on that of the software installed in the node’s
neighbors with their neighbors.

2. Percolation-based adaptability strategies are considered to maximize the degree
of software diversity based on the rationale that polyculture software enhances
security. We used the concept of bond percolation by removing or adding edges to
maximize software diversity while maximizing the size of the giant component
(representing network resilience) and minimizing adaptation cost.

3. Through the extensive simulation study, we demonstrate the effect of key design
parameters, including network density, attack density, and the number of soft-
ware versions available, on the three metrics measuring software diversity, the
size of the giant component, and adaptation cost. From the simulation experi-
ments, we investigate the relationships between the degree of software diversity
and the degree of enhanced network resilience or adaptation cost under various
environmental settings.
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12.1.4 Structure of this chapter
The rest of this chapter is organized by the following sections:

e Section 12.2 discusses the related work including existing approaches using
software diversity, graph coloring, epidemic models, percolation theory, and
eigenvector centrality.

e Section 12.3 provides the system model characterizing a network, a node, an
attack, and a defense.

e Section 12.4 describes the software diversity metric and the proposed software-
diversity-based adaptation (SDA) strategy.

e Section 12.5 discusses the experimental setup, metrics, the counterpart schemes
compared against the proposed SDA scheme, and the overall trends of the
demonstrated simulation results.

e Section 12.6 concludes the chapter and suggests future work directions.

12.2 Background and related work

This section first provides the literature review to provide background knowledge
for readers to easily understand the proposed work. For the background knowledge,
we provide a brief overview of graph coloring algorithms, epidemic models, and
percolation theory. As the related work to our work, we also discuss the state-of-the-art
approaches to address enhanced security based on the concept of software diversity.

12.2.1 Graph coloring

Graph coloring traces its origins to the map-coloring problem, which can be translated
to a graph coloring problem on planar graphs. The problem entails coloring territories
on a map so that no two adjacent territories (having a measurable border) share the
same color. The map-coloring problem is associated with Francis Guthrie’s famous
four-color conjecture (i.e., maps require no more than four colors), which was proven
with the aid of a computer after more than a century by Kenneth Appel and Wolfgang
Hake in 1976. For maps, the territories can be represented as vertices with edges
between them if they have a measurable border, then the equivalent planar graph col-
oring problem entails labeling vertices with colors such that adjacent vertices have
different colors. This notion can easily be generalized beyond planar graphs. If the
graph can be colored in such a fashion with & colors, it is said to be k-colorable and
the color sets form & independent sets of a k-partite graph. Tasks within this problem
include determining if the graph is k-colorable for a given k, determining the chro-
matic number x (G) or optimal (minimal) number of colors needed for the coloring
and developing algorithms for solving the problem (either exactly or approximately)
and their time-complexity.

Graph coloring has applications in scheduling, radio frequency and optical wave-
length assignment, and pattern matching. More recently it was used as a strategy to
enhance network resilience, which is also used as a counterpart to be compared against
our proposed network-adaptation scheme. Colors in these cases represent labels that
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correspond to assignments in the particular application, and edges in the graph rep-
resent assignment conflicts. As such, significant interest in algorithms have been
explored to tackle various scenarios or aspects of the graph coloring problem. For
example, as used in this work, when creating a network with high software diversity,
each color represents a software version where the different colors refer to distinct
software versions. To enhance network resilience, a different software should be used
between two connected nodes in a network. In general, an exact algorithm for finding
a coloring will be exponential with respect to the size of the graph unless the graph
has a particularly advantageous structure. Various strategies also exist for suboptimal
greedy algorithms that assign colors given an ordering of the vertices.

There have been many nature-inspired approaches that have been adopted to
solve the graph coloring problem. A sampling of these includes the behavior of
ants in searching for food [15-17], bees reproductive [18] and food-search pro-
cesses [19], bird-flocking-inspired particle swarm optimization [20,21], firefly
synchronization [22], and cuckoo egg-laying behavior [23,24]. Several evolutionary-
inspired approaches for solving the graph coloring problem include the use of genetic
algorithms [25-27] and culturally inspired memetic algorithms [28].

O’Donnell and Sethu [2] used a graph coloring algorithm to develop software
assignment strategies with the goal of maximizing attack tolerance. The authors used
a real network topology based on email traffic logs between users in their institution
and showed the outperformance of the proposed hybrid approach compared to the
state-of-the-art counterparts. Yang et al. [10] mapped sensors in a network to geo-
graphic locations, which correspond to territories in the map-coloring problem, and
used a backtracking color assignment to assign software to sensors by location. This
enables the use of fewer colors since the coloring problem is effectively solved on the
corresponding planar graph where the vertices are the geographic locations. Sensor
neighbors that reside in the same geographic location are labeled with the same color
but will have different colors with neighbors that are mapped to different adjacent
geographic locations. Liu et al. [29] first categorized nodes according to their roles
or local topological properties in order to determine software version assignment pri-
ority. The nodes in the highest priority class, termed ambassadors, are colored first
or given the first choice of software versions before the nodes in the next two classes,
bridges and loners, are assigned software.

12.2.2  Epidemic models

Simple epidemic models characterize the effect of disease transmission on a popula-
tion. The population is separated into compartments, statuses, or states that describe
condition of the total number or fraction of the population. The most common states
describing the number of the population having a certain condition with respect to
the disease are susceptible (S), infected (/), and recovered (R), although many other
states exist, e.g., passive immunity (M), exposed (E). Traditional epidemiological
models characterize the transitions from one state to another, typically under a homo-
geneous interaction or mixing bowl assumption, and usually described by a collection
of ordinary differential equations. Popularly common models are the SIR model and
the SIS model.
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The SIR model only uses three statuses, where (S, /, R) denotes the number of
people in each status. Transitions are only possible from the susceptible status to
the infected status and from the infected status to the recovered status. Since the
interactions are treated as random and one-on-one, a susceptible individual has a
probability / /N of interacting with an infected individual, where / refers to the number
of infected nodes and N is the total number of nodes in a network. Hence, given an
infection rate 8 and recovery rate y, the dynamics of each condition’s population can
be described by ordinary differential equations, e.g.,

ds d d
0 — —psanon, T = psiuom —viv, T = yia),

dt
(12.1)

where S(¢) is the number of susceptible nodes at time #, /(¢) is the number of infected
nodes at time ¢, and R(¢) is the number of recovered nodes at time ¢. The SIS model
only uses the susceptible () and infectious (/) statuses. Here, instead of a potential
transition from infected status to recovered status, infected individuals can return to
a susceptible status. This changes the equations describing the dynamics, e.g.,

% = —BSOI()/N + y1(1), % = BSOIW/N —yI(D.  (122)

Given the recognition that individuals do not interact randomly but within a
network of contacts, the extension of these ideas to networks has received consider-
able attention [30]. In particular, considering the relevance to computer security, the
notion of modeling of harmful computer processes, such as computer viruses or email
worms, using epidemic models was first suggested in the late 1980s [31,32]. Kephart
and White [33] applied the SIS model on several network models including directed
random graphs, hierarchical models, and spatial models (lattices). They found theo-
retical epidemic thresholds similar to that in classical homogeneous interactions and
that match simulation results when the connectivity is high (but not when it is low).

However, a common feature of many real networks is the characteristic of being
scale-free or having a degree distribution that follows a power law. Pastor-Satorras and
Vespignani [34] adapted the SIS model to scale-free networks to study the spreading
of computer viruses on the Internet. They arrived at the surprising discovery that there
is no threshold for epidemic spreading of viruses over such a network, i.e., the virus
will survive regardless of the infection rate although its probability of infecting a large
portion of the network typically remains small. In studying finite-size effects, they
also discovered a threshold determined by the ratio y /8 [35]. When this exceeds the
ratio of the mean connectivity or degree to its second moment, i.e., y /B8 > (d)/{d?)
where (d) is a mean degree and (d?) is a mean second degree, then the infection
spreads and becomes endemic, otherwise it dies out exponentially fast.

Wang et al. [36] discovered that for arbitrary graphs (i.e., not necessarily random
or scale-free), the spectral radius p(A) or largest eigenvalue of the adjacency matrix
A determines if the epidemic dies out and if the number of infections decays exponen-
tially fast. They showed that this occurs when the ratio y /8 is less than p(A). Ganesh
et al. [37] also used the ratio y /B to determine the lifetime of an epidemic following
the SIS model over a general network. If this ratio exceeds the spectral radius p(A)
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of the adjacency matrix, then the lifetime is on the order of log n. On the other hand,
if the generalized isoperimetric constant n(G,m) = infgcy sj<m E(S,S)/|S| (where
E(S,S) is the min cut of S and its complement) exceeds the ratio, then the lifetime is
exponential on the order of e”* for some constant .

Zou et al. [38] introduced an email worm model that accounts for user behavior,
e.g., the time delay in checking email and the probability of opening up an infected
email. This approach demonstrates that prior topological epidemic models tend to
overestimate the spreading speed of the infection. Temporal aspects have more often
been considered by introducing dynamics on the network structure with an epidemic
model. Gross et al. [39] examined the SIS model on networks where susceptible nodes
are able to rewire with constant probability their links with infected neighbors to avoid
infection, thereby increasing the epidemic threshold. Volz and Meyers [40] studied
the SIR model on simple dynamic random networks with random edge rewiring,
demonstrating that the rate of rewiring and the heterogeneity of the node degrees
also affect the likelihood of an epidemic. Prakash et al. [41] studied the SIS model
over a periodic sequence of networks. Sanatkar et al. [42] investigated the model over
a random sequence of a finite set of networks. Both approaches [41,42] determine
an epidemic threshold dependent on versions of a joint spectral radius on the set of
adjacency matrices of the networks.

12.2.3 Percolation theory

The origin of percolation theory comes from the mathematical formalization of statis-
tical physics research on the flow of liquid through a medium [43]. Originally while it
was studied on lattice structures, percolation theory has been applied to networks to
study connectivity, robustness [8,44], and epidemics [45,46]. The percolation process
was studied in the computer sciences under the notion of “network resilience” [47,48],
independent of its development in the statistical physics literature. More recent devel-
opments in the physic literature have profoundly influenced studies in the computer
sciences. These contributions have incorporated the recognition that networks are not
derived from a random structure, and failures of nodes, whether from attacks or due
to dependent correlations, are not uniformly random [49]. Hence, significant interest
has developed in removal processes that model targeted attacks on the network, e.g.,
removal of nodes based on centrality measures such as degree or betweenness.

The ability of a liquid to pass through a medium is classically modeled using
percolation over an infinite square lattice. Passage or flow is allowed through the
edge (or intersection or vertex) with a given occupation probability ¢ that is a priori
chosen before the flow and uniform for each edge (or vertex). This process is called
bond (or site) percolation [50]. For low ¢, it is difficult for the liquid to flow as most
edges are closed. As ¢ increases, more edges are open and the liquid has greater
potential to flow. The natural question that arises is as follows: At what ¢ will the
liquid be able to pass through the lattice? Because of the nature of the question, there
exists a critical value ¢., called the percolation threshold, such that the liquid can find
a passage through the lattice almost surely if ¢ > ¢, and cannot find a passage almost
surely if ¢ < ¢.. Effectively, ¢ determines the phase transition where many isolated
subcomponents of open edges (or vertices) are connected into a unique infinite cluster.
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In many structures, this percolation threshold is known, either theoretically or
approximately, via extensive simulation. For example, in the two-dimensional infinite
lattice, the bond percolation threshold is theoretically known to be ¢. = .5 and the site
percolation threshold is approximated to be near ¢. &~ .59 [51]. Finding this threshold
for a particular structure (e.g., higher dimensional lattices, particular network models)
is a primary area of study in percolation theory in networks. Other key interests
include, for a given ¢, the distribution of the sizes of the finite clusters, the correlation
length (or the average path length of two vertices in the same cluster), the order
parameter (or the probability of an edge or vertex residing in the infinite cluster), and
the scale of the infinite cluster (or the fraction of nodes in it).

For network robustness, we are interested in the complementary occupation prob-
ability, i.e., the probability that the node or edge is removed from the existing network.
Instead of being interested in structural changes when vertices (sites) or edges (bonds)
are added to the network, the network scientist is interested in determining the topo-
logical changes that occur as vertices or edges are removed from an existing network
structure. One problem with theoretical percolation results in this context is that many
results apply to infinite networks, whereas real networks are finite. This introduces
finite-size effects, or a smoothing of phase transitions, when percolation is studied
via simulation experiments on real networks. Another problem is the definition of
network failure. In a real network, this occurs well before the complete dissolution
of the giant component or cluster, motivating the relevance of the size of the giant
component as a fraction of the original network in simulated experiments on networks.

Percolation theory has been used to model various processes on networks in the
context of network failures and attacks, e.g., connectivity, routing, and epidemic
spreading. In the prior section, we discussed how epidemic spreading can be used to
model the infection of a computer network by a computer virus or botnet. In fact, a
particularly famous result in percolation theory on scale-free networks, the Molloy—
Reed criterion [52], i.e., (d?)/{d) = 2, also relies on (the inverse of) the ratio of the
mean connectivity or degree to its second moment, as mentioned in the last section.
The second moment is also a factor in determining if an epidemic becomes an endemic
for the SIS model on finite-size networks [35]. This percolation threshold is given by

1
(@) /(d) -1’

meaning that the expected fraction of nodes removed at random needs to be f. =
1 —¢.=1-—1/({d?*/{d) — 1)todestroy the giant component. For random networks,
this can occur with a relatively small fraction of node removals, e.g., f. = 1 — 1/(d).
But for scale-free networks, if the power law exponent is small enough, then the second
moment becomes unbounded and f. = 1, implying scale-free networks are robust to
random failures. When a network is targeted for attacks, there may be a strategy
taking advantage of the topological structure of the network. The simplest example is
targeting nodes with high degree centrality [49,52]. In this scenario, random networks
are robust while scale-free networks are found to be fragile. We can clearly observe
the fragility of scale-free networks under epidemic attacks in our experiments as well
(see Section 12.5).

b, = (12.3)
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12.2.4 Software diversity

The concept of the philosophy of “survivability through heterogeneity” derived in
ecology has been also applied to enhance security through software or network diver-
sity in the security domain. Many approaches have been explored to validate the
usefulness of the software or network diversity for system security. Chen and May [53]
investigated the new argumentation in principle to prove the usefulness of software
diversity on the enhanced safety. This work used fault injection methods to analyze
the effect of failure distributions on software diversity. Huang et al. [54,55] solved
a software-assignment problem by isolating nodes with a same software in order to
minimize the epidemic worm attacks. This work considered not only the constraints
of host functionality and software availability but also the degree and effect of vul-
nerability to maximize system security based on the balance between these two key
factors. Franz [56] proposed an approach to introduce compiler-generated software
diversity for a large-scale network in order to make it harder for attackers to take
advantage of vulnerabilities of a single software. An “App Store” with a diversifica-
tion engine automatically generates a different version of every program, which is
functionally identical whenever a download is requested.

Hole [3,4] investigated the benefit of software diversity in order to stop infec-
tious malware spreading and discussed how software diversity can increase the time
required for attackers to infect enterprise systems and the likelihood of detecting and
mitigating the outbreaks of malware infection in the early stage. In these works [3,4],
the underlying idea of the proposed malware halting technique is to immunize hubs
in order to mitigate the number of infected nodes by injecting and/or increasing soft-
ware diversity. This idea has been proposed by Dezs6 and Barabasi [9] and studied
in scale-free networks considering general epidemic models, which treat viruses in
either disease transmission or computer virus. Their finding shows that a biased pol-
icy to immune hubs can significantly reduce cost to eradicate or limit the fraction of
infected entities.

Homescu et al. [57] presented a large-scale automated software diversification
to mitigate the vulnerabilities exposed by software monoculture. This work gives the
description of the implementation of the developed automated software diversity tool
and proposed a generic method to measure the effectiveness of software diversity as a
potential cure to remove code-reuse attacks. Yang et al. [10] proposed a software diver-
sity technique to combat sensor worms by solving a software assignment problem,
given a limited number of software versions available. Taking the key philosophy of
software diversity to prolong system survivability, this work uses percolation theory
to model the design features of software diversity to defend against sensor worms. The
authors also extended this work to investigate the effect of sensors with multiple soft-
ware versions, rather than a single version in terms of network robustness under sensor
worm attacks [7]. Salako and Strigini [58] questioned the assumption of complete
independence of different software versions, which does not reflect reality in practice.
This work extended probability models to consider the commonalities in developing
multiple versions of software and proposed alternative ways to consider software
diversity in the presence of dependencies between the different versions of software.
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Zhang et al. [59] proposed a method to enhance network resilience by building
a heterogeneous networking-based system based on the rationale of the “surviv-
ability through heterogeneity philosophy” where a single solution was common to
increase interoperability. Recently, network diversity is proposed as a security met-
ric to measure network resilience against zero-day attacks [60]. This work designed
and evaluated a suite of network-diversity metrics such as a biodiversity-inspired
metric based on the number of different resources, which has positively impacted in
enhancing security.

Unlike the above works discussed [3,4,7,9,10,53-57,59,60], our work proposes
a node’s software diversity metric that is obtained from the software diversity of the
node’s neighbors. This idea is borrowed from the concept of eigenvector centrality
metric [12], which measures a node’s influence based on the influence of its neigh-
bors. Based on the devised software diversity metric, we proposed percolation-based
adaptation strategies, which determine an edge to remove or add to make a network
more resilient.

12.3 System model

This section describes the design models of key components in terms of network
model, node model, attack model, and defense model.

12.3.1 Network model

A temporal network, denoted by G(¢), is given as an undirected network and evolves
dynamically over time z. The topology evolution (or change) of the network occurs due
to node failures or nodes being compromised by attackers. In addition, the network
may change its topology when some types of adaptability strategies are performed
by connecting between two nodes or disconnecting all the edges associated with
compromised nodes to mitigate the spread of infecting other nodes in the network.
The set of nodes in the network is denoted by V(¢) where node v; is characterized by
its attributes, which is described in Section 12.3.2. The set of edges between nodes
with respect to time ¢ is represented by E(#) where an edge between nodes, e;, can
be on and off depending on the dynamics caused by node failures, node recovery,
and/or edge adaptations (i.e., an edge can be added or removed). We maintain an
adjacency matrix A(¢) with respect to time # in order to keep track of direct or indirect
connectivities between nodes in the network where a; = 1 indicates there exists an
edge between v; and v;, while no edges exist with a;; = 0 otherwise.

12.3.2 Node model

Nodes in set V(¢) are characterized by their attributes as follows:

e A node’s status on whether it is active or not, denoted by na;, indicating whether
it is alive (= 1) or failed (= 0), respectively.
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e A node’s status on whether the node is compromised (= 1) or non-compromised
(= 0), denoted by nc;.

¢ A node’s software version, denoted by sv;, that refers to which software version
is installed in node 7, given a limited number of software versions available, N,
where sv; refers to an integer, ranged in [1, N, ].

e A node’s degree of software diversity, sd;, whose physical meaning is how dif-
ferent node i’s software version is from its neighbors’. We use the concept of an
eigenvector centrality in order to compute the dissimilarity of i’s software version
from its neighbors’ software versions in a network. The details on the computation
of i’s software diversity are elaborated in (12.6) of Section 12.4.1.

Based on the above four attributes of a node, each node is characterized by
node(v;) = [na;, nc;, sv;, sd;] (12.4)

If attacker j targets susceptible node i, which is one of its direct neighbors, the
probability that j infects i, denoted by Bj;, is estimated based on the probability that j
can exploit sv;. We call this probability i’s exploitability by j, which is simply estimated
by [3]

B, = { 1 if o;(i) > 0;

otherwise. (12.5)

1
Nx\;—\dj\+l

where o; is a vector of software versions j knows about their security vulnerabili-
ties. The cardinality of o;, denoted by |o;|, refers to the number of software versions
J can exploit, which is a dynamic value learned after j compromises i via recon-
naissance even if sv; # sv;. Algorithm 1 describes the epidemic process of attackers
compromising susceptible nodes.

12.3.3 Attack model

In this work, we model an attacker’s infection behavior based on an epidemic model,
called the SIR model [8]. The attacker j can infect its direct neighbor node i when the
following two conditions are met:

Node i has not been compromised by other attackers (i.e., nc; = 0).

Node i uses a software version that attacker j can exploit because the attacker
knows the vulnerability of the software version. This case happens when sv; is
the same as sv; or attacker j learned sv;’s vulnerability in the past (i.e., 0;(i) > 0).
When node j is installed with a particular software version, sv;, and selected as
a seeding attacker, we assume that j knows the vulnerability of its own software
version, sv;. Hence, attacker j can learn the vulnerabilities of other software
versions although it needs to commit more time and use its resource to obtain the
information of their security vulnerabilities. Node i’s exploitability by attacker j
based on these two cases is reflected in (12.5).
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Algorithm 1: Epidemic attacks

1: Input:

2: A < an adjacency matrix

3: o; < attacker i’s vector of exploitable software versions

4: Ny, < anumber of software versions available

5. y < an intrusion detection probability

6: node <— nodes’ attributes, defined in (12.4)

7: procedure PERFORMEPIDEMICATTACKS(A, node o;, Ny, , ¥)

8: spreadDone < 0

9: spread: a list with length N > To check if node i attempted to compromise its direct
neighbors

10: while spreadDone == 0 do

11: fori:=1to N do > check if 7 is an attacker

12: if nc; > 0 A na; > 0 then > If i is an active attacker

13: r <— a random real number in [0, 1] based on uniform distribution

14: if < y then

15: spread(i) = 1

16: forj:=1to N do

17: if a; > 0 Ana; > 0 Anc; > 0 then > if j is susceptible

18: if 0; includes sv; then > i knows sv;’s vulnerability

19: ne; =1 > j is compromised by i

20: else

21: r < arandom real number in [0, 1]

22: d « m > |o;| is # of software versions i knows

23: if » < d then

24: nc =1 > j is compromised by i

25: gi(j)=1 > i learned sv;’s vulnerability

26: end if

27: end if

28: end if

29: end for

30: else

31: na; =0 > i is detected and deactivated for infecting behavior

32: a; =0,a; =0 > disconnecting all edges connected to i

33: end if

34: end if

35: end for

36: for k :=1to N do

37: if na; > 0 A nc; > 0 A spread(k) < 2 then > each node has two chances to
compromise each of its direct neighbors

38: spreadDone = 0

39: break

40: else

41: spreadDone = 1

42: end if

43: end for

44: end while
45: end procedure
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When node i meets the above two conditions, i’s status is changed from “suscep-
tible” to “infected” indicating that i is now an attacker. Then, i can infect other nodes
and learn their software vulnerabilities, which are unknown to it. The details of the
attack procedures are described in Algorithm 1.

12.3.4 Defense model

In this work, we assume that a system is equipped with an intrusion detection system
(IDS), which detects infected (i.e., compromised) nodes. When infected node i is
detected by the IDS, we model the detection rate with y representing the removal rate
in the SIR model. We interpret 1/y as the delay incurred to detect an infected node and
take a response action to isolate the infected node. The response to the detected node
will be performed by disconnecting all the edges connected to the detected attacker,
which corresponds to removing the node from the system based on the concept of site
percolation.

12.4 Software-diversity-based adaptation strategies

In this section, the proposed adaptation strategy is discussed where software diversity
is used as a key determinant to select an edge to percolate (i.e., add or remove) in
order to mitigate the spreading of compromised nodes by attackers.

12.4.1 Software diversity metric

A node’s vulnerability is commonly computed based on its software version
installed [3,4]. However, if the node is connected with many other nodes that are
directly or indirectly connected, its potential vulnerability is not simply restricted by
the vulnerability of its own software version. We use the broad concept of the node’s
vulnerability to attacks based on network structure the node is associated with. Based
on this concept of the node’s vulnerability, node i’s software diversity via k iterations
is measured by
k-1
sdf = SdflA—|/k (12.6)
1

JEA;

where k (> 1) refers to a particular round of iterations to calculate a node’s software
diversity based on the software diversity of its direct neighbors. A, is a set of i’s direct
neighboring nodes j’s and |A;| refers to the cardinality of the set A;. The influence of
the software diversity of neighbors decays inversely proportional as & increases. This
implies that using higher & allows us to consider the software diversity of other nodes
on the paths to reach i. In the first round with £ = 1, node i’s software diversity with
respect to j, denoted by sd?, is initialized by

sdo o ZuEAj Sdf”

12.7
) A (12.7)
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where sdj, is obtained by

1 if sv; £ sv,;
deu = { I 7&

0 otherwise.

(12.8)

Algorithm 2: Software diversity based adaptation (SDA)

1: DN <« a vector with the length N indicating whether a node’s edges are disconnected, 1
for disconnected; 0 otherwise.
: A < an adjacency matrix for a given network

2

3:

4: Step 1: Remove edges between two connected nodes when they use a same software version
5. fori:=1toN do

6 forj:=1to N do

7
8

if (a; > 0) A sv; == sv; then
: a; = 0;a; =0
9: DN(i) = DN() + 1 > counting # of disconnected nodes per i
10: end if
11: end for
12: end for
13:
14: Step 2: Add edges between two disconnected nodes when they don’t use a same software
version

15: p <« athreshold of software diversity
16: fori:=1to N do

17: candidate < a vector of nodes that can be connected with node i where sd; < p A
a(i,j) == 0 A (na; - na; > 0) for node j in a given network G

18: visited < a vector with length(candidate)

19: for j := 1 to DN(i) do > DN(7) is # of edges that node 7 lost in Step 1

20: r < arandom integer in [0, length(candidate)] based on uniform distribution

21: if visited(r) == 0 then

22: k < candidate(r),a;; = 1;a, =1

23: visited(r) = 1

24: else

25: j=j—1

26: end if

27: if sum(visited) == length(visited) then > all candidate nodes are selected

28: break

29: end if

30: end for

31: end for

12.4.2 Adaptations based on software diversity

In this work, our research problem is to answer which edge to connect or disconnect
in order to maximize the size of the giant component (i.e., the largest network cluster
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in a network) with minimum cost estimated based on the network topology changes
from the original network to the adapted network (see the adaptation cost metric in
Section 12.5.1). Bond percolation for a non-compromised, active node i to remove or
add an edge with other nodes can be performed to meet this goal as follows:

1. When (sv; == sv;) for a; > 0 A i # j, meaning that when two connected nodes
use a same software version, then remove an edge between i and j, e(i,j) = 0.
2. When (sv; # sv;) A (sd; > p) for a;; == 0, meaning that when two disconnected

nodes do not have a same software version and j’s software diversity is no less
than the threshold p, then add an edge between i and ;.

Algorithm 3: Graph-coloring based adaptation (Graph-C)

1: DN <« a vector with the length N indicating whether a node’s edges are disconnected, 1
for disconnected; 0 otherwise.

2: A < an adjacency matrix for a given network

3:

4: Step 1: Remove edges between two connected nodes when they use a same software version

5: fori:=1toN do

6 forj:=1to N do

7: if (a; > 0) A (sv; == sv;) then

8: a; =0;a; =0 > disconnect edges if i and j have a same software version

9 DN(i) = DN(@i) + 1 > counting # of disconnected nodes per i

10: end if

11: end for

12: end for

13:

14: Step 2: Add edges between two disconnected nodes when they don’t use a same software
version

15: fori:=1to N do

16: candidate < a vector of nodes that can be connected with node i where a(i,j) ==
0 A (na; - na; > 0) for node j in a given network G

17: visited < a vector with length(candidate)

18: for j := 1 to DN(i) do > DN(7) is # of edges that node i lost in Step 1

19: r <— arandom integer in [0, length(candidate)] based on uniform distribution

20: if visited(r) == 0 then

21: k < candidate(r),a; = l;a;, = 1

22: visited(r) = 1

23: else

24: j=j—1

25: end if

26: if sum(visited) == length(visited) then > all candidate nodes are selected

27: break

28: end if

29: end for
30: end for
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Here a;; is an entry of an adjacency matrix A for vertices i and j for a given
undirected network G in which a; = 1 means there is an edge between i and j; no edge
otherwise. The first condition is equally applied as in the Graph-C scheme described
in Algorithm 3. For the second condition, the number of edges disconnected from the
first removal process will be restored by adding new edges with the same number of
edges lost in the removing bond-percolation process.

12.5 Numerical results and analysis

In this section, we describe the experimental setup used for our simulation study,
metrics, and schemes that are compared against the proposed network adaptation
strategies. Finally, we demonstrate the simulation results and discuss the overall trends
observed from the results.

12.5.1 Metrics

In this work, the following metrics are used to evaluate the performance of the
proposed schemes and other counterparts:

e Software diversity (Ds): This metric measures the degree of software diversity
in an ego network with which a node is associated within £, hops from the
node. This metric implies that a node’s software diversity is measured based on
the software diversity of its neighbors within %,,,, hops from itself. This metric
is computed based on (12.6) and the average software diversity of nodes in the
network is simply obtained by

N
D, = =% (12.9)
N
In this metric, higher is more desirable implying that a system with more software
diversity is less likely to be compromised by attackers than the system with less
software diversity.
e Size of the giant component (S,): This metric captures the degree of network
connectivity composed of non-compromised (uninfected), active nodes in a
network. S, is computed by

N,
S, = Fg (12.10)

where N is the total number of nodes in the network and N, is the number of
nodes in the giant component. Higher is more desirable in this metric.

e Adaptability cost (A.): This metric measures the cost associated with any edge
adaptations (i.e., adjustments by adding or removing edges) to isolate detected
attackers by the IDS (i.e., removing all edges connected to the detected attackers)
and to maximize software diversity of nodes in a network, which can more likely
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lead to a larger size of the giant component than counterparts that do not consider
software diversity. This metric is obtained by

_ sum(|A — Bl)

sum(4 + B) (12.11)

where the numerator refers to the differences of edges between the adjacency
matrix of an original network and that of an adjusted network after edges adapta-
tions are made. The denominator is the sum of the additive two matrices. Lower
is more desirable in this metric.

12.5.2 Comparing schemes

For the experimentation, we compare the performance of the following schemes in
terms of the metrics explained in Section 12.5.1:

Non-adaptation (NA): This represents the case when no adaptation strategy is
applied, showing the pure effect of attacks on the performance metrics in an
original network topology. However, we allow an IDS to detect attackers after a
set of seeding attackers is spread out to compromise other nodes that are directly
connected to them in the network. When the IDS detects compromised nodes with
the probability y, all edges connected to the detected attacker will be disconnected
in order to isolate the attackers, ultimately resulting in mitigating the spread of
compromised nodes in the network. Therefore, even if NA is used, adaptation
cost can be high because the number of edges to be disconnected is affected by
the network topology, which is one of the key factors impacting the degree of
network vulnerability.

Graph-C: This scheme uses a graph coloring technique by simply removing an
edge between two nodes with a same software version or adding an edge between
two nodes with a different software version. To do this, we first disconnect all the
edges between two directly connected nodes that have the same software version.
And then add the number of edges between two randomly selected, disconnected
nodes with different software versions. To be fair, the number of nodes removed
will be added by connecting two nodes that have two different software versions.
SDA: This scheme uses the software diversity-based metric in (12.6) in selecting
an edge to remove or add based on the concept of bond percolation, which is
discussed in Section 12.4.2. To be specific, first all edges between two connected
nodes with the same software versions are removed. And then to determine which
edges to add are determined based on Algorithm 2 where different threshold values
of software diversity, p, are used to investigate its impact on the metrics described
in Section 12.5.1.

We provide the details of SDA and Graph-C, in Algorithms 2 and 3, respectively. In
our experiments, we will compare NA, Graph-C, and three variants of SDA with three
different thresholds, p (i.e., = 0.2,0.5,0.7). Basically Graph-C and the SDA schemes
belong to adaptation schemes, while NA indicates no adaptation.
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12.5.3 Experimental setup

The scenario considered in this work is that an original network is generated under
a given network condition. On top of the original network, we apply five different
schemes: (1) NA; (2) Graph-C; (3) SDA with p = 0.1; (4) SDA with p = 0.2; and
(5) SDA with p = 0.3. After then, given a certain % of seeding attackers that are
selected uniformly at random, each seeding attacker’s epidemic attacks are performed
based on Algorithm 1. Based on the three metrics described in Section 12.5.1, we
show the effect of varying key design parameter values.

To be specific, we aim to investigate the effect of the key design parameters as
follows:

e Effect of network density: Network density affects the number of edges each node
has. For the Erdos—Rényi (ER) network (i.e., a random network), the density is the
connection probability between two nodes, p, which we vary from 0.005 to 0.025
with the increment of 0.005. For the Barabasi—Albert (BA) network (i.e., a scale-
free network), the density is approximately mN /2, where m is the connection
rate as nodes are added to the network, which we vary from 3 to 13 to have a
comparable density with the ER network.

e Effect of attack density: Attack density refers to the percentage of initial seeding
attackers over the total number of nodes in a network, with respect 0.01, 0.05, 0.1,
0.2, and 0.3 (i.e., 1%—-30%). Each attacker will perform epidemic attacks based
on Algorithm 1.

e Effect of the number of software versions: The number of software versions
available, Nj,, is varied with respect to 2,3,5,7, and 9.

Two types of network topologies are used as synthetic network datasets: ER random
network and BA scale-free network [8]. The ER network is commonly represented by
G(N,p)where N is the total number of nodes and p is the connection probability of two
randomly chosen nodes. The BA network is represented, in this case, as BA(N, m),
where each node is introduced to a small initial connected network (in this case,
a chain of length m) attaching m links with preferential attachment based on the
existing node degrees.

All other key design parameters, their meaning, and their default values are
summarized in Table 12.1. Each data point is collected based on the average of 100
simulation runs.

12.5.4 Simulation results under a random network

Effect of network density under a random network: Figure 12.1 shows how net-
work density (i.e., degree of node connectedness in terms of the number of edges each
node has) impacts the three metrics in Section 12.5.1. To see this effect, we varied
the connection probability p between two nodes in a given random network from
0.005 to 0.025 with 0.005 increment. In Figure 12.1(a), the overall trend observed
from all schemes is the decreasing software diversity as p increases. Since being
more connected can be easily leveraged by epidemic attackers to infect more of their
neighbors, after the network with or without adaptations is attacked, the network with
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Table 12.1 Key design parameters, their meanings, and their default values

Param. Meaning Value
N Total number of nodes in a network 1,000
y Intrusion detection probability 0.9
Komax The upper bound of hops considered in calculating the degree of 3
software diversity, nfd
n, Number of simulation runs 100
Ny Number of software versions available 3
p Connection probability between pairs of nodes in an ER network 0.02
m Connection rate/initial network size in an BA network 10
P, Percentage of seeding attackers in a network 10%
p Threshold of software diversity in SDA 0.2,0.5,0.7
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Figure 12.1 (a) Effect of network density on the software diversity (D;), (b) the size
of the giant component (S,), and (c) adaptation cost (A.) under a

random network

higher connectedness (i.e., higher p) is more adversely impacted than one with lower
connectedness. However, we can clearly observe the outperformance of adapted net-
works by adaptation strategies, including both Graph-C and SDA. To be specific, the
overall performance order in software diversity (where higher is better in this metric)
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is as follows: “SDA schemes with p = 0.2 and p = 0.3” > “SDA with p = 0.1” >
“Graph-C” > “NA.” For SDA, we observe the same performance for p = 0.2 and
p = 0.3. From this observation, we infer that approximately p = 0.2 seems an upper
bound that can maximally improve the software diversity in this random network
environment. In particular, as the network is more vulnerable with higher p, SDA’s
performance with all thresholds, p’s, in the software diversity metric is more resilient
against the higher network vulnerability, showing significant outperformance over
Graph-C and NA. In Figure 12.1(b), we investigated how varying p affects the size
of the giant component (Sg). Similar to Figure 12.1(a), better connectivity in the
original network reveals high vulnerability, which is proven that the size of the giant
component decreases as p increases in all schemes. Also we can clearly observe
that the adaptation schemes, including both Graph-C and SDA, outperforms the NA
scheme particularly when p is sufficiently high (i.e., p > 0.01). In particular, SDA
schemes with p > 0.2 show significant resilience as even p becomes higher, which
means higher resilience under more vulnerable network conditions. Lastly, in Fig-
ure 12.1(c), as intuitively understood, adaptation schemes incur more cost than NA
scheme because the adaptation schemes incur additional cost to make percolation-
based adaptations. However, as p becomes higher, SDA schemes (with all thresholds)
give even high efficiency by saving adaptation cost. We can infer the cause with
two aspects: (1) after removing the vulnerable edges between two nodes with a same
software version, a fewer number of edges are qualified to meet the threshold (to be
added), which leads to less adaptation cost incurred and (2) due to better adjustments
of'edges in the adaptation stage, not many edges are removed from the network by the
IDS’s site percolation process (i.e., cutting all edges of a detected attacker). Due to the
second reason, in this cost metric, SDA schemes even outperform NA which does not
perform any adaptations. In Figure 12.1, we can clearly observe that higher software
diversity can be more aligned with a larger size of the giant component particularly
under more vulnerable network conditions with higher network density.

Effect of attack density under a random network: Figure 12.2 shows how
attack density (i.e., % of seeding attackers, P,) affects the three metrics under a
random network. Figure 12.2(a) shows how the attack density impacts the degree of
software diversity. Overall, as expected, higher P, decreases the degree of software
diversity in all schemes. In addition, the adaptation schemes, both Graph-C and SDA,
clearly outperform the NA scheme. In particular, SDA schemes with p > 0.2 clearly
outperform among all. This is also well aligned with the size of the giant component
as shown in Figure 12.2(b). This implies that a network with high software diversity
also provides high network resilience in terms of the size of the giant component.
Lastly, Figure 12.2(c) shows how the degree of attack density changes adaptation cost.
Where lower cost is more desirable, in Figure 12.2(c), the performance order is as
follows: “SDA schemes with p > 0.2” > “SDA with p = 0.1” > “NA” > “Graph-C,”
particularly when P, > 0.01. The less cost incurred in SDA schemes are also because
of the similar reasons described in Figure 12.1 with the two reasons.

Effect of software versions available under a random network: Figure 12.3
shows how the number of available software versions affects the performance in the
three metrics. Figure 12.3(a) shows how the number of software versions available
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Figure 12.2  (a) Effect of attack density on the software diversity (D;), (b) the size
of the giant component (S,), and (c) adaptation cost (A.) under a
random network

(N,,) affects the performance in the software diversity metric. It is evident that
adaptation schemes (i.e., Graph-C and SDA schemes) perform better than their NA
counterpart. Similar to what we observed from Figures 12.1 and 12.2, SDA schemes
with p > 0.2 outperform among all, showing the highest software diversity and the
size of the giant component while incurring the least cost compared to other schemes.
In addition, more interestingly under N, = 2, SDA’s performance is even better than
under N, = 3, which naturally shows the significant outperformance over NA and
Graph-C in D, and S,. The reason can be inferred in two-fold: (1) for SDA schemes
under Ny, = 2, an individual node’s many neighbors are cut but all the edges that
are cut are not necessarily restored by being connected with other nodes because of
the lack of eligible nodes that can meet its software diversity higher than the given
threshold p. This condition makes the software diversity fairly high because the sum
of software versions of a node’s neighbors do not have to be divided by a greater num-
ber of neighbors. In addition, this allows the network to maintain lower connectivity
but still be sufficiently connected to form a larger giant component and (2) the choice
of nodes in SDA schemes focuses more on better connected indirectly while Graph-C
makes an near-sight decision to maximize the immediate payoff which allows a simple
choice of a node to connect only based on the different version of a node’s software
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version. These two reasons can make the software diversity high enough while also
making the network better connected under Ny, = 2 than under Ny, = 3. However, as
N, significantly increases, the benefit of using more software versions exceeds the
trade-off condition observed under Ny, = 2. From the results observed in Figure 12.3,
we can draw the conclusion that SDA with a fine-tuned software diversity threshold
(i.e., p = 0.2 or 0.3) outperforms among all schemes with respect to all three metrics.
This means that software-diversity-based bond percolation with a fine-tuned thresh-
old can make a network more resilient against epidemic attacks with minimum cost
based on the comparative performance analysis conducted in this study.

12.5.5 Simulation results under a scale-free network

In this section, we investigate how the nature of a scale-free network can impact the
trends of varying key design parameters on the three metrics. Recall that the scale-free
network is highly vulnerable to targeted attacks [8]. Although attackers are randomly
selected in this work, they perform epidemic attacks, which are significantly affected
by the network topology. Hence, in general, the scale-free network is much more
vulnerable to epidemic attacks compared to the random network.
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Effect of network density under a scale-free network: Figure 12.4 shows the
effect of network density on the three metrics under a scale-free network. Recall that
the scale-free network has the property of preferential attachment, which creates a
set of nodes with high degree because each node is more likely to be connected with
nodes with high influence (i.e., high degree). When we compare the results of Figure
12.1 with those of Figure 12.4, the overall performance under a scale-free network is
similar to the performance under a random network over a similar range of network
density. Recall that the number of edges for the ER network is approximately p(g/)
and for the BA network is approximately mN, so the number of edges in the ranges in
Figures 12.1 and 12.4 are similar. The performance trends observed in Figure 12.4 are
very similar to the trends in Figure 12.1 by showing the following performance order:
“SDA schemes with p = 0.2 and p = 0.3” > “SDA with p = 0.1” > “Graph-C” >
“NA.” We also observe the same behavior wherein one scheme performs poorer than
another scheme in a less dense network but better in a more dense network, e.g.,
SDA with p = 0.1 compared with Graph-C in the software diversity and the giant
component size metrics.

Effect of attack density under a scale-free network: Figure 12.5 shows the
effect of attack density (P,) under a scale-free network. The overall trends are very
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scale-free network

similar to what we observed from Figure 12.2 in the ER network when the degree of
attack density is varied. Figure 12.5(a) shows the impact of varying attack density
on the software diversity. Overall, the software diversity has an initial significant
decrease as more attackers are added to the network and, afterwards, becomes less
sensitive to the increasing attack density, P,, as shown in Figure 12.5(a). This trend is
also similarly observed in Figure 12.5(b). But in Figure 12.5(a) and (b), all three SDA
schemes outperform NA/Graph-C although we observe each absolute performance
much lower than the performance under the random network in Figure 12.5. The trends
here are similar to the case of the random network with two very subtle differences.
First, the performance differences between the several schemes are more compressed
for the BA networks than for the ER networks. Second, the initial effect of increasing
attackers (from 1% to 5%) has a slightly initial impact in the BA network than the ER
network before becoming more gradual. This is most clear in adaptation cost, where
in Figure 12.5(c) the range of A4, is less than 0.2 at a 5% attack density, whereas in
Figure 12.2(c), this does not occur until the attack density is at least 20%.
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Effect of software versions available under a scale-free network: Lastly, we
discuss how the number of software versions available (N, ) impacts the performance
in the three metrics under a scale-free network, as shown in Figure 12.6. Overall,
as more Ny, is considered, a higher software diversity and size of the giant compo-
nent is observed while lower adaptation cost incurs. As in the previous results, the
performance order is similar. However, we can notice the significant increase of per-
formance by Graph-C as more N, are available in the system although SDA with
p > 0.2 still performs the best. In comparison with the random network, the relative
performances observed in all schemes are similar. One difference is that the BA net-
work results are more compressed in the range of values of adaptation cost 4., while
giant component size S, is narrower in Figure 12.6 than in Figure 12.3 over the range
of the number of software versions. However, the opposite is true with respect to the
software diversity Dy. There is also generally a greater adaptation cost for the BA
network in Figure 12.6(c) compared with the ER network in Figure 12.3(c), perhaps
due to the network topology with highly heterogeneous nodes in their degrees. If a
hub node in the BA network gets infected, significantly more edges will be cut by the
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IDS or adaptation schemes as compared with an arbitrarily chosen node in the ER
network. This also leads to smaller giant component sizes in Figure 12.6(b) compared
with Figure 12.3(b).

Although we considered a fairly large network with N = 1,000, when we tested
with a smaller network such as N = 100, the overall trends are still observed in a
same way. Based on this finding, we can say that the proposed SDA scheme can be
applicable in a wide range of network size.

12.6 Conclusions and future work

We investigated how software diversity is related to network resilience measured by
the size of the giant component (i.e., the largest cluster in the network), which often
represents connectivity-based network resilience implying high network availability.
We proposed a software diversity metric based on the concept of the eigenvector
centrality metric, which measures a node’s software diversity based on its neighbor’s
software diversity. In order to examine the relationship between software diversity and
the network resilience through the extensive simulation experiments, we conducted
comprehensive performance analysis by comparing our proposed software diversity
adaptation schemes with two existing counterparts, including graph coloring and no
adaptation baseline model, under two different network models, ER random network
and BA scale-free network. From our simulation experiments, the following new
findings are observed:

e The degree of software diversity is well aligned with the size of the giant com-
ponent. In addition, SDA strategies, particularly with an optimal threshold,
outperform the NA scheme and the existing counterpart (i.e., Graph-C) with
respect to the high software diversity, the larger size of the giant component, and
the lower adaptation cost.

e When a network is more connected, this implies higher vulnerability, resulting in
the higher adverse impact of epidemic attacks. In this sense, the overall perfor-
mance trend is that a scale-free network gives slightly reduced software diversity,
slightly smaller size of the giant component, and higher adaptation cost than a
random network.

e To achieve both high network availability (i.e., having a large size of the giant
component) and low network vulnerability (i.e., not easily adversely impacted by
attacks), a node needs to make a good balance between the following two strate-
gies: sufficiently being connected with nodes with a different software version
or high software diversity while being less connected with nodes with a same
software version or low software diversity.

We plan to have the following future research directions:

e We will study performance on other network models, e.g., the Watts—Strogatz
small world model [8] is specifically relevant to determine the effect of a clustered
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density in the metrics, and alternative scale-free models can elucidate the effect
of the exponent in the power law degree distribution.

We will revisit our software diversity metric that can even be well aligned with
other performance and security metrics (e.g., mean time to security failure as a
security metric or service availability metric as a performance metric) under less
vulnerable, less hostile environments.

We will develop a closed-form mathematical model to predict the size of the
giant component by deriving the infection rate B to describe the average system
behavior.

We will revisit the design of the dissimilarity computation between two nodes in
terms of each node’s configuration vector, instead of only considering a single
software functionality as considered in this work.

We will consider a shuffling technique, as an MTD technique, by shuffling a
node’s software version where multiple versions are available to provide a same
service. The decision for shuffling can be modeled based on a game theoretic
approach in order to meet multiple system objectives.

We will investigate the interdependencies between software versions in terms of
their vulnerabilities and evaluate their impact on the performance metrics based
on the comparative performance analysis of the schemes compared in this work.
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Chapter 13
Hunting bugs with nature-inspired fuzzing

Konstantin Béttingerl

Motivated by the urgent need for secure software, we construct new testing methods
inspired by biology to improve current development life cycles. We connect probabil-
ity theory with current testing technologies by formulating feedback-driven fuzzing in
the language of stochastic processes. This mathematical model allows us to translate
deep results from probability theory into algorithms for software testing. Exploring
the full capabilities of our model leads us to the application of reinforcement learning
methods, which turns out to be a fruitful new direction in software testing.

13.1 Research challenge

The ever increasing complexity of software systems in the core infrastructures of
society demands advanced methods for testing their robustness. In recent years, we
observe an increasing proliferation of serious software vulnerabilities in the technolo-
gies that surround us. The perfectly secure piece of software is far out of reach, and the
common practice in hardening software often boils down to finding vulnerabilities
before the adversary does. Undisclosed security-critical bugs known as zero-days will
continue to emerge on the surface of black markets to attract players of a variety of
backgrounds. A common strategy to decrease the risk of being successfully attacked
is to increase the effort it takes to compromise our assets. From the perspective of
practical risk assessment, this chapter presents advanced methods to lower this prob-
ability in efficient ways. Efforts in reducing the attack surface and increasing attack
efforts directly point us to research secure software development life cycles.

Besides secure design and implementation, state-of-the-art in secure software
engineering always includes several verification steps prior to release. In practice,
there is always a certain mismatch between functionality intended by the architect
and actually provided by the implementation at hand. This mismatch gives rise to
unintended and unexpected behavior in terms of security critical vulnerabilities. To
discover such flaws, a magnitude of different verification methods has emerged over
time. From a practical point of view, we especially need automated methods that allow
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us to systematically perform vulnerability analysis of software. The modern world of
software engineering strongly requires fully automated testing tools that scale to the
ever growing application landscape.

Nowadays, the most effective way to proceed in this direction is random testing of
software, also called fuzzing. There exists a substantial diversity of test case generation
strategies for random testing of software. All these approaches have in common to a
greater or lesser extent the random generation of test cases with the aim of driving the
targeted program to an unexpected and possibly exploitable state. The prime advantage
of fuzzing is its relative ease of use. Most software that processes any input data is
a suitable target for random test generation, and simple fuzzers are implemented in
a short time. This ease of use comes with a lack of completeness: Fuzzing does
not guarantee the absence of vulnerabilities but only reduces the probability of their
existence. However, from point of view of practical risk assessment, decreasing the
number of security critical vulnerabilities exactly corresponds to the required risk
reduction.

Looking at state-of-the art in random testing, we see the discipline of randomness
very much underrepresented. Rooted in ancient times, the theory of probability gained
momentum in the correspondence of Gerolamo Cardano, Pierre de Fermat, and Blaise
Pascal beginning in 1654 [1]. From Christiaan Huygens’ 1657 discourse De ratiociniis
in ludo aleae (“On Reasoning in Games of Chance”) over Andrey Kolmogorov’s
foundations of the field in 1933 [2] up to the powerful methods of modern stochastics
[3], the theory of randomness has developed into an influential and rich mathematical
discipline. When comparing the deep results of this theory to simple random bit flips
in state-of-the-art random testing, three major research questions arise:

e How can we connect probability theory to state-of-the-art software testing?

e How can we transfer the deep results from probability theory into the world of
software testing in order to discover new algorithms?

e How can biology help us to find inspiration in answering these questions?

To answer the first question, we construct a mathematical model of fuzzing.
This provides a common language that functions as gateway between both fields of
research. To answer the second question, we identify stochastic structures and pro-
cesses underlying this model and translate their essence into algorithms for software
testing. All presented methods are strongly inspired by biological processes, and at
the end of this chapter, the reader will clearly see the answer to the third question.

In the first section of this chapter, we connect fuzzing with the field of stochastic
processes. On the one hand, fuzzing in its essence deals with controlling a feedback
loop in the sense of classic cybernetics [4]: The fuzzer generates an input, injects it to
the program under test, observes what the program does, and adapts its behavior for
generating the next input accordingly. On the other hand, the rich field of probabil-
ity theory offers deep results for feedback-driven stochastic processes. Formulating
fuzzing in the language of mathematics enables us to directly transfer results from
probability theory to fuzzing. Well-established methods and search strategies proven
to be stable and effective suddenly give rise to novel fuzzing algorithms. This way,
we open the door to a variety of new perspectives on software testing.
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To guide our choice of perspectives, we find inspiration in the field of biology.
In Section 13.3 of this chapter, we investigate fuzzing strategies inspired by animal
foraging and swarm theory. We construct self-adaptive feedback loops for fuzzing
and evaluate their efficiency on realistic targets. Further, we enhance the random
nature of input generation with deterministic and precise methods: The combination
of fuzzing with symbolic reasoning turns out to be effective in reaching deep layers of
the program under test. Next, we introduce a novel method for distributed large-scale
fuzzing in computer clusters based on the biological concept of chemotaxis in order to
maximize coverage of execution paths in the target under test. This approach is inspired
by colonies with dedicated explorers and the concept of chemotaxis. Section 13.3 deals
with predefined behavior in the sense that input mutation and synchronization follow
a fixed sequence of actions.

We research fuzzers with learning behavior in Section 13.4. At a certain level
of abstraction controlling, the fuzzing loop can be interpreted as a game against the
program. Motivated by the success in Backgammon [5,6], Atari games [7], and the
game of Go [8], we apply machine learning to fuzzing. Again, our mathematical
model provides a direct interface to reinforcement learning, which has its historical
roots in the psychology of animal learning [9]. And in fact, the deep Q learning
algorithm that achieved super-human behavior in [7,8] turns out to be an exciting
new direction in software testing.

This chapter summarizes ideas from papers presented at the IEEE Symposium
on Security and Privacy [10—12] and in two journal papers [13,14].

13.2 The stochastic process of fuzzing

In this section, we connect fuzzing with stochastics. We formulate fuzzing in terms of
stochastic processes, which allows us to construct a mathematical model of generic
fuzzing architectures. The essence of this section is captured in Figure 13.1: the
mutator (M), input (I), and program (P), which are concepts of fuzzing, are connected
via rewards, states, and actions, which in turn are concepts of certain stochastic
processes. The mutator (M) generates an input (I) that is injected into the program
under test (P). This input generation is interpreted as an action that causes a state
transition and a reward. At the end of this section, the reader will understand each
aspect of this view.

First, we present the essential background necessary to understand state-of-
the-art fuzzing in Section 13.2.1. This includes historical notes, an introduction of
common terminology, and a short note on testing taxonomies as well as an abstraction
of a generic architecture.

Second, we introduce the language required for mathematically modeling fuzzing
in Section 13.2.2. We keep the discussion of Markov decision processes at an
assessable level to keep the overall presentation as clear as possible.

Third, in Section 13.2.3, we capture the generic architecture abstracted in Section
13.2.1 in the language introduced in Section 13.2.2. This mathematical model of
fuzzing provides the basis for Sections 13.3 and 13.4 of this chapter.
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Reward

Figure 13.1 The stochastic process of fuzzing

13.2.1 Fuzzing essentials

In this section, we introduce everything necessary to understand state-of-the-art
fuzzing. We trace the development of random test generation beginning at its ori-
gins in the 1950s to the advanced feedback-driven frameworks for modern software
testing. This leads us to characteristic properties of modern fuzzers, based on which
we construct a generic architecture to obtain an abstract view on the fuzzing process.
Extracting the essentials of fuzzing this way will prepare us for the challenges of a
formal analysis that lie ahead.

13.2.1.1 Fuzzing origins

Reasoning about the correctness of the computer is as old as computing itself. Even
if we go back to the stepped reckoner, a digital mechanical calculator invented by
Gottfried Wilhelm Leibniz [15], we find the abyss that ever since opened up between
intent and reality of computation: Beyond calculation errors in the precision gearwork
that drove fine mechanics technology in those days over its limits, a design error in
the carrying mechanism was detected in 1893—199 years after construction of the
machine. The first attempt to systematically reason about the correctness of a program
can be dated back to 1949 when Turing indicated a general proof method for program
correctness on three foolscap pages of text [16,17]. Research of the following decades
established the field of program verification [18-20], which aims for proving cor-
rectness of a program with respect to formal specifications and properties. However,
proving correct system behavior for large programs suffers from explosion of possible
states inherent in complex software. Further, verification techniques require a system
model to prove properties of the program. Constructing such models counters the aim
of fully automated testing and may even miss system properties [21].

Parallel to the discipline of formal verification, another kind of software testing
was established. As Weinberg [22] recalls, We didn t call it fuzzing back in the 1950s,
but it was our standard practice to test programs by inputting decks of punch cards
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taken from the trash. We also used decks of random number punch cards. We weren't
networked in those days, so we weren't much worried about security, but our random
trash decks often turned up undesirable behavior. Networking evolved and the rise of
the internet exacerbated the situation of complex systems facing a lack of scalable test-
ing methods. Software ever increased in size and complexity—so did the proliferation
of software bugs—and finding flaws in systems becomes even harder when they are
distributed. A computer connected to the ARPANET [23,24] was much more likely
to process data from untrusted sources. From security perspective, a system without
air-gap means an increased attack surface, which was famously demonstrated by the
Morris worm in 1988 [25]. Although testing with random program inputs was consid-
ered far inferior compared to the theory of formal verification (and sometimes even
viewed as the worst case of program testing [26]), it was applied as a cost-effective
alternative in practical software engineering. Duran and Ntafos [26,27] justified the
use of random testing in the early 1980s by evaluating its effectiveness in relation to
more formal methods. Random testing, meanwhile referred to as monkey testing due
to the eponymous tool The Monkey that released 1983 by Steve Capps to test user
interfaces for the Macintosh, was established among the programming practitioners of
the late 1980s. But it was lacking the theoretical background needed to increase trust
in this method. Just in the same fall of the year 1988 when the Morris worm spread, the
perils of interconnected systems themselves gave rise to a systematic approach in the
spirit of the 1950s random decks: when Barton Miller remotely connected to his Unix
system during a fall thunderstorm, the rain caused noise on the line and thereby in
the commands he entered to the shell leading programs to crash [28]. This motivated
him to systematically execute programs with random and unstructured input data,
which he referred to as fizzing [29]. Since then the fuzzing discipline has evolved to
an active area of research providing a rich diversity of fuzzing tools available, each
focusing on specialized approaches. Fuzzing is nowadays the prevalent method used
for detecting vulnerabilities in binaries. In a nutshell, inputs are randomly generated
and injected into the target program with the aim to drive the program to an unexpected
and exploitable state.

13.2.1.2 Modern fuzzing

The overall goal of fuzzing a target executable is to drive it to an unexpected and unin-
tended state. Informally, we want to cause error signals, program crashes, and timeouts
and refer to such program behavior as a bug. In this section, we first show how to actu-
ally sense bugs in a program during testing and discuss aspects of bug classification
and criticality. Subsequently, we motivate currently applied search strategies that aim
for maximization of code coverage. Such coverage information can be interpreted as
a feedback mechanism that gives rise to feedback-driven fuzzing.

Bug observation and identification

Finding bugs in the program under test requires a mechanism to sense them. Current

state-of-the-art fuzzers detect bugs that cause the target to timeout or crash.
Timeouts The former refers to delay or complete absence of an expected program

response. In most situations such timeouts simply require a specified amount of time
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the fuzzer waits for a responds. Therefore, sensing timeouts is straight forward in
most cases and current state-of-the-art fuzzers come with default time values around
1 s. Only very rare settings require more caution: The Windows Operating systems
(from Windows Vista upwards), for example, come with the Timeout Detection and
Recovery functionality, which detects problems in the response from graphic cards
and upon detection of a frozen GPU resets the relevant drivers. In such cases, where
timeouts of subsystems of the fuzzing target are handled by the target itself or its
execution environment, timeout handling of the target must be disabled or more
advanced sensing mechanisms are required.

Crashes A program crash refers to termination of the program due to a failure
condition. Such conditions can happen inside the processor or in processor-external
hardware modules. The latter indicate failure conditions by sending an interrupt to
the processor. Since such external interrupt signals are usually asynchronous to the
processor clock, they are referred to as asynchronous events. Processor-internal failure
conditions in turn are generated synchronous to the processor clock and we refer to
them as exception events.

Our definition of interrupts and exceptions is compliant with standard texts on
processor design [30] and the Intel x 86 and x 86-64 software developer manuals [31].
However, this distinction is not always consistently followed in the literature and even
standard references on the Linux kernel [32] occasionally refer to interrupts as both,
synchronous and asynchronous, events. Considering the broad spectrum of different
processor architectures, such vagueness of notation in the related literature seems
natural: the ARM processor manuals, for example, include software interrupts (not
to be confused with the hardware interrupts in our definition) as exceptions. Further,
it depends on the processor architecture if the failure condition is labeled an inter-
rupt or an exception. For example, a processor-external memory management unit
detecting an unauthorized memory access indicates an interrupt, whereas a memory-
management unit integrated in the processor (as implemented most often in modern
CPU designs) per our definition rises an exception. In any case, our definition of
crashes is sufficient for the presentation of this thesis as it covers both, synchronously
and asynchronously, generated events: we are interested in software bugs and mainly
abstract away the specific processor architecture.

The causes of crashes are manifold and typically fall into one of the following
classes: division error, invalid opcode, overflow, page fault, unauthorized memory
access, and unauthorized call of a routine with higher privileges. The exact types of
failure conditions depend on the specific processor. For example, the Intel x86 and
x 86-64 architecture defines exceptions and interrupts related to coprocessor segment
overrun, floating-point errors, virtualization exceptions and many more (see [31]
Chapter 6). Each time a crash occurs, the operating system takes care of its handling.
For example, the Linux routine for processors implementing the x86 and x86-64
instruction set architecture proceeds as follows. Upon receiving such interrupt or
exception, the processor stops execution of the current process, saves all process
registers, and switches to the operating system event handler indicated by the interrupt
descriptor table. The operating system handler in turn sends a signal to the target
process that evoked the interrupt. To eventually sense the crash at software side, we



Hunting bugs with nature-inspired fuzzing 349

catch the signals that are sent from the operating system to the target process and
filter the fatal ones.

Each operating system comes with its own types of signals. For Unix-like oper-
ating systems, famous fatal signals include SIGABRT (abnormal termination signal),
SIGSEGV (invalid memory access signal), SIGSYS (bad argument to system call),
SIGFPE (erroneous arithmetic operation), and SIGILL (illegal instruction). We refer
to the POSIX programmers guide [33] for a complete list of fatal signals in the UNIX
environment.

Software vulnerabilities come in a large spectrum of different characteristics,
which motivated a diversity of research efforts to categorize them. For example, we
could just take the criticality of bugs depending on their effect on the defined assets
into account. If the asset to safeguard is availability of a server, a bug B that crashes
the server should be considered critical. If a second bug B, only crashes a server
submodule that gets restarted automatically, it does not affect the overall stability
of the program and is less critical with regard to server availability. In contrast, if
the asset is data confidentiality and B, allows an attacker to read out confidential
data, it should be considered critical. The famous Heartbleed bug from 2014 that
allowed remote read of protected memory in estimated up to 55% of popular HTTPS
internet sites [34] belongs to the latter kind. Besides criticality, there is a magnitude of
other characteristics that give rise to a variety of different vulnerability taxonomies.
However, discussing this active area of research is out of scope of this chapter and
we refer to [35-38] for a first overview. Practically, the Common Vulnerabilities
and Exposures data provides a standardized corpus of specific software bugs that
facilitates identification and communication of concrete vulnerabilities. Similarly, the
Common Weakness Enumeration provides a more general accumulation of common
software vulnerabilities separate from specific products.

Intuitively, the likelihood of finding a bug rises with the percentage of code that
we execute. In fact, the idea that code coverage leads to bug coverage was proven
fruitful in the early days of fuzzing [39]. As a natural evolution, coverage levels
were not only reported as minimal adequacy criteria in development life cycles but
also used as reward feedback during the actual fuzzing process to generate inputs
that potentially explore new code regions. We systematically define such rewards in
Section 13.2.3.3.

Fuzzer taxonomy

In this section, we briefly discuss a common basic taxonomy to classify modern
fuzzing frameworks. First, we distinct fuzzers depending on the level of target infor-
mation they have access to: while white-box fuzzers [40] have full sight on the
target source code and therefore can theoretically gain detailed information about
the program, black-box fuzzers [28,41] are basically blind in the sense that they
only sense program crashes or timeouts during testing. Grey-box methods are settled
in between and often make use of instrumentation frameworks (such as Pin [42],
Valgrind [43], DynamoRIO [44], Dyninst [45], DTrace [46], and QEMU [47]) to
gain detailed information regarding program execution. Evolutionary and white-box
fuzzers such as AFL, Driller (enhancing AFL with symbolic execution), EFS, Sage,
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Choronzon, Honggfuzz, libFuzzer, Kasan, Kcov, and BFF belong to this category.
While binary instrumentation provides advanced test case generation based on run-
time feedback, it comes with relatively high overhead (see [42] for a benchmark)
and resulting moderate test case throughput. In contrast, black-box fuzzers (such as
zzuf, Peach, and Radamsa) pitch test cases into the targeted binary without gather-
ing feedback from dynamic instrumentation, which makes them significantly faster
compared to feedback-driven fuzzers.

Second, we can distinct fuzzers with respect to the information they have regard-
ing the input format. Generation fuzzers create and mutate inputs with respect to such
input structure information, which may come as a predefined or dynamically learned
grammar but also a less formal format specification. In contrast, mutation fuzzers are
unaware of the input format. Both classes have advanced representatives within mod-
ern state-of-the art fuzzers: Peach and SPIKE, for example, are generation fuzzers
that deploy a grammar, while AFL, zzuf, VUzzer [48], and Radamsa are powerful
examples of mutation fuzzers.

Third, we distinct fuzzers between host and network-based fuzzers. In contrast
to host-based fuzzers, network frameworks have to keep a state machine to handle
communication sequences over time.

It is easy to extend this basic taxonomy to much more distinction features, as
discussed in [28] and [41]. However, even the three presented basic differentiators
sometimes fail: in Section 13.4 of this chapter, we present a fuzzer that learns a
generalized grammar for input formats and therefore evolves from a pure mutation
fuzzer towards a generation fuzzer over time.

13.2.1.3 Generic architecture and processes

Now we are ready to abstract a generic architecture common for modern fuzzing
frameworks and identify basic processes within the components. This abstract view
will allow us model fuzzing in the language of mathematics and therefore acts as a
bridge between stochastic analysis and software testing.

In principle, a fuzzer generates an input using a set of predefined actions for
bit string manipulation and generation. It injects this input into the target under test
and observes the result. While black-box fuzzers are limited to sensing crashes and
timeouts, feedback-driven frameworks gather detailed runtime information of the
program executing the generated input, as discussed in Section 13.2.1.2. Subsequently,
the fuzzer evaluates the extracted information from target execution and generates a
new input based on this evaluation. This abstract loop is depicted in Figure 13.2.

13.2.2 Markov decision processes

In this section, we introduce the formal background that gives us the expressiveness
to formulate fuzzing in a mathematically rigorous shape. We abstract the concepts
as introduced in Section 13.2.1 to obtain a generic model of fuzzing. This model
directly connects fuzzing with the rich and deep theory of stochastic processes and
allows us to infer fuzzing strategies based on mathematical reasoning. At the end of
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Figure 13.2  Generic architecture for feedback-driven fuzzing
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Figure 13.3 Markov decision process

this chapter, the reader will fully understand the mathematical background of Markov
decision processes as depicted in Figure 13.3.

13.2.2.1 Policies and behavior

We begin the construction of our mathematical model of fuzzing with only two entities,
namely, a controller and a system. As depicted in Figure 13.3, we assume the controller
C to interact with the system S via state observations x, actions a, and rewards r(x, a).
In this generic model, the controller observes a state of the system and decides to take
a corresponding action, which in turn results in a state transition of the system and
an associated reward. Repeating this sequence gives rise to a feedback loop in which
the controller aggregates rewards over time. The overall goal for the controller is to
maximize the total reward. This scenario is commonly referred to as the reinforcement
learning problem. Reinforcement learning as a subfield of machine learning is an
active area of research and is best captured in the framework of Markov decision



352 Nature-inspired cyber security and resiliency

processes. The following introduction follows the notation of Szepesvari [49]. As
usual in the probability theory literature, capital letters indicate stochastic variables
while lower cases denote their realizations.

Let 2 and o/ denote the set of all possible system states and controller actions,
respectively. Let us first get an intuitive picture of a probability kernel &,. Assume
the system to be in state x € 2. Upon observing x, the controller takes action a € 7,
which causes the system to perform a state transition associated with a corresponding
reward to the controller. We assume the system to behave stochastically so that there
is uncertainty regarding the new state y € 2~ of the system as well as the associated
reward p € R. We can only provide the probability &y(y, p|x,a) that the system
transits from x to y with reward » upon action a. Formally, for each state x € 2
and action a € & let Zy( - |x,a) denote a probability measure on the measurable
space (2" x R,0(Z x R)), where 6 (2" x R)isthe o-algebra generated by 2~ x R.
In other words, for each (x,a) € 2 x o7, the probability kernel &, gives rise to
the probability space (2" x R,0(Z x R), Zy( - |x,a)). Then we define a Markov
decision process

M= (X, o, Py) (13.1)

to be a set of states, actions, and an assigned probability kernel. As we will shortly
see, ./ directly induces a stochastic process, which gives ./ its name. & directly
determines the state transition probability

P(x,a,y) == Zy({y} x R| x,a) (13.2)

for (x,a,y) € Z x & x Z, which denotes the probability that the system transits
from state x to state y upon action a associated with any reward as indicated by the
argument {y} x R. Further, &, determines the expected reward upon action a and
thus the immediate reward function

r: o - R (13.3)

r(x,a) == E R (13.4)
where the random variables Y(, ) and R, are distributed according to

(Yoa» Rcay) ~ Zo( - Ix,0). (13.5)
We assume all rewards to be bound such that

3R > 0V¥(x,a) € 2" x o : |Rya < R (13.6)
almost surely. This also bounds the expected reward

IFlle = sup |r(x,a)| <R. (13.7)

(xa)e X' x o

The repeated loop of state observation and action by the controller, state transition by
the system, and resulting reward generation gives rise to the discrete time stochastic
process (X;, 4;, Ri11),en, Where transition states and associated rewards are distributed
according to the probability kernel (X, 41, R,41) ~ Po( - |X;, 4;). The probability that
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the system transits from state x € 2~ to state € £ upon controller action a € <7 is
then given by the state transition probability

PXis1 = yIXs = x,4, = a) = P(x,a,y). (13.8)
The reward of this transition is expected to be
E[Ri 411X, 4,] = r(Xi, 4,). (13.9)

Next we formalize the process of action selection by the controller in more detail. We
assume the controller makes decisions based on the whole history of actions, state
transitions, and associated rewards. Formally, this is captured by an infinite sequence
of probability kernels (77;),cn, each mapping the process history to probability dis-
tributions over «7. The decision making by the controller is then determined by the
current system state and experience of the past:

Va e o : Trl(a) = T[,(a|x0,a0,r0, o 7xt7|9al717rt713xl)‘ (1310)

We refer to the sequence (7;),cn as a behavior and denote the set of all possible
behaviors as IT. An initial system sate X, € 2~ and a behavior fully govern the process
(X;, As, Rit1),en- A controller that behaves according to (7,),cy accumulates the total
discounted sum of rewards, also called return,

[o]
A=Y ¥R, (13.11)
t=0

where y € [0, 1] is a discount factor. A lower value of y prioritizes rewards in the
near future while discounting rewards in the far future and vice versa. We already
stated that the overall goal of the controller is to maximize its expected return. Such
maximization requires the controller to behave optimally.

We can identify two special classes of behavior, namely, stochastic stationary
policies and deterministic stationary policies. Stochastic stationary policies

7 X — DA, o)), (13.12)

map system states to probability distributions (indicated by D) over the action space.
For n(X) = 7’ € D(o7,0(2/)) we directly write

A~ (- 1X) (13.13)

instead of 4, ~ 7’( - |X;) in the following. For our purposes, this short notation does
not introduce ambiguity. Deterministic stationary policies

m. X —> o, A, = (X)) (13.14)

assign a fixed predefined action 4, to each observed state X;. Such deterministic
policies are special cases of stochastic stationary policies: Determinism corresponds
to distributions with 77 (4;].X;) = 1 such that the probability mass of 7w for other actions
than 4, is distributed only on a null set in o7 \ {4,}.
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13.2.2.2 Value functions
We define the value function for states x € 2 to be the expected total reward

V'(x):=E [Z ¥ Ris1Xo =x:| (13.15)
=0
the controller accumulates when behaving according to w € I1. This gives rise to the
optimal value function V* : 2~ — R which indicates the highest possible return for
the controller interacting with a system starting in state x. With this in mind, we define
the optimal behavior to achieve optimal return values for all initial states x € 2. In
other words, an optimal behavior yields the optimal return value

V*(x) = sup V™ (x). (13.16)

well

Similarly, we define the action-value function

0" ¥ x o >R, O(x,a) =E [Z Y Rei1|Xo = x, 4y = a:| (13.17)

=0
to be the expected return when initially reacting with action a € <7 to system state x €
Z and then following behavior w € I1. Analog to the above, let O*(x,a) : 2" x &/ —
R denote the optimal action-value function. We refer to an action that maximizes
O(x, - ) as a greedy action and to a policy that always prioritizes greedy actions as a
greedy policy. With this notation in mind, we can already state the Bellman equation

V*(x) =r(x,m(x))+y Z Px,m(x), V™ (). (13.18)

yeZ

The Bellman equation shall for now close our presentation of Markov decision
processes and we refer to Szepesvari [49] for a more comprehensive introduction to
this theory. The Bellman equations will guide us in constructing reward maximization
strategies in later sections. In essence, they allow us to break down our overall goal of
maximizing code coverage during fuzzing into smaller and local subproblems. This
motivates the algorithms of Part 13.3, where we predefine policies that lead to deter-
mined fuzzing behavior. Further, the Bellman equations give rise to the algorithms
for reinforcement learning fuzzers as discussed in Part 13.4. Such algorithms mimic
learning behavior and self-adapt their policies as given in (13.10).

13.2.3 Fuzzing as a Markov decision process

Now that we know the nature of fuzzing and the language of decision processes as
formulated in Section 13.2.2, we enter the final phase of constructing our mathe-
matical model. In the following we formulate each part of the generic architecture
for feedback fuzzers (as presented in Section 13.2.1.3 and depicted in Figure 13.2)
in the language of probability theory. This reformulation directly connects fuzzing
with the theory of stochastic processes. Translating all essential aspects of fuzzing
into abstract system states, controller actions, and process rewards opens the door for
applying powerful methods from the field of search optimization and reinforcement
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r(x, a)

Figure 13.4 Modeling fuzzing as a Markov decision process

learning. In the following sections, we map the states x, actions a, and rewards r(x, a)
of'a Markov decision process .# (see (13.1)) to their fuzzing counterparts as depicted
in Figure 13.4.

13.2.3.1 States

In this section, we introduce the states of feedback-driven fuzzing as input strings of
symbols. The input x € X* as a string of symbols within an alphabet ¥ further gives
rise to a multitude of string features we could take into account for adapting the policy.
The spectrum reaches from processed characteristics such as entropy of fractions of
the input to augmented input fractions obtained from dynamic taint analysis. While
we operate on the bit level in Sections 13.3 and 13.4 of this chapter, we do not limit
our approach to this choice and formulate our model to be compatible with generic
alphabets X.

We can consider the system that the reinforcement learning agent learns to interact
with to be a raw input string of alphabet symbols X. To realize this, we define the
states that the agent observes to be substrings of consecutive symbols within such an
input. Formally, let X denote a finite set of symbols. The set of possible target program
inputs .# written in this alphabet is then defined by the Kleene closure .# := X*. For
an input string x = (x1,...,x,) € & let

SO = AX14is o5 Xmg) [ 120, m+1 < m)} (13.19)

denote the set of all substrings of x. Clearly, U,c #S(x) = .# holds. We define the
states of our Markov decision process to be

¥ e g (13.20)
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In the following, x € .# denotes an input for the target program and x’ € S(x) C .# a
substring of this input.

State features
Based on the raw input strings, we can extract further refined state features as indicated
in the following examples.

Offset and Width Again, let .# = £* denote the input space. For the given seed
x € Z we can extract a strict substring x’ € S(x) at offset 0 € {0, ..., |x| — x|} of
width |x'| as state features. In words, the reinforcement agent observes a fragment
of the whole system via the substring x". In this setting, we can specifically define
actions to move the offset and vary the width of the observed substring.

String Entropy Let |x'| = n denote the length of a string x' = (x},...,x)) € .Z.
The entropy of x’ is then defined as

H(x)= ) plog(p;"), (13.21)

seo(x')

where o (x") denotes the set of symbols represented in x" and p, the probability of
appearance of symbol s in string x'. As possible state we could take this entropy of
substrings of an input x into account. The fuzzer then observes the changes in entropy
during the fuzzing process.

Tainted bytes We can further augment the input with taint information extracted
from target program execution. Here, each symbol in x" is tracked with regard to
subroutines that access it during execution. Symbols that are processed by the same
subroutines are then grouped together and assigned with a label. These labels can then
be taken into account as features for reinforcement learning. For example, Cui et al.
[50] can automatically detect record sequences and types in the input by identification
of chunks based on taint tracking input data in respective subroutine calls. Similarly,
the authors of [S1] apply dynamic tainting to identify failure-relevant inputs. Another
recent approach was proposed by Hdoschele ef al. [52], who mine input grammars
from valid inputs based on feedback from dynamic instrumentation of the target by
tracking input characters.

Since state-of-the-art taint tracking is computationally too expensive, we leave
this set of features for future work.

13.2.3.2 Actions

In this section, we introduce reinforcement fuzzing actions as rewriting rules for
symbols in x.

Similar to the one-step rewriting relations in a semi-Thue system, we define the
set of possible actions 7 of our Markov decision process to be random variables
mapping substrings of an input to probabilistic rewriting rules

o ={a: I > (I xI, FP)la~nx}, (13.22)

where .% = o(# x .#) denotes the o-algebra of the sample space (.¢ x .#) and
P gives the probability for a given rewrite rule.

In the upcoming sections of this chapter, we define both probabilistic and deter-
ministic actions. This is still in line with our definition in (13.22), where deterministic
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actions a(x) = (x,x’) correspond to P((x,x’)) = 1 almost surely. Examples for proba-
bilistic actions are random bit flips and shuffling bytes and sequences of bytes within x,
while deterministic actions include string manipulation based on symbolic execution
(as presented in [53]) and insertion of dictionary tokens.

The choice of actions is a crucial design decision for feedback-driven fuzzing.
We experiment with a whole set of different actions in the following presentation
and describe them in further detail in the corresponding sections. In fact, one major
difference between Parts 13.3 and 13.4 is how the fuzzer chooses between a set of
given actions: While Part 13.3 discusses predefined behavior, where actions are given
by a deterministic policy a = m(x), Part 13.4 deals with actions a ~ m(x) distributed
according to a stochastic policy. In the latter case, we will show that reinforcement
fuzzing is able to learn a high rewarding policy, i.e., picking high rewarding actions
given observed states x.

13.2.3.3 Rewards

We define rewards for both characteristics of the performed action and program
execution of the generated input independently, i.e.,

R(x,a) = E(x) + G(a). (13.23)

Asdescribed in Section 13.2.2, the stochastic variables (y(x, a), R(x, @)) are distributed
according to Py( - |x, a). G is provided by performing action @ on x to generate a new
mutation and £ measured during execution of the target program with input x.

We experiment with £ providing number of newly discovered basic blocks, exe-
cution path length, and the execution time of the target that processes the input x.
Formally, let ¢, denote the execution path the target program takes when processing
input x and B(c,) the set of unique basic blocks of this path. Here, we define a basic
block to be a sequence of instructions without branch instructions between block
entry and exit. Given a history of previously processed inputs /’ C /, we can write
the number of newly discovered blocks as

E\(x,I') == [Ble)\ | | Bco) || (13.24)

xel’

Another choice of £ is taking the execution time £, = T'(x) of the target into account.
Similarly, we could define G to be the time it takes to generate a mutation based
on the seed x. This would reinforce the fuzzer to find a balance between coverage
advancements and action-processing costs.

The idea to generate program inputs that maximize execution path coverage in
order to trigger vulnerabilities has been discussed in the field of test case prioritization
some time ago, see, e.g., [54,55] for a comparison of coverage-based techniques.
Rebert et al. [56] discuss and compare methods to gain optimal seed selection with
respect to fuzzing, and their findings support our decision to select code coverage for
evaluating the quality of test cases.

We could further introduce rewards based on the execution graph. For example,
it is conceivable to distribute negative rewards for execution paths that correspond to
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error handling code or in turn reward paths that enter a desired code area. We leave
such types of reward for future work and concentrate on coverage and time in the
following.

13.3 Fuzzing with predefined behavior

In this section, we discuss fuzzing with predefined behavior. Now that we have
a mathematical model for fuzzing, we can identify stochastic structures and pro-
cesses underlying this model. The language of Markov decision processes allows us
to directly translate the nature stochastic processes with well-known behavior into
effective algorithms for software testing.

Asintroduced in (13.10), we refer to the sequence (77, ) as a behavior and denote
the set of all possible behaviors as IT. We can generally distinct the behaviors in two
classes: policies based on stochastic processes whose behavior is well researched
and policies based on learning processes whose behavior depends on the applied
machine-learning methods. In this second part, we focus on the former class.

In Section 13.3.1, we investigate certain processes called Lévy flights that prov-
ably minimize search time in specific situations that suffice our conditions. The
application of Lévy flights yields self-adaptive fuzzing behavior by adjusting the
process parameters according to the feedback reward.

While the approach of Section 13.3.1 yields generally good results, it is purely
stochastic in nature. However, reaching deep layers of a targeted program some-
times requires exact calculations, e.g., of checksums within the input. To pass the
first parsing layers of the program, we enhance our mathematical model based on
stochastics with powerful formal methods based on symbolic execution. This upgrade
provides the best characteristics of both worlds: the properties of search optimization
from stochastic processes and partial input correctness required for deep fuzzing. We
discuss this approach in detail in [53].

Upgrading purely stochastic fuzzing with symbolic execution comes with a high
price. Such formal methods are computationally expensive and slow our algorithms
down. Therefore, instead of packing our efficient stochastic fuzzers with formal
sandbags, in Section 13.3.2, we give them hints and guide them toward high rewarding
input regions. This introduces an elegant way to combine stochastic with formal
methods while keeping the overall fuzzing process efficient.

13.3.1 Hunting bugs with Lévy flight foraging

In this section, we describe a method for random testing of binary executables inspired
by biology. We refer to [10,13] for a more detailed presentation of our ideas. In our
approach, we introduce the first fuzzer based on a mathematical model for optimal for-
aging. To minimize search time for possible vulnerabilities, we generate test cases with
Lévy flights in the input space. In order to dynamically adapt test generation behav-
ior to actual path exploration performance, we define a suitable measure for quality
evaluation of test cases. This measure takes into account previously discovered code
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r(L%)

Figure 13.5 Fuzzing with Leévy flights

regions and allows us to construct a feedback mechanism. By controlling diffusivity
of the test-case generating Lévy processes with evaluation feedback from dynamic
instrumentation, we are able to define a fully self-adaptive fuzzing algorithm.

The overall approach of this section is depicted in Figure 13.5. The mutator engine
(M), input (I), and target program (P) are connected via rewards, states, and actions as
introduced in Section 13.2.3 of this chapter. Within the space of actions 27 as defined
in (13.22), we focus on a special subset .£* C o7 based on Lévy flights. While the
global behavior is determined by Lévy flights, the actual shapes of the flights are
automatically adapted via parameters «, which in turn are adjusted according to the
reward r(.£“). Here, the reward R(x,a) as introduced in (13.23) is inferred from
effects of Lévy flight actions denoted by r(.Z%).

In the course of researching new effective search strategies, we find similar prob-
lems in biology, particularly in the field of optimal foraging. A variety of biological
systems let us observe optimal strategies for finding energy sources by simultaneously
avoiding predators. When we identify sources of food with possible vulnerabilities
in binary executables and predators with the overhead of execution runtime, we are
inspired to adapt mathematical models of optimal foraging to test case generation.
This approach enables us to take stochastic models of optimal foraging as a basis for
input mutation. In particular, we rely on Lévy flights to search for bug triggering test
cases in input space.

Before summarizing our contributions, we first give some short background on
optimal foraging and the Lévy flight hypothesis.

13.3.1.1 Optimal foraging

Observing biological systems has led to speculation that there might be simple laws of
motion for animals searching for sources of energy in the face of predators. Regardless
of whether we look at bumblebees[57], fish and hunting marine predators in the sea
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[58,59], grey seals [60], spider monkeys [61], the flight search patterns of albatrosses
[62], the wandering of reindeer [63], the reaction pathways of DNA-binding proteins
[64], or the neutralization of pathogens by white blood cells [65], we can discover
emerging movement patterns all those examples have in common. Mathematical
modeling of such common patterns is an active field of research in biology and is
more generally referred to as movement ecology. While the physics of foraging [66]
provides us several possible models our choice is not guided by accuracy with respect
to the biological process but by minimization of software bug search time. This leads
us to the special class of stochastic processes called Lévy flights.

13.3.1.2 Lévy flight hypothesis

Within the variety of models for optimal foraging Lévy flights have several character-
istic properties that show promise for software testing. In particular, the Lévy flight
hypothesis accentuates the most significant property of these kinds of stochastic pro-
cesses for our purposes. It states that Lévy flights minimize search time when foraging
sources of food that are sparsely and randomly distributed, resting, and refillable.
These assumptions match to the properties of bugs in software (with the interpreta-
tion that refillable translates to the fact that software bugs stay until fix). In addition
to the mathematical Lévy flight hypothesis, the Lévy flight foraging hypothesis in
theoretical biology states that these processes actually model real foraging behavior
in certain biological systems due to natural selection. The Lévy flight hypothesis
constitutes the major connection link between optimal foraging theory and random
software testing.

13.3.1.3 Swarm behavior
While moving patterns of foraging animals inspire us to define the behavior of a single
fuzzer, we are further guided by biology when accumulating multiple fuzzer instances
to a parallelized testing framework. Again we take a look at nature to discover a whole
branch of science that researches swarm behavior [67]. For example, the ants of a
colony collectively find the shortest path to a food source. Based on simple rules for
modeling natural swarm behavior, we construct a fuzzing swarm that mimics colony
clustering observed in biology. Our algorithm navigates the fuzzing swarm without a
central control and provides self-organization of the fuzzers as they flexibly adapt to
the binary structure under test.

In [10,13], we propose a novel method for random software testing based on the
theory of optimal foraging. In summary, we make the following contributions:

e We introduce a novel fuzzing method based on Lévy flights in the input space in
order to maximize coverage of execution paths.

e We define a suitable measure for quality evaluation of test cases in input space
with respect to previously explored code regions.

e In order to control diffusivity of the test generation processes, we define a feed-
back mechanism connecting current path exploration performance to the test
generation module.

e We enable self-adaptive fuzzing behavior by adjusting the Lévy flight parameters
according to feedback from dynamic instrumentation of the target executable.
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e We aggregate multiple instances of such Lévy flights to fuzzing swarms which
reveal flexible, robust, decentralized, and self-organized behavior.
e We implement the presented algorithm to show the feasibility of our approach.

Inspired by moving patterns of foraging animals we introduce the first self-
adaptive fuzzer based on Lévy flights. Just like search patterns in biology have evolved
to optimal foraging strategies due to natural selection, so have evolved mathematical
models to describe those patterns. Lévy flights are emerging as successful models
for describing optimal search behavior, which leads us to their application of hunting
bugs in binary executables. By defining corresponding stochastic processes within the
input space of the program under test, we achieve an effective new method for test case
generation. Further, we define an algorithm that dynamically controls diffusivity of
the defined Lévy flights depending on actual quality of generated test cases. To achieve
this, we construct a measure of quality for new test cases that takes already explored
execution paths into account. During fuzzing, the quality of actually generated test
cases is constantly forwarded to the test case generating Lévy flights. High-quality
test case generation with respect to path coverage causes the Lévy flight to enter sub-
diffusion and focus its search on nearby inputs, whereas a low-quality rating results
in super-diffusion and expanding search behavior. This feedback loop yields a fully
self-adaptive fuzzer. Inspired by the collective behavior of certain animal colonies,
we aggregate multiple individual fuzzers to a fuzzing swarm which is guided by
simple rules to reveal flexible, robust, decentralized, and self-organized behavior.
Our proposed algorithm is modular in the sense that it allows integration of other
fuzzing goals beyond code coverage, which is subject to future work.

13.3.2  Guiding a colony of Fuzzers with chemotaxis

Inthis section, we introduce an elegant way to combine stochastic with formal methods
while keeping the overall fuzzing process efficient. We refer to [11,14] for a more
detailed presentation of our ideas. Blending stochastic fuzzing with, e.g., symbolic
methods [53] for fuzzing combines the best of both worlds but also comes with a high
price: formal methods are computationally expensive and slow our algorithms down.
Larger fuzzing campaigns would therefore greatly benefit, if fast and efficient worker
fuzzers could run isolated from symbolic execution while being guided by explorers.
How can we create an information channel between isolated fuzzing instances in
order to allow such strategies? We approach this question via a state synchronization
mechanism.

In[11,14], we present a biology-inspired method for large-scale fuzzing to detect
vulnerabilities in binary executables. In our approach, we deploy small groups of
feedback-driven explorers that guide colonies of high throughput fuzzers to promis-
ing regions in input space. We achieve this by applying the biological concept of
chemotaxis: the explorer fuzzers mark test case regions that drive the target binary to
previously undiscovered execution paths with an attractant. This allows us to construct
a force of attraction that draws the trailing fuzzers to high-quality test cases. By intro-
ducing hierarchies of explorers, we construct a colony of fuzzers that is divided into
multiple subgroups. Each subgroup is guiding a trailing group and simultaneously
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drawn itself by the traces of their respective explorers. We implement a prototype and
evaluate our presented algorithm to show the feasibility of our approach.

As introduced in Section 13.2.1 of this chapter, state-of-the-art fuzzing frame-
works all share one overall goal: generating and pitching suitable program inputs into
the target in order to eventually trigger an exploitable bug. For suchlike bug hunting
there is a straight forward track: The more input we generate to test a binary target
the more code coverage we achieve during program execution and the more likely
we will find what we are looking for. This results in parallel large-scale testing by
running distributed fuzzer instances on a computer cluster. However, state-of-the-art
in distributed large-scale fuzzing basically reduces to pure parallelization. Recent
research focuses on advancing single fuzzers and optimal scheduling of fuzzers, test
case corpora, and targets during fuzzing campaigns [68]. But how can we optimize
the interaction between fuzzers? How can we transform a cluster of isolated fuzzers
into a colony that works together and collectively adapts to the binary under test?

Inspired by biology, two observations in particular guide our research: colonies
with dedicated explorers and the concept of chemotaxis.

13.3.2.1 Colonies with explorers

Several species such as honeybees, ants, rats, and bats reveal dedicated exploring
behavior of colony individuals that primarily function as scouts. Investigation of the
environment by just a small fraction of explorers seems to be an efficient way for some
colonies to gain information regarding the surrounding territory. In case the explorer
found an interesting spot (for example a source of food during foraging), it reports
its findings back to the colony. The famous dance of the honeybees [69] is just one
example for this behavior. Hence, we define dedicated subgroups of explorer fuzzers
that guide higher throughput worker fuzzers. In fact, we can divide modern fuzzing
frameworks into two categories, namely, (1) feedback fuzzers that instrument their
targets in order to gain runtime information during program execution and (2) black-
box fuzzers that are blind to what happens during execution and only see program
crashes in the case of a triggered bug. While fuzzers of the first category (including
white-box and evolutionary fuzzers) are relatively slow, they nowadays achieve similar
levels of code coverage compared to traditional fast executing black-box fuzzers. Both
categories, the relatively slow feedback driven explorers as well as the fast and efficient
black-box worker fuzzers have their right to exist in modern fuzzing campaigns and
both provide comparable results. Inspired by colony behavior in biology, is there a
way to combine the explorer sight into runtime (gained by dynamic instrumentation)
with the speed of black-box worker fuzzers? How can we achieve guidance by the
explorers and transfer information to the blind black-box fuzzers? This brings us to
the second observation found in biology.

13.3.2.2 Chemotaxis

Regardless, if we look at bacteria, mold fungus, termites, ciliates, or algae, all those
species have one thing in common: they make use of chemical substances to transmit
information between individuals of the colony in order to trigger collective behav-
ior. The movement of organisms responding to chemical stimuli is called chemotaxis.
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Positive chemotaxis causes the individuals to move towards regions of higher concen-
tration of an attractant. Ant colonies [70] coordinating their foraging behavior using
attracting trail pheromones impressively illustrate the power of chemotaxis. Can we
mimic social behavior of biological colonies using the concept of chemotaxis?

In this section, we construct an algorithm for distributed large-scale fuzzing that
equips feedback-driven explorer fuzzers with the ability to attract high throughput
fuzzers by marking regions in the input space with an attractant. First, we develop
the main idea on a single subgroup of explorers guiding a single subgroup of work-
ers: by controlling the attractant concentration among promising test case regions,
the seeing feedback-driven explorers guide the colony of blind (but fast) black-box
fuzzers in order to maximize code coverage. Second, we generalize this approach
to multiple hierarchies of fuzzers: we introduce multiple hierarchies of explorers by
further subdividing our scouts according to their overall test case throughput.

In [11,14], we make the following contributions:

e We introduce a novel method for distributed large-scale fuzzing in computer
clusters based on the biological concept of chemotaxis in order to maximize
coverage of execution paths in the target under test.

e We construct a mechanism for distributing attractants in input space and define
the resulting force field of attraction exerted on high throughput fuzzers.

e We implement and evaluate our presented algorithm to show the feasibility of our
approach.

Inspired by insect and animal colonies that reveal a rich diversity of scouts and
explorers, we introduce the first framework for large-scale random testing of binary
executables based on the concept of chemotaxis. In order to maximize coverage
of execution paths in the target under test, we draw fast and efficient (but blind
regarding runtime information) black-box workers to regions in input space discov-
ered by feedback-driven explorers. We realize this by constructing a mechanism for
distributing attractants in input space and defining the resulting force field of attrac-
tion exerted on black-box fuzzers. This approach combines the best of both worlds:
the sight into runtime information from dynamic instrumentation by the explorers and
the speed of black-box worker fuzzers. Next, we generalize this approach to multiple
hierarchies of fuzzers to capture their attraction network in a graph. Such a graph
definition is especially useful when distributing fuzzing instances on actual comput-
ing clusters, as we can adjust the graph of attraction to the hardware infrastructure.
We show the feasibility of our approach by evaluating it on a real-world target with
different parameter settings. Further, we discuss modifications and expansions of our
algorithm. Especially customized testing frameworks would allow us to distribute
attractant concentration significantly more fine-grained, which probably results in
faster code coverage and is subject to future work.

13.4 Fuzzing with learning behavior

We finally enter the third and last phase of our journey. Let us take the bird’s eye
view first. Our mathematical model of Section 13.2 enabled us to translate specific
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stochastic processes into algorithms for software testing in Section 13.3. The model
spans a rich world that invites for exploration with different techniques and search
strategies. Up to now, we only explored a small part of this world as we did not take
multiple action classes or actual state structures into account. If we do so, we need
to enhance our equipment and means of transportation. How can we explore the full
range of our model? In this section, we approach this question with some help from
the field of machine learning.

Considering the full capabilities of our model, we soon realize the complexity we
have to deal with. In the reduced setting of similar actions and rewards independent
of states, we were able to find adequate fuzzing strategies: we got inspired by biology
in choosing processes with suitable characteristics which directly determine fuzzing
behavior (as formalized in (13.10)). For example, while the algorithm introduced
in Section 13.3.1 self-adapts its diffusivity and corresponding actions according to
the received reward, it always performs a Lévy flight in nature. From the bird’s eye
view, we constructed a subset of actions with known similar characteristics within
o/ (as defined in (13.22)) based on stochastic processes and defined a reward-based
decision mechanism for the actions to take (in terms of (13.23)).

Let us enlarge our problem space by (1) offering the system multiple different
classes of actions and (2) taking the system state into account. In this setting, two
questions arise:

e Do optimal behaviors (7;),en € IT exist?
e Is the definition of such a behavior accessible for a human?

For discrete and finite state and action spaces, Watkins [71] theoretically provides
a positive answer to the first question. However, our state space (as defined in (13.20))
is huge, and our action-value function Q(x, a) cannot be represented in a look-up
table. Therefore, we are in a similar situation as in chess or the game of Go: while an
optimal strategy might exist, we are currently bound to playing the game in the search
for it. In the same spirit, while we currently cannot give a satisfactory answer to the
first question, we can play the game against the program. In fact, we can apply the
same techniques that achieved super-human behavior in Backgammon [5,6], Atari
games [7], and the game of Go [8]. We can do so because the mathematical model
of Section 13.2 provides a direct interface to reinforcement learning. And similar
to gaming, we expect that the definition of winning behaviors for fuzzing are not
accessible for the human, especially if we take into account states from binary input.
In the following, we will see that deep O learning turns out to be a fruitful new
direction in software testing.

In [12], we formulate random test generation for fuzzing as a reinforcement
learning problem (as depicted in Figure 13.6). Modeling basic characteristics of ran-
dom test generation as a Markov decision process as described in detail in Section
13.2 enables us to apply state-of-the-art deep O-learning algorithms that optimize
predefined rewards measured during runtime of the program under test. By observ-
ing the reward effects caused by mutating with a set of actions performed on the seed
file, the fuzzing agent learns a policy that converges to the optimal behavior within
the defined setting. To indicate the feasibility of our approach, we implement and
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r(x, a9)

Figure 13.6 Reinforcement fuzzing

evaluate a prototype of such a reinforcement learning agent. We experiment with two
different types of rewards to show that our fuzzing algorithm learns to select highly
rewarded string mutation actions better than a baseline of purely random strategies.

Our mathematical model presented in Section 13.2 theoretically captures rewards
that directly take the system state as defined in (13.23) into account. Further, instead
of a single class of similar actions, our model permits a generic actions space </
(as defined in (13.22)) that covers all possible string mutations. As discussed at the
beginning of this part, in the following we will explore the full range of our model:
We enlarge our problem space by offering the system multiple different classes of
actions and taking the system state into account.

We propose an effective fuzzing method within the given problem space by for-
mulating random test generation for fuzzing as a reinforcement learning problem.
The reinforcement learning setting defines an agent that interacts with a system.
Each performed action causes a state transition of the system. Upon each performed
action, the agent observes the next state and receives a reward. The goal of the agent
is to maximize the total reward over time. We introduced this setting in Section 13.2
of this chapter. In particular, we experiment with Q-learning, that just recently has
successfully applied similarly complex scenarios [5—8].

In [12], we make the following contributions:

e We formulate fuzzing as a reinforcement learning problem.

e We introduce a fuzzing algorithm based on deep Q-learning that learns to choose
highly rewarded actions given an observed input string.

e We implement and evaluate a prototype of our defined approach.

Inspired by the similar nature of feedback-driven random testing and reinforce-
ment learning, we introduce the first fuzzer that learns to perform highly rewarded
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mutations with respect to a predefined search heuristics. By automatically reward-
ing runtime characteristics of the target program, we obtain inputs that likely drive
program execution toward a predefined goal, e.g., maximization of code coverage or
processing time. To achieve this, we formulate fuzzing as a reinforcement learning
problem based on the language of Markov decision processes as introduced in Section
13.2 of this chapter. This allows us to construct an algorithm based on deep O-learning
that learns to choose highly rewarded actions given an input seed. Adapting the O
function iteratively yields a policy that encodes the behavior of the Markov decision
process. We indicate the feasibility of our approach by implementing a prototype
targeted against PDF parsers.

13.5 Outlook

We embed our thoughts into a broader view on the subject and open the gates to two
general directions for future research.

13.5.1 Hierarchies of learning agents

Let us place two illustrative examples first. In order to drive our fuzzers toward a
predefined goal, we gave them rewards as discussed in Section 13.2.3.3 to award good
mutation actions and sanction ineffective ones. With the help of machine-learning
techniques, we were able to take performed actions as well as raw system states into
account for learning rewarding policies and therefore establishing effective behavior.
We applied deep neural networks to be able to deal with the complex state structures.
However, the measurements for the concrete values were quite simple. We measured
coverage of code, execution time, or the time it takes to perform the mutation. We did
this because these values are correlated with finding bugs fast (as discussed in detail
in Section 13.2). How can we bridge those indirect measures and reward the presence
or neighborhood of bugs directly? If we could find a way to detect characteristic
conditions of certain bug classes during program execution, we could feedback this
information as a reward. If we could further find some kind of similarity measure,
we could define a distance to such bug conditions and directly reward the fuzzer to
generate inputs that drive the program towards the bug. Machine-learning techniques
helped us to deal with complex actions and system states in Section 13.4. Intuitively,
machine learning might also help us in detecting complex bug characteristics in the
program flow.

Further, we could proceed to research the interaction between multiple fuzzers. In
Section 13.3.2, we discussed an approach to organize large-scale fuzzing in computer
clusters. In the spirit of Section 13.4, we could introduce learning techniques to this
interaction. A swarm of fuzzers that is controlled by an overall learning agent might
reveal efficient strategies for larger fuzzing campaigns.

Both examples, the sensing mechanism for characteristic bug classes and the
controlling agent for a swarm of fuzzers, have one thing in common: they introduce
machine learning into the overall testing process, the former via subagents within the
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feedback-loop, the latter via super-agents above multiple fuzzing instances. Consid-
ering such hierarchies of learning agents might be a fruitful new direction in software
testing.

13.5.2 Alternative models

The work at hand was motivated by two research challenges, namely, to connect prob-
ability theory to software testing and to translate stochastic processes into fuzzing
algorithms. We approached this adventure with constructing a mathematical model
for fuzzing. All results of the work at hand are findings from explorations within
this model. It is important to realize that this model is just one possibility within a
manifold of alternatives. Other models will most likely reveal very different tech-
niques. To illustrate this thought very impressively, let us have a look at the way
we defined actions. In Section 13.2.3.2, we modeled actions as random variables
mapping substrings of an input to probabilistic rewriting rules. Let us consider the
following variant: what if actions could not only transform the input of the program
under test but also the program itself? Imagine an action that transforms a program
into representations that are more accessible to fuzzing. As an example, such an action
could replace compare instructions with large operands by multiple comparisons with
small operands, increasing the probability to pass them during input generation. Such
actions that translate the target into equivalent representations open the door to com-
pletely undiscovered fields of research. Similarly, alternative mathematical models
will reveal interesting new characteristics and novel approaches for testing.

13.6 Conclusion

This conclusion ends our journey through the world of nature-inspired fuzzing. Moti-
vated by the urgent need for automated software testing and the lack of probability
theory in state-of-the-art random testing tools, we set the target to connect the deep
knowledge of stochastic processes with software testing. We achieved this by model-
ing feedback-driven fuzzing in the language of Markov decision processes in Section
13.2. This formulation allowed us to translate processes with suitable characteristics
into concrete fuzzing algorithms in Section 13.3. In order to explore the full capabil-
ities of our mathematical model, we made use of very recent results from the field
of reinforcement learning. Similar to chess and the game of Go, we conjecture that
machine-learning techniques will continue to surpass purely human fuzzing strategies
in the future.

All presented ideas are closely related to processes in nature. We were inspired by
animal foraging, swarm theory, the concept of chemotaxis, colonies with dedicated
explorers, and the psychology of animal learning. We strongly believe that future
nature-inspired approaches will reveal exciting discoveries in vulnerability research.
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Chapter 14
Bio-inspired cyber-security for the smart grid

Naeem Firdous Syed', Ahmed Ibrahim®, Zubair Baig’,
and Craig Valli!

Critical infrastructures (Cls) are vital to a nation’s economy, security and public safety
of nations. Any threats to these infrastructures can result in cascading consequences
ranging from severe financial loss to loss of human lives. The electric power industry
is going through major transformations in order to become more energy efficient,
environment friendly and sustainable. The modernised and transformed electricity
grid is known as the ‘smart grid (SG)’[1]. The United States Department of Homeland
Security considers the energy sector as one among 16 Cls [2].

SGs are changing the way traditional power grids operate from being islands of
automation to interconnected systems with a two-way flow of energy and information.
They are designed to enhance the efficiency and reliability of power grids using a
large number of interconnected electronic devices. Even though the SG has many
advantages over the traditional power grid, heterogeneity of devices and standards
introduces cyber security issues in the SG which can have adverse impact on grid
operations [3].

Successful cyberattacks against industrial control systems include Slammer
worm [4], which attacked the critical monitoring systems of the nuclear power plant
in USA, and Stuxnet [5], which caused the failure of centrifuges of a nuclear plant
in Iran [6]. In addition, the attack on Ukraine power grid in December 2015 resulted
in a major power disruption affecting 225,000 customers across several Ukrainian
cities [7]. Such attacks show the adverse impact of cyberattacks on power grids.

As more and more complex cyberattacks that target the power grids are discov-
ered, the need to build secure SGs becomes critical. The challenges faced in securing
SGs are similar to the challenges faced in traditional information and communication
technology (ICT) systems. However, the cyber-physical nature of SGs and complex
architecture makes traditional security measures ineffective [8]. Conventional cyber
defence systems typically follow a centralised approach, putting the central nodes
under heavy loads, which can cause certain attacks to remain undetected [9]. In addi-
tion, conventional security systems do not scale well in a complex environment with
millions of devices generating a large amount of data [9].
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The answer to the problems faced by conventional security systems lie in natural
phenomenon. With over a billion years of survival, biological systems have devel-
oped mechanisms that allow them to protect and defend themselves from threats in
a constantly changing environment. Biological factors have been influencing cyber
security since the term ‘computer virus’ was first coined to describe malicious soft-
ware [10]. Cyber security concepts such as artificial immune system (AIS) inspired
from biological immune system (BIS), fault-tolerant systems inspired from animal
diversity and autonomic computing inspired from homeostasis are classic examples
of bio-inspired techniques for computing systems [10]. As the biological processes
become comprehensible with the advancement of scientific research, it is inevitable
that biological inspirations will play a critical role in computer security in the future.
Efforts have been made to develop novel bio-inspired cyber defence techniques suit-
able for large and complex environments such as SGs [8,11-13]. In this chapter,
the security issues in the SG are elaborated, and the various nature inspired defence
techniques applied for cyber security of the SG are discussed.

14.1 Smart grid security

SGs bear enormous benefits for both electricity providers and consumers alike, as they
reduce the energy demands, global warming and consequently utility costs. However,
several security and privacy issues arise with this new way of interaction between
consumers and power grid [3]. A brief description of a typical SG communication
network is presented in this section to better structure the discussion on the cyber
security issues faced.

14.1.1 Smart grid architecture

Based on the National Institute of Standards and Technology (NIST) conceptual
model [14], the SG can be divided into seven domains: bulk generation, transmis-
sion, distribution, customers, markets, service providers and operations. Figure 14.1
illustrates the NIST SG conceptual framework. Electricity flow occurs from bulk gen-
eration to customers, and information flow occurs between all domain pairs. Each of
these seven domains comprises actors and applications which represent the devices,
systems or programs and their corresponding tasks. In this SG framework, communi-
cation and data management play a pivotal role, which introduce a layer of intelligence
over the current and future SG infrastructures [1].

A distributed and hierarchical communication network is mandatory for connect-
ing the various domains of an SG [15]. Various devices and applications such as smart
meters, thermostats, phasor measurement units, substation controllers, supervisory
control and data acquisition (SCADA) form the network endpoints within the SG
communication network. Inter-domain and intra-domain data communication will
be essential to provide end-to-end services to various endpoints [14]. The SG net-
work consists of a backbone network supporting the inter-domain communications
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Figure 14.1 NIST conceptual smart grid framework. © 2018. Based on, with
permission, from Reference [14]

and several subnetworks or local area networks to support intra-domain communica-
tions [15]. The subnetworks can consist of various types such as home area networks
(HANSs), personal area network, wireless access network, local area networks and
wide area networks (WANs).

SG is a large network of many subnetworks with information and control data
flowing between various networks and stakeholders. Hence, it is critical to secure
the communication between various endpoints for its reliable and smooth operations.
In such large interconnected systems, it is essential that compromise in network or
domain does not compromise the security in other networks. Hence, the security mea-
sures should simultaneously prevent intrusions as well as allow access to information
for relevant stakeholders [14].

14.1.2 Smart grid cyber security requirements

The SG communication network plays a pivotal role in the successful transformation
of traditional power grids from one-way electricity flow to two-way information and
electricity flow. The SG communication network ensures secure and reliable exchange
of information between its various critical components. The main challenge for cyber
security here is to maintain reliability and resilience of the infrastructure even under
a cyberattack [16]. Unlike traditional information and technology (IT) systems, the
control systems of an SG cannot be disconnected easily during a cyberattack as this
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Threats

Confidentiality

Figure 14.2  Smart grid security objectives and defence measures

could adversely impact the safety and stability of the system and lead to blackouts
[16]. The primary goal of cyber security in traditional IT systems is to protect the
confidentiality, integrity and availability of the system. However, in an SG, availability
has the highest priority as many critical services depend on it [17]. In addition,
various domains have different security objectives. For example, data integrity and
timely delivery of data are critical in power generation and transmission as altered
or delayed data could impact the reliability of the system. In the customer domain,
confidentiality of customer data is deemed most important [16]. Figure 14.2 shows the
three security objectives of SG and the necessary defence techniques against threats.
The main cyber security objectives of SG are

Availability: SG should be tolerant to faults and cyberattacks in order to continue
its operations without disruptions. This requires attack detection and resilient
operations by means of constant monitoring and evaluation of Cyber-Physical
System (CPS) to detect and prevent security breaches. The SG should also be
capable of self-healing in the event of attacks and continue operations to prevent
blackouts [15].

Integrity: Relates to preventing messages from being modified and ensuring its
timely delivery. Measures such as access control, secure as well as timely delivery
of messages and authenticating command sources [ 18] can be applied to preserve
the integrity of SG. Message modification can result in incorrect decisions and
can have cascading impact on power management [15].

Confidentiality: Includes measures that restrict access to and disclosure of infor-
mation in SG. Sensitive information such as personal details of customers, energy
usage data and proprietary grid information are to be protected from unauthorised
access and disclosure in public domains [15].
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14.1.3 Smart grid cyber security threats

The introduction of ICT into traditional electricity grid attracts adversaries to target
critical operations in order to cause damage and disruption. Cyber security threats
from adversaries can come from various devices, applications and networks of the SG
[17]. Several security and privacy issues arise in a complex SG system [3]. McDaniel
and McLaughlin [3] envisioned the SG’s cyber security future to comprise smart
meter bots, i.e. distributed denial of service (DoS) attack facilitators, usage loggers,
meter rootkits, viruses, and malware. McDaniel and McLaughlin also predicted that
utility companies will exploit the energy use information stored in smart meters to
mine behavioural data which will affect consumer privacy.

Some of the security issues arise through the introduction of two-way infor-
mation and energy flow. In the communications model, consumers are required to
share information about their energy consumption with their utility providers, over
a communication channel. The interconnection of multiple smart meters and com-
puterised infrastructure of the grid makes them vulnerable to several network-based
attacks [3]. In addition, the introduction of smart meters attracts cybercriminals and
other malicious users to alter the smart meters and to attack the core ICT infrastructure.

With a complex architecture, the cyber security issues pertaining to SGs are also
numerous. On a high level, the various security threats to SG can be categorised based
on the security objectives of the SG which are stated as follows [15]:

e Availability attacks: These attacks target the availability of SGs by causing DoS
to legitimate services and its users. These attacks can either cause message delay
or block messages from being delivered to end services or users. In time-sensitive
SG applications, message delay can have adverse impact on operations.

e Integrity attacks: Attacks targeting the integrity of messages try to alter the mes-
sages or corrupt the message parameters to cause misconfiguration or undesirable
effects in the SG operations.

e Confidentiality attacks: These attacks attempt to gain unauthorised access to the
data stored in the SG. Such attacks lead to data leakage or breach of customer
privacy.

Additionally, the security issues in SG can be classified based on the various ICT
components and functions as summarised by Liu et al. [17]:

e Device issues: Security issues related to smart meters, customer appliances,
electric vehicles, and sensors.

e Network issues: Security issues related to the Internet, wireless network, sensor
networks, and wired network.

e Dispatching and management: Security issues related to SCADA, energy man-
agement systems, distribution management system, asset management, cipher
key management and real time operations.

e Anomaly detection: Security issues with temporal information and data and
services.

e Others: Issues with demand and response system, protocols and standards.
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The perpetrators first need to exploit the entry points to launch attacks. The com-
mon entry points include smart meters, infected USB media, network-based intrusion
(like vulnerabilities in ICT infrastructure or dialup access to remote terminal units)
compromised supply chain and malicious insiders [19]. Once the intruder enters the
network, he/she can launch attacks through spreading malware. These attackers may
be capable of accessing databases, eavesdropping, compromising communication
equipment and fabricating meter data.

In order to protect the SG from threats mentioned above, robust and effective
solutions must be in place. These solutions must be scalable and be resilient to cyber-
attacks. In order to identify the measures required to protect SGs from cyberattacks,
the various cyber defence techniques used in ICT systems are reviewed in the following
section.

14.2 Defence techniques

Vulnerabilities in computing systems are a plenty, owing to system or program-
ming errors [20]. A large number of cyber security professionals and researchers
are involved in developing a variety of cyber defence techniques. The main aim of
these cyber defence techniques is to protect a system from attacks against the three
pillars of cyber security, namely confidentiality, integrity and availability. Based on
these objectives, multiple control mechanisms can be implemented to protect com-
puting systems from cyberattacks. The cyber defence techniques used for SG security
need to be both scalable and resilient. The measures against attacks can be summarised
into three main categories as follows [21]:

1. Detect: Detect on-going attacks or attacks that already took place so that
appropriate actions can be taken,

2. Prevent: Prevent and deter attacks from reaching and harming the targets by
hardening the system. Attacks can also be deflected by using decoy systems or
making other targets attractive [21].

3. Mitigate: Mitigate or recover from the side effects of attacks and enable routine
operations.

These measures are explained in detail in the following sections.

14.2.1 Attack detection

Detecting attacks and analysing their impact on computing systems is an important
phase for all cyber defence techniques. In SG systems, attack detection techniques
are designed and deployed to prevent and to detect cyberattacks against Cls. Various
detection techniques exist. One of the most important classes of cyber defence tools
is intrusion prevention system (IPS) and intrusion detection system (IDS). IPS uses
attack-detection techniques to proactively defend against attacks and take rapid pre-
ventive actions to thwart intrusion attempts. On the other hand an IDS uses detection
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techniques to detect and report any intrusions that have already occurred, which can
help assess the damage, track the intruders and prevent future attacks [20].

Traditional detection techniques are either signature or anomaly based. Signature-
based detection techniques use known attack patterns discovered from prior attacks
to predict or detect future attacks. Signature-based detection methods are effective
in detecting known attacks; however, these methods fail to detect new or unknown
attacks. They also require a constant effort to update the existing signature databases
to effectively detect attacks. In contrast, anomaly-based detection techniques use
statistical tools to differentiate between normal and abnormal patterns. Even though
anomaly-based detection techniques do not require prior knowledge of cyberattacks
to detect them, they suffer from high false positives causing operational difficulties.
In addition, a complex, distributed and massive system like an SG with multiple
components can cause centralised IPS and IDS systems to suffer from high false
positives [22]. Hence, a more distributed and scalable IDS or IPS techniques suitable
to CPS systems need to be applied in protecting an SG.

14.2.2 Attack prevention

Cyberattack prevention is an important defence technique that prevents attacks from
compromising the target system by actively defending. Attack prevention measures
use various techniques to prevent the attacks from reaching and harming the target
system. Most measures employed are preventive in nature, as they are intended to
prevent unauthorised access and control of target-computing resources. Notable attack
prevention methods used in cyber infrastructures are access control and IPSs [23].
Access control is a cyber security measure used to regulate who or what can view
or modify a resource in a cyber infrastructure. Access control measures first need
to identify who or what is requesting the access and then verify their permissions to
access the resource. It plays a crucial role in SGs as they apply to a large number
of devices (both conventional ICT devices and cyber-physical devices) (CPS) spread
across various subnetworks and stakeholders. Strict access control rules must be in
place to prevent access to critical systems with in the SG. Some of the attack prevention
measures useful for an SG are listed in Table 14.1.

14.2.3 Attack mitigation

Mitigating the adverse effects of cyberattacks is critical for effective reinstating of
affected computing systems. Vulnerabilities in cyber security tools and techniques is
inevitable due to design flaws, programming errors or implementation errors [20].
Hence, it is important to have cyberattack mitigation measures in place to prevent the
adverse effects of successful attacks. Especially in an SG with time critical CPS sys-
tems, mitigation measures must ensure grid stability during cyberattacks. Mitigation
measures must use tools that detect attacks (such as IDS systems) and monitor grid
operations (such as measuring the voltage, temperature, power, frequency, phase, etc.)
to automatically launch countermeasures in optimal way to stabilise the grid [24]. The
priority of any mitigation measure must be to act rapidly before the adverse effect
of the attack causes failure of the system [18]. In other words, the detection and



380 Nature-inspired cyber security and resiliency

Table 14.1 Attack prevention methods applicable for smart grids

Prevention measure Description

Access control list Used to authenticate and authorise users or devices to access
a certain resource in the smart grid. Unauthorised users are
prevented from accessing the resources

Firewall Prevents and controls internal users from accessing untrusted
outside network. It also prevents unauthorised connection
attempts to the internal network

Encryption Prevents adversaries from intercepting or modifying the contents
of the messages passed between endpoints in the smart grid

Command source Prevents endpoints in cyber-physical systems to accept

authentication [18] commands from unauthorised users

Intrusion prevention Detects and stops attacks targeting smart grid resources

system (IPS)

response to an attack must happen before the time to criticality is reached to ensure
safe operations [18].

The cyber security challenges faced by SGs will be similar to the challenges in
conventional IT systems; however, there will be many differences due to the cyber-
physical nature of SGs and complex interconnections of various subnetworks. Systems
depending on central nodes for detecting and identifying threats will face challenges
in processing large volumes of data produced by the system. Scalability is another
factor that will impair the conventional systems in effective cyberattack detection [9].
Furthermore, according to Symantec corporation, only 45% of malware infections
are detected by antivirus software due to the complex and evolving cyberattacks [25].

So the question arises: where to take inspirations from to enhance security solu-
tions? Nature holds the key to this problem faced by cyber security professionals.
Living systems have developed unique ways to protect and defend themselves from
predators and natural phenomena. Many examples of intelligent and autonomous
techniques employed by living organisms to protect themselves is proving to be a
great source of inspiration to build solutions in a constantly changing cyber secu-
rity landscape. The following sections explain in detail the role of bio-inspired cyber
security solutions when applied to SG security.

14.3 Bio-inspired cyber security architectures

Over many millions of years, living systems have been coping with the ever changing
surroundings in a constant struggle to survive and reproduce. Nature has inspired
researchers and engineers from various fields in developing novel solutions. Some
of the well-known examples of bio-inspired solutions include Velcro, a fabric hook
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inspired from burdock plant burrs, retro-reflective road markings inspired from a
cat’s eye reflections in dark when light falls on them, fast swim suit design inspired
from sharks, energy-efficient buildings inspired from termite mounds, etc. Even
computing systems have adopted many of the bio-inspired techniques to build intelli-
gent solutions. Genetic algorithms (GAs) [26], neural networks [27], ant algorithms
(algorithms inspired by foraging behavior of ants) [28], swarm intelligence [28] and
AIS [29] are few examples of bio-inspired solutions in computing systems [30].

14.3.1 Mapping between biological systems and cyber security
systems

Before explaining the bio-inspired methods for cyber security, there is a need to
understand how biology maps to the cyber security world. These mappings will help
in evaluating the various biological concepts applied to cyber security. Ecology is the
study of interactions among the various actors (organisms) and their environments.
It also relates to the functioning and structure of community of living and nonliving
components comprising an ecosystem. The main driving force within an ecosystem is
the flow of energy from plants (producers) to higher order living things (predators) in
the food chain. Similarly a cyber ecosystem can be viewed as a community of various
applications, programs and processes, which are either offensive or defensive, and
their interactions [31].

Similar to energy flow in biological ecosystems, various information types is the
key driving force in cyber ecosystem, and it can be transformed, stored or circulated
to higher order consumers including attackers [31]. The mappings between biological
and the cyber world start with observations of organisms and their behaviour in a
natural setting. These observations help in defining various phenomena, which can
be mapped to a computing system to mimic nature. The mapping of ecological theories
to the cyber world forms the basis of cyber ecology (CE) [31].

CE can thus be defined as the set of interactions between the cyber components
and their environment subtypes [31]. Figure 14.3 shows the various subtypes of CE.

Cyber ecology

!

Cyber security ecology

Attacker—defender

ecology Attackers ecology — Defenders ecology

Figure 14.3  Cyber ecology and its subtypes. © 2018. Based on, with permission,
from Reference [31]



382 Nature-inspired cyber security and resiliency

The cyber security ecology looks into the interactions between various cyber com-
ponents and the impact of its environment on security. This is a subtype of CE. The
attacker—defender ecology describes the interactions between cyber components that
take roles of attacker and defenders (e.g. biological behaviours such as predation or
parasitism which aim to obtain resources from other organism). Attacker ecology is
the study of interactions among the various adversaries that attack other cyber com-
ponents (e.g. symbiotic relationship among predators and parasites in targeting other
organisms). Defender ecology studies the interactions between the various cyber com-
ponents that defend and protect other cyber components (e.g. BIS which defends the
animals from diseases).

Living systems use both offensive and defensive techniques to protect them-
selves from adversaries. Offensive techniques are similar to attacks launched by
cybercriminals. Some of the examples of such behaviour in the animal world are [30]

e Angler fish using its fleshy growth protruding from its head as bait to attract
victims. This is similar to phishing websites or emails of a cyberattack.

e Ophiocordyceps unilateralis fungus infects a species of ants and alters the ants
behavioural patterns to help the fungus growth. This is similar to botnet operations,
where victim hosts are exploited for various malicious operations.

e Kudzu group of plants grow over trees and shrubs and can eventually kill them by
preventing sunlight. This is analogous to a DoS attack which prevents legitimate
users from accessing services.

In contrast, defensive techniques try to protect the living system from attackers.
Some of the examples of defensive behaviour in the animal world are as follows [30]:

e Hedgehog’s spines and turtle shells or plants with thorns to prevent external
threats. This is similar to firewalls or access control measures deployed in the
cyber world.

e The ability of living systems to differentiate between self and non-self cells by
immune systems, thereby protecting from diseases. This is similar to IPSs which
can detect anomalies and prevent cyberattacks.

The mappings between the biological and the cyber world helps identify and
implement some of the important features exhibited by nature. One of the key fea-
tures of living organisms in a constantly changing environment is adaptability, which
has helped living systems to survive and reproduce [32]. The five factors key to
adaptability [32,33] are decentralisation, redundancy, cooperation, responsiveness
and heterogeneity. These adaptability factors found in nature are applied in cyber
security solutions to make them robust and effective. A comparison of the applica-
tions of these factors [33] in nature and their respective mapping to cyber security are
described in Table 14.2.

14.3.2 Bio-inspired solutions for smart grid security

In a large and complex system such as the SG, a robust, scalable and effective
cyber security solution is required to protect from adversarial threats. Bio-inspired
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Table 14.2  Mapping of adaptability factors with cyber security. © 2018. Based on,
with permission, from Reference [33]

Feature Application in nature Application in cyber security

Responsiveness ~ An instantaneous, accurate and IPS systems have a reactive behaviour
reactive behaviour of body to prevent intrusions
sensors when provoked

Heterogeneity Genetic diversity in same species ~ Using multiple combinations of
allows cumulative chance of security measures to protect from
survival when faced by challenges  intrusions

Decentralisation Social animals (e.g. ants or bees)  The use of probes or multiple IDS/IPS
using complex communication sensors to better detect threats
methods to protect the group
when intruders attack

Redundancy Community animals duplicating Using redundant computing systems
roles to increase the chance of to increase the resilience of the system
success and prevent single point of failure

Cooperation Symbiotic relationships in Sharing threat information between

animals to counter common
threats

multiple security solutions to protect
a common threat

techniques are effectively applied in developing SG security solutions. Bio-inspired
solutions that have been proposed for SG cyber security are based on digital ants
framework (DAF) [8], multi-flock technique [13] and immune system [11,12,34].
Here, these solutions are described. Some of the solutions mentioned in this section
are directly applicable to SGs security. In addition, CPS-based security solutions that
are also applicable in SGs have been included.

14.3.2.1 Digital ants framework

As the name suggests, this framework is inspired from the foraging behaviour seen
in ant colonies. Ant colonies that span a few million ants have to handle a variety of
tasks and risks. The assignment of tasks to individual ants is through coordination
rather than central planning. Older ants forage to find food. Ant species use chemical
marking (known as pheromone) to create foraging trails to help other ants find food
through a shortest route to the nest. Other ants are also attracted by the left behind
pheromone to follow the trail. This makes it easy for ants to quickly gather around
food or in case of a threat. The foraging and communication behaviour of ants inspired
McKinnon et al. [8] to propose a DAF to protect SGs from cyber threats.

The DAF uses a hierarchical structure with mobile sensors in the bottom layer
and human supervisors in the top layer. The middle layers consist of sentinel and
sergeants [8]. Figure 14.4 shows the DAF hierarchy. The mobile sensors move from
device to device looking for anomalies in the device. Based on the measurements
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Figure 14.4  Digital ants framework hierarchy. © 2018. Based on, with permission,
from Reference [8]

from neighbouring devices, the sentinels decide if the findings of sensors are normal
or anomalous. The sentinel then rewards the sensors following which, these sensors
move to other devices by leaving behind messages that act as pheromones. This attracts
other sensors to move towards the device to find other anomalies. The sergeants take
responsibility of larger networks of devices, and the sentinels report their findings to
a single sergeant. Sergeants can correlate the events at different locations to detect a
distributed threat that spans multiple sentinel areas [8]. The sergeants report their find-
ings to human supervisors who manage bigger enclaves consisting of many sergeants.
Most of the problems are resolved by the lower levels, and human supervisors are
only involved when certain problems require their involvement. The decentralised
and scalable DAF framework makes it suitable for securing the complex SG.

14.3.2.2 Multi-flock technique

A measurement based multi-flock approach was proposed by Wei et al.[13] to identify
real-time generator coherency in the presence of faults or cyberattacks. Inter-area
oscillations occur between generators that form coherent groups and are detrimental
to the power grid’s stability. Especially, in a complex and large scale SG where
in these devices will operate under increased pressure and are more susceptible to
these oscillations. The inter-area oscillations adversely impact the power systems and
affect their achieving of maximum power transfer and optimal power flow. Generators
naturally form clusters, and any disturbance causes generator angles within the same
cluster to oscillate faster than the generators in distinct groups. Wide-area monitoring,
protection and control systems are designed to detect and mitigate the issues of inter-
area oscillations. In order to maintain stability of the power grids, these monitoring
and control systems need to operate even in the presence of noise or cyber threats.
The proposed bio-inspired solution [13] is designed to rapidly detect the inter-area
oscillations even in the presence of noise or cyberattacks.

The operations that prevent this phenomenon require groups of coherent gener-
ators to be identified first. In this work [13], the flocking feature of birds is used to
detect coherent generator clustering. In flocking behaviour exhibited by certain groups
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of birds, the birds cooperate to achieve a collective goal of reaching a particular des-
tination. A single flock of birds might have cooperation rules such as flock centring,
velocity matching, collision avoidance and obstacle avoidance [13]. In addition, the
birds also try to remain close to the flock that belongs to the same species. This bio-
inspired algorithm is robust to measurement errors or data corruption and reduces
the requirement of advanced computation with reduced observation window, when
compared to other techniques. The robustness and low computation requirements of
the multi-flock approach are suitable in rapidly detecting anomalous behaviour in SG
systems.

14.3.2.3 Multi-agent immunologically inspired model

Immunity inspired SG protection (IISGP) model provides an end-to-end protection
model for a complex SG system [12]. The SG system can be viewed as a complex
adaptive system (CAS) which needs to adapt to changes in its own environment or
changes occurring in other interconnected systems. The analogy between a CAS for
SG and an immune system can be made based on latter’s complex system, adaptive
environment, resilient and robust operations in the presence of external agents. The
IISGP model uses the decentralised and self-protective properties of BIS by including
techniques such as [12]

e Immune network theory: The entire power grid is considered as a human body
protected by an immune system. Network nodes act as tissues and nodes are
connected to nearby nodes to form an immune network.

e Danger theory: Monitors the immune network for any anomalies and deals with
the threat in a decentralised manner.

e Negative selection theory: Explains the method used in discriminating between
self and non-self cells.

e Clonal selection theory: Explains the functioning of lymphocytes in response to
the invading antigens.

Based on IISGP, each node will have an immune-inspired algorithm running to detect
and prevent malicious attacks. Specifically, the clonal selection and negative selection
algorithms will identify and respond to local attacks. Once a malicious event occurs,
multiple elements get involved to analyse the attack and handle it at the node level.
Occurrence of the event and its response is then propagated throughout the network
to deal with similar attacks in other locations of the SG. IISGP is a high-level model
which needs to be further tested in order to assess the effectiveness and robustness of
the solution. However, the adaptive and decentralised approach in IISGP is suitable
for large and complex SG.

14.3.2.4 Smart grid immune system

SG immune system (SGIS) is a bio-inspired solution for SG and is based on the
human immune system [11]. SGIS builds an immune wall around the SG architecture
to enhance the security of the grid. Two levels of immune walls are proposed: network-
based immune wall (NIW) and host-based immune wall (HIW). The immune walls
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take inspiration from the adaptive immune system and has the following functionality
built into it:

Packet filtering,

Classification,

Anomaly detection,

Synchronised intrusion and malware database cloning and
Self-healing and incident response.

The SGIS operates by filtering traffic flowing in and out of the endpoints and uses
IPS or IDS to classify intrusions. Memory is used to store information on attacks and
normal data to classify future connections. All incoming connections go through the
NIW which applies packet filtering in the first stage. Filtered connections are classi-
fied into normal or anomalous by random forest classifier built into NIW. Anomalous
connections are blocked and normal connections are reclassified by a K-nearest neigh-
bour classifier to block any anomalous connections undetected in previous phase. The
HIW functions similarly to NIW but at host level and includes a MAC filtering sys-
tem and antivirus engine to detect local attacks. This two-layered security approach
is beneficial to vulnerable endpoints in the SG.

14.3.3  Future bio-inspired solutions for smart grid

Other bio-inspired measures applied to computing systems security can also prove
to be useful in protecting SGs from cyberattacks. Especially the security solutions
which are applicable for distributed environments can be used in the SGs. Methods
such as GA, AIS, etc. have been used in developing novel cyber defence systems for
CPS systems. Some of the most useful techniques that are applicable to an SG are
described below.

14.3.3.1 Genetic algorithm

GAsrepresent a class of bio-inspired evolutionary algorithms which help in generating
the best in class solutions through gene operations such as mutation, crossover and
selection. It was used by Fulp et al. [35] to propose a resilient cyber defence strategy.
Figure 14.5 shows the steps involved in a generic GA algorithm. Based on GA, a
moving target is created by constantly evolving computer configurations which will
be diverse and secure. In this study, configurations are considered as chromosomes
and the associated security as the fitness. The chromosomes (here configurations)
go through a series of mutation, crossover and selection processes to find the most
secure configuration. The fitness of the configurations also decays with the length of
time which allows newer configurations to replace older insecure configurations. The
adaptable and evolving nature of GA are suitable to secure the various endpoints of the
SG system. In addition, this method can be applied to detection and prevention systems
of SGs to constantly update their security configurations. However its application in
CPS systems and the scalability in a complex and large SG system is a topic of further
research.
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Figure 14.5 Genetic algorithm flow chart

14.3.3.2 Artificial immune system

The BIS is an autonomous system performing many operations without the central
systems intervention. BIS also uses multiple agents to recognise external pathogens
and learns the response produced by the immune system to protect from future infec-
tions. This model was applied to enhance the security of distributed systems such
as grid computing [36]. The model is inspired by the BIS and uses four groups of
autonomous agents that can learn and interact with other agents. These agents were
presenter, helper, memory and killer agents. The presenter agents move between
various nodes to detect faults or failures through cyberattacks. When an anomaly
is detected, the presenter agents instruct the helper agents to find a specific killer
agent to eliminate the anomaly and its effects. The memory agents learn and instruct
killer agents. The killer agents migrate to the nodes where presenter agents discover
anomaly. In addition, these agents take information from other killer agents about
unsuccessful ways to eliminate the anomaly. Once it identifies a method to elimi-
nate, it acts upon the anomaly by taking actions such as killing a process, disabling
intruder access, etc. The memory agents are similar to the lymphocytes (a type of
white blood cells) that are known as killer cells. As SGs have a distributed architec-
ture similar to grid computing this security technique can be extended to protect SGs
from cyberattacks.

In an AIS-inspired technique [34], Zhang et al. used a distributed IDS system,
which incorporates analysing modules (AM) in multiple layers of an SG. The AM uses
AIS algorithms to classify attacks and is deployed in HAN, neighbour area network
and WAN zones. AM uses training datasets relevant to each zone in order to detect
attacks pertaining to it. This distributed model of IDS for SG enhances the detection
rate [34].

14.3.3.3 Hive oversight for network intrusion early warning

Another interesting bio-inspired work that can be used in SG security is the Hive
oversight for network intrusion early warning, through distributed intrusion/anomaly
monitoring for nonparametric detection (DIAMoND) [37]. This is a fully distributed
cyber defence technique inspired from bees. Honey bees live in colonies and have
complex communications systems to share information on flowering plants and their
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locations. In order to survive in a competitive environment of other bees and insects,
the bees need to efficiently search for locations rich in resources and communicate
this location to other members of the colony and exploit the resources quickly. Honey
bees do not set the search target locations before foraging, instead they encounter
these locations during their foraging. The bees then communicate it back to other
members along with the level of excitement that the bee has regarding the location.
Other bees decide to either go to that location or search for new location based on the
excitement level exhibited by the bee. A similar approach is applied in cyber defence
using sensors searching for anomalies.

A DIAMOoND framework is used to build an overlay network on top of the physical
network. DIAMoND separates the network intrusion detection function from network
wide coordination [37]. The framework combines the direct observations by local
IDS devices with the observations of neighbouring devices to detect anomalies in
the underlying system. The coordinating nodes in DIAMoND act as honey bees to
exchange a nonparametric level of concern similar to the excitement levels shown
by bees. This information reflects the observed probability of malicious attacks. In a
large and complex SG with multiple networks and millions of endpoints, a distributed
framework such as DIAMoND will play a crucial role in securing the system.

14.3.3.4 Digital epidemics: transmissive attacks

A useful work that discusses the relations between transmissive attacks and spread
of epidemics in real life was done by Chen et al. [38]. Transmissive attacks are
cyberattacks that spread via various communication paths and adversaries to reach
the target via multiple intermediate hosts. This study is particularly useful for SG
security, as it is composed of multiple subnetworks and stakeholders, which could
attract transmissive attacks to target SG operations. With the proliferation of IoT,
such attacks could be a digital epidemic [38]. Chen ef al. evaluated the effectiveness
of transmissive attacks using epidemic models. This study can be used to evaluate
features of transmissive attacks in the context of biological epidemics. In addition,
bio-inspired control measures can be developed to prevent the spread of such attacks.
With millions of connected devices in the SG, rapid detection of transmissive attacks
will prevent malwares and other malicious attacks from spreading and disrupting its
operations.

14.3.4 Taxonomy

The bio-inspired techniques that are suitable for SG security can be categorised based
on the biological factors that are behind the system or organisms behaviour. The
various biological factors used in developing the cyber security solutions and the
corresponding security measures are presented in Figure 14.6. The main biological
factors that were applied in various solutions are

evolution,

ethology (study of animal behaviour),
immunology and

epidemics.
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Figure 14.6 Taxonomy of bio-inspired techniques for smart grids

Evolution deals with the changes that occur in natural system over a period of
time. It is usually triggered by environmental changes or by introduction of new chal-
lenges to the biological systems. One of the important evolutionary processes is the
changes in genes. GAs are inspired by these gene changes which help in selecting the
best characteristics for new environments. Ethology deals with the study of animal
behaviour in natural surroundings. Many important inspirational factors emerge from
the behavioural study of animals. Especially, decentralised and complex communi-
cation systems developed by many organisms are important factors in developing SG
cyber defence techniques based on them. Immunology and epidemics primarily deal
with the study of spread of diseases and the response to foreign antibodies by the
biological systems. This can be replicated in SG cyber defence systems to protect
from threats. An SG security defence system that can be developed using the various
bio-inspired techniques are highlighted in Table 14.3.

14.4 Summary

In this chapter, the challenges in SG security and appertaining bio-inspired cyber secu-
rity solutions to tackle those challenges were presented. At first, the SG architecture
was presented and then the cyber security requirements of the SG were introduced.
Among the three security objectives, availability was considered the most important
in SGs. The various cyber security threats to SG cyber infrastructures were elaborated.
These threats to SGs might be similar to the threats faced by traditional IT systems,
but there are many differences due to the dynamics in the cyber-physical nature of
the grid. Many bio-inspired security measures have been proposed in the literature.
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Table 14.3 Mapping bio-inspired cyber security measures with smart grid cyber

defence

Security feature

Application in smart grid

Moving target of
computer configuration

Multi agent, distributed
anomaly detection system

Real time CPS monitoring
system for detecting faults
and attacks

Decentralised cyber
infrastructure protection
system

Detecting propagating
attacks

Useful in attack prevention techniques in smart grid
environment. Generating best configuration parameters from
time to time can prevent unauthorised access to critical
systems

Critical for IPS and IDS systems used with in smart grids
for attack prevention and detection. Improves the detection
of anomalies by using multi agent system which uses a
distributed architecture suitable for large and complex smart
grid cyber infrastructure

Useful for attack detection and mitigation as it monitors the
physical devices for faults and potential cyberattack effect

A comprehensive system to detect and mitigate attacks by
rapidly responding to on-going attacks similar to immune
system. Also builds immunity to future attacks

Useful in detecting attacks that propagate multiple networks
to target the main smart grid operations

The various bio-inspired cyber security techniques suitable for SG systems and the
taxonomy of biological factors that inspired these methods were presented.
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Chapter 15
Nature-inspired cryptography and cryptanalysis
Jorg Keller* and Gabriele Spenger*

15.1 Introduction

Cryptography, i.e., the study of keeping information confidential and authentic, and
cryptanalysis, i.e., the practice and study of analyzing cryptographic techniques,! have
developed over the centuries in an arms race. Advantages on one side always have led
to advantages on the other side. Thus, lots of talented scientists have invested their
energy in improving either cryptographic algorithms, protocols, implementations and
the like, or their analysis. In this strive, a broad spectrum of methods and approaches is
used, ranging from pure mathematics to quantum physics. It is not surprising that also
nature has been used as a guide, ranging from genetic algorithms (GAs) to design new
cryptographic primitives to ant-colony algorithms to pursue most promising paths first
in cryptanalysis. Consequently, a number of nature-inspired approaches have found
their way into cryptology, comprising both cryptography itself and cryptanalysis.

This chapter is structured into four parts. After the brief introduction into
the importance of nature-inspired cryptology given above, some background and
preliminary information will be presented. The central parts will cover general
ideas (including classical approaches) and recent developments in nature-inspired
cryptography and cryptanalysis, respectively.

15.2 Background and basics

15.2.1 Cryptography and cryptanalysis

According to [1], cryptography “is the study of mathematical techniques related
to aspects of information security such as confidentiality, data integrity, entity
authentication, and data origin authentication. Cryptography is not the only means of
providing information security, but rather one set of techniques.” Generally spoken,

*Faculty of Mathematics and Computer Science, FernUniversitdt in Hagen, Germany
ISuch techniques include decrypting messages without possession of the key, or forging signatures by
exploiting weakness of cryptographic hash functions.



394  Nature-inspired cyber security and resiliency

Table 15.1 Security objectives [1]

Privacy or confidentiality Keeping information secret from all but those

Data integrity

Entity authentication or identification

Message authentication

Signature

Authorization

Validation

Access control

Certification

Time stamping

Witnessing

Receipt

Confirmation

Ownership

Anonymity

Non-repudiation

Revocation

who are authorized to see it

Ensuring information has not been altered by
unauthorized or unknown means

Corroboration of the identity of an entity (e.g., a
person, a computer terminal, a credit card, etc.)

Corroborating the source of information; also
known as data origin authentication

A means to bind information to an entity

Conveyance, to another entity, of official
sanction to do or be something

A means to provide timeliness of authorization
to use or manipulate information or resources

Restricting access to resources to privileged
entities

Endorsement of information by a trusted entity

Recording the time of creation or existence of
information

Verifying the creation or existence of
information by an entity other than the creator

Acknowledgment that information has been
received

Acknowledgment that services have been
provided

A means to provide an entity with the legal right
to use or transfer a resource to others

Concealing the identity of an entity involved in
some process

Preventing the denial of previous
commitments or actions

Retraction of certification or authorization

cryptography is the modern answer to the question how to achieve the security objec-
tives as listed in Table 15.1. Cryptanalysis comprises techniques to validate, and
possibly break, crypto algorithms. We will view cryptology in a wide sense and include
also information hiding, i.e., techniques to hide the very existence of information

transfer, under this umbrella term.
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Cryptography rests on a number of cryptographic primitives. A prominent one
is encryption. Given a set S of symbols (such as 128-bit words), and a set K of keys,
an encryption algorithm is a function enc : § x K — S, that transforms a plain-text
symbol m under a key k& into a cipher-text symbol c, i.e., enc(k, m) = c. Given a fixed
key k, enc(k, .. .) is injective, to allow decryption of the ciphertext. Thus, there exists
a decryption algorithm dec : S x K — § such that for every encryption key &, there
is a corresponding decryption key £* so that dec(k*, ¢) = m. An encryption realizes
the goal of confidentiality if the chance of an attacker to get the plain-text m from the
cipher-text ¢ without knowing the key is not better than guessing. This means that the
cipher-text should look like a random string and not reveal any structure or content
of the underlying plain-text. If a cryptanalysis reveals that an attacker needs to try
out notably fewer than |K| keys to derive the plain-text from a cipher-text, then the
encryption algorithm is considered insecure. Encryption algorithms have to fulfill
some more objectives besides the above, e.g., they should be quick to compute. Thus,
developing a crypto-algorithm is a form of (multi-criteria) optimization. There are
more cryptographic primitives like cryptographic hash functions and digital signa-
tures, and for each primitive there have been hundreds of concrete proposals over the
decades. A good overview about the subject, e.g., can be found in [1].

15.2.2 Nature-inspired algorithms

In the past decades, the interest in nature-inspired algorithms has increased signifi-
cantly, and a large amount of research effort has been put into finding applications for
these algorithms. Nature is a great source of inspiration for problem solving, provid-
ing diverse, dynamic and robust solutions using inspiring and creative approaches.
Binitha states in [2] that “[Nature] always finds the optimal solution to solve its
problem maintaining perfect balance among its components. This is the thrust behind
Bio-inspired computing.” He defines nature-inspired algorithms to be meta-heuristics
that mimic nature for solving optimization problems, opening a new era in com-
putation. While optimization algorithms are not the only inspirations by nature in
the context of cryptography, they are the major subject for research publications in
this area.

Nature-inspired optimization algorithms can be divided into three different
categories, as shown in Figure 15.1.

Evolutionary computation [3] orients on collective phenomena in adaptive
populations of problem solvers. It makes progress iteratively by implementing aspects
that can be observed in populations like growth, development, reproduction, selection
and survival. These aspects are the foundation of the existence of living beings and
the basis for their interaction with each other. Research on evolutionary algorithms
(EAs) has already started in the 1950s, and EAs are probably the most well-known and
classical approach in nature-inspired algorithms. EAs are nondeterministic algorithms
or cost based optimization algorithms. As an example, Figure 15.2 depicts the cycle of
a GA, where a number of promising (partial) solutions to a problem form a population,
from which the best are selected, combined (by mating) and some new (mutated, i.e.,
randomly modified) solutions added to form a new population. The cycle continues
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— Genetic algorithm
— Genetic programming
Evolutionary —— Evolutionary algorithm

— Differential evolution
L Paddy field — Groups searcher optimizer

I Particle swarm optimization

| Ant colony optimization
— Intelligent water drops
— Fish swarm optimization
Swarm based —— Social phenomena . . .
— Bacterial foraging algorithm

L Artificial immune system . .
— Firefly algorithm

I— Artificial bee colony

— Biogeography-based optimization L Shuffled frog leaping algorithm

Ecology based —4— Invasive weed colony optimization

— PS20

Figure 15.1 Taxonomy of various bio-inspired optimization algorithms [2]

New
population

| Mutation ¢ Mating ‘

Figure 15.2 A basic cycle of GA [5]

until a certain number of generations whereby the surviving individuals represent a
solution to the problem [4].

According to [5], GA mimics the evolutionary principles rooted in biological
evolution inspired by neo-Darwinian theory and has been successfully applied to
numerous applications in the field of search and optimization. It was developed by
Prof. J. Holland et al. at the University of Michigan in 1965 [6].

A related approach is DNA-based computing,> where large numbers of
molecules are used to solve an optimization problem.

A new and rapidly growing field of computer science is the artificial immune
system (AIS). According to [5], it adopted three immunological principles:

1. Negative selection: The main role of the immune system is to provide defense
mechanisms against foreign cells and to remove the malfunctioning cells. In order
to defend against foreign and malfunctioning cells, the immune system needs to

2DNA is an acronym for desoxyribonucleid acid, which carries the genetic information used in development,
functioning and reproduction of living organisms.
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distinguish between good cells (known as self) and the bad ones (non-self). The
self-elements that recognize any element of the self are eliminated. This process
creates self elements that react only to non-self elements.

2. Clonal selection: In contrast to the process toward negative selection, according
to this theory, the immune system does not eliminate cells but instead replicates
cells whose receptors can recognize and bind with an antigen. The replication
is proportional to the degree of recognition and is accompanied by a mutation,
leading to individual cells that will be more adapted to the antigen recognition.

3. Immune network theory: According to this theory which was proposed by Jerne
in 1974, immune cells and molecules are capable of recognizing each other in
addition to recognizing invading antigens [7,8]. Cells that recognize an antigen
are stimulated, resulting in an increased life span, cell activation and antibody
secretion. Cells that are recognized by other immune cells are suppressed on the
other hand [8].

One further approach that might be considered as a form of evolutionary compu-
tation but has become a large research domain of its own is artificial neural networks
(ANNSs). Those networks of connected “neurons,” each of them a basic computational
unit, are first trained by examples, like networks of synapses in the brain, and are
subsequently used, e.g., to classify unknown inputs into the categories learned with
the examples. ANNSs are also used in many other fields, including approximation, pre-
diction, control, pattern recognition, estimation and optimization. A good overview
about ANNS is presented in [9].

Each neuron can receive input, change its internal state and produce output
depending on the input and its internal state. The network created by the connected
neurons forms a directed, weighted graph. The modification of the weights as well as
of the function that calculates the modification of the internal state is inspired by the
learning process of the human brain.

ANNs s can be classified according to their topology. Common topologies include
feed-forward ANNSs, recurrent ANNs, Hopfield ANNs, Elman and Jordan ANNSs, long
short-term memory, bidirectional ANNSs, self-organizing maps, stochastic ANNs and
physical ANNS.

The selection of a topology that describes the problem as good as possible is
the key to a solution that employs simple principles to model a complex behavior.
Similar to the human brain, ANNs can be trained using real world data and will come
up with a generalized solution. Another similarity to the human brain is the potential
to make use of parallel processing, which can decrease the time for computations
significantly on hardware that is specifically designed for ANNs or modern CPU and
GPU architectures.

Reference [9] describes the different generations of ANNSs as they have developed
in the past decades. Figure 15.3 shows the first generation, which is based on digital
in- and outputs. Each neuron consists of a sum and a threshold section. Neurons of
first generation ANNSs are also known as perceptrons.

The second generation of ANNs extended the concept by allowing for any real-
valued numbers as input and calculating a transfer function, resulting in a real-valued
output.
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Figure 15.4 The third generation of artificial neural networks [9]

The third generation of ANNs added the concept of time to the model by using
timed impulses (so-called spikes) as input. This models the neurons of the human
brain even closer, as the signals transmitted by real neurons exhibit a similar behavior
(Figure 15.4).

Swarm intelligence (SI) [10] is a newer approach to nature-inspired algorithms.
Contrary to EA, it focuses on the collective social behavior of groups of individuals,
typically called agents in this context. Inspirations for these kind of algorithms involve,
e.g., flocks of birds maneuvering in the air, swarms of fish or swarms of insects.
Typical for these flocks or swarms is the irregular movement of the agents in the
problem space. The respective trajectories exhibit decentralized and self-organized
patterns, leading to an intelligent global behavior, although the single agents have no
knowledge of this behavior. For example, an ant marks its trail by some pheromone.
A trail to some food source is marked by several ants, so that other ants tend to follow
that trail more often than going at random.

Accordingto [2], SI can be described by considering five fundamental principles:

1. Proximity principle: The population should be able to carry out simple space
and time computations.
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2. Quality principle: The population should be able to respond to quality factors in
the environment.

3. Diverse response principle: The population should not commit its activity along
excessively narrow channels.

4. Stability principle: The population should not change its mode of behavior every
time the environment changes.

5. Adaptability principle: The population should be able to change its behavior mode
when it is worth the computational price.

A related approach is cellular automata (CA). The basic element of CA is a
biological cell which has a fixed set of states and a fixed position within the nodes
of a spatial grid. It uses a simple mathematical abstraction of the principles of inter-
action between biological cells. Toffoli and Margolus showed that CA leads to the
definition of a computing medium whose computational power is equivalent to the
Turing machine [11]. CAs model and try to explain real-world problems, e.g., about
growth and decline of animal or human population in a certain environment. The CA
represents the idea that like in SI, complex behavior can result from simple rules.

Ecology is inspired by the widest view on nature among the three categories of
nature-inspired algorithms. The view comprises the living organisms together with
their interaction with an abiotic environment, e.g., air, soil, water, etc. The kind
of interactions among species in an ecosystem can be complex, roughly dividable
into cooperative (e.g., division of labor) and competitive interactions. An example for
such an interaction is the interaction with invasive species. The abiotic environment is
taken into account, e.g., in biogeography by analyzing the distribution of species over
a given time and space. Cheng described an ecology-inspired approach to a Denial of
Service (DoS) attack in cognitive radio networks [12]. He interpreted such networks
as ecosystems with inhabitants following the survival of the fittest phenomenon. He
showed that inserting a “new species” with a different aim into this ecosystem, mem-
bers of this species can motivate the other members of the ecosystem to misbehave,
thereby causing a collapse of the network.

15.3 Application in cryptology

Many tasks in cryptology are a form of optimization, which becomes most obvious
when a solution is sought among a multitude of candidates which—other properties
achieved—either in cryptography best withstands some form of attack or in crypt-
analysis most efficiently can achieve some attack. Hence, nature-inspired methods
have been used again and again in cryptology for this and other purposes. In par-
ticular, GA, ANN, DNA, CA and ant colony have been exploited in cryptology. For
example, Binitha [2] lists a number of nature-inspired approaches that have been
used for different purposes in cryptology, see Table 15.2. Over the years, a number
of works have tried to provide an overview over parts of the field [2,9,13—15] but do
either not consider latest results, or focus on a particular branch within cryptology or
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Table 15.2 Use of nature-inspired approaches in cryptology [2]

Biological  Cryptology sub-field Research details
approach
GA Cryptanalysis Classical cipher ~ Simple substitution,

transposition, polyalphabetic,
rotor machine, Knapsack

Modern cipher TEA, RSA
Cryptographic primitive Boolean function and S-Box
Cryptographic protocols  Protocol design

NN Cryptanalysis Unix crypt
Cryptographic protocols ~ Key exchange
DNA Cryptographic algorithm  Encryption
CA Cryptographic algorithm  Encryption for stream and block cipher
Ant colony  Cryptanalysis Encryption for block cipher

among nature-inspired approaches, or consider cryptology only within a wider focus,
or have not been primarily been designed as a survey but as a thesis.

15.3.1 Genetic cryptology

Several research papers have applied GA on cryptanalysis or on the design of cryp-
tographic algorithms. Clark provides a good summary of many of the most relevant
results in his PhD work [14], including the application of GA on substitution ciphers,
transposition ciphers and polyalphabetic ciphers.

Further work is referred to by Bagnall in [16]. In the following, some of the more
relevant research papers are listed as examples.

Spillman et al. employed GA on the cryptanalysis of simple substitution ciphers
in [17] successfully. He derived a cost function from the fact that a well-known
cryptographic attack on such ciphers exists, which exploits a weakness against the
frequency distribution of characters in the clear text. Spillman could show that a
GA algorithm could be used to discover the key for a simple substitution cipher. He
recommended to research the use of trigram frequency distribution on crossover and
mutation procedures. Spillman did further investigations on the use of GA on the
cryptanalysis of Knapsack ciphers, which are based on the NP-complete, i.e., hard
Knapsack problem.

Matthews [14,18] applied GA on transposition ciphers. He based the cost function
on the message length, the frequency distribution of bigrams and trigrams (sequences
of two resp. three characters) and the probability of the occurrence in successfully
deciphered messages.
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Clark and Dawson proposed new attacks on classical ciphers, making use of
simulated annealing and tabu search [4]. They showed the tabu search to be superior
to other techniques when used in the cryptanalysis of such ciphers. They furthermore
applied a parallel GA to attack a polyalphabetic substitution cipher, effectively solving
each of the key positions simultaneously [19]. This was proven to be a highly efficient
method to in solve polyalphabetic ciphers even with large periods.

Bagnall did not only provide a good summary of existing research on the field of
GA in cryptography but also did a cryptanalysis of the rotor machine [16]. He based
the cost function on the phi-test for nonrandomness of text and was able to break a
three-rotor machine with only 4,000 letters of ciphertext.

There are more notable works employing GA on cryptanalysis of classic ciphers,
including [20-24]. At the same time, work is ramping up on GA for modern ciphers,
e.g., onthe Tiny Encryption Algorithm (TEA)[25] as well as on RSA [26] (named after
the initials of the inventors Rivest, Shamir and Adleman). In addition, GA was applied
successfully to the design of S-boxes (a substitution table used as primitive in ciphers)
and Boolean functions (that describe the linear combinations of columns of S-boxes,
thereby adding nonlinearity). Usually, Boolean functions are created either randomly
(with accordingly random properties), or constructed directly according to given
design criteria (typically only fulfilling exactly those, but no others). In [27], Millan
combined GA with a two-step hill climbing algorithm for the generation of Boolean
functions, improving the performance of the GA significantly. In [28], Dimovski
did a direct comparison of the result of random and GA methods, showing that GA
was more efficient. Last but not least, it is mentionable that Clark could extend the
design using GA toward the development of security protocols, being able to prove
the correctness of the evolved protocols [29].

15.3.2 Neural cryptology

The two main application areas of ANNs in cryptology are cryptanalysis and key
exchange [5]. Ramzan performed a cryptanalysis on the Unix crypt cryptosystems
in 1998, proving that the ANN could predict many of the plain text bits with a high
confidence, although the used transfer function of the ANN was simple [30].

The work on neural key exchange is a comparably new research area [31-33]. The
purpose of key exchange protocols is to exchange cryptographic keys for a subsequent
encryption over public channels in a secure way. Classic key exchange protocols are
based on mathematical trapdoor functions that are easy to calculate but very hard to
revert. A typical example of such a function is the discrete logarithm that is the basis for
the Diffie—Hellman protocol. Neural key exchange protocols are not based on number
theory, but instead on the synchronization of neural networks by mutual learning [31].
Kanter showed that two perceptrons (classifiers consisting of a simplified form of an
artificial network) being trained on their mutual outputs develop an antiparallel state
of their synaptic weights (see Figure 15.5).

The synchronized weights can be used to construct a key exchange protocol
that is supposedly hard to break, because the tracking of the weights is a hard prob-
lem compared to the synchronization of the networks. Klimov et al. were able to
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Figure 15.5 Two perceptrons receive an identical input x and learn their mutual
output bits o [32]

demonstrate that there are at least three different approaches to break the protocol
shortly after though [33]. Kinzel extended the research work to multilayer net-
works [32]. Mislovaty combined this approach with the synchronization of chaotic
systems, resulting in a higher security of the resulting key-exchange protocols. Rut-
tor combined neural cryptography with a feedback mechanism, which also results in
increased security [34].

Another example for the use of ANN is [35], where continuous authentication
is achieved not by reentering a password (which annoys users) but by repeatedly
checking keystroke dynamics by a neural network, to reliably distinguish the logged
in user from other users.

15.3.3  Artificial immune systems in cryptology

Ibrahim compares in [5] AIS with GA and ANN, coming to the conclusion that they
share certain properties that might make AIS usable for cryptographic applications.
He mentions the ability to solve hard problems [36], as well as the similarity between
the clonal selection and GA [8,37]. He refers to de Castro, who stated that the clonal
selection can be interpreted as Charles Darwin’s law of evolution, with the three
major principles of repertoire: diversity, genetic variation and natural selection [37].
These similarities lead him to the conclusion that AIS algorithms may be applied in
the same cryptology subfield where GA is applied successfully. Furthermore, he lists
successful applications of immune network models to improve ANN models [7,38]. In
addition, Tarakanov showed the general possibility of using formal immune network
for encryption in [39]. While none of these research works employed AIS successfully
directly in cryptographic applications, the existing investigations indicate that further
research is worth conducting.

15.3.4 Other biological approaches in cryptology

In addition to the nature-inspired approaches to cryptology mentioned above, different
other methods can be found in literature. CA have been used by Wolfram already in
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1985 [40]. Nandi used them for hardware implementations of block and stream ciphers
[41]. DNA has been used successfully to create one-time-pads, taking advantage of
its ultrascale computation and compact storage [42]. Also, ant colony algorithms have
been applied in the context of cryptography, e.g., by Bafghi to perform a differential
cryptanalysis on the Serpent algorithm [43].

15.4 Recent developments

In this section, several research publications from the recent years are described,
which either deepen the approaches from the previous sections or incorporate new
methods. Two areas with significant research activity in the context of cryptography
seem to be evolutionary computation and artificial neural networks which gain a lot of
attention in all applications recently. Furthermore, a completely different approach is
secure data exchange inspired by nature is presented as an example for out-of-the-box
thinking.

15.4.1 Evolutionary approaches

Several recent publications focus on EAs. A good general overview of the potential of
these algorithms is given in [15], with the goal to show that evolutionary computation
can (and should) be considered as a viable choice when addressing certain difficult
problems in cryptology.

Picek claims in this publication that GAs are “not only genetic, but also generic.”
His work is based on a framework, called GET, that is used to conduct experi-
ments regarding the evolution of Boolean functions and S-boxes. Picek evaluates
(among others) the effectiveness of different methods, including genetic programing,
Cartesian genetic programming, GAs and evolution strategy when applying them on
cryptographic Boolean functions. He shows that for this particular problem, the two
variations of genetic programming are much more effective in finding a solution than
the other approaches.

Picek’s conclusion is that although the application of EC in the cryptology area is
not a large research domain, it is a rewarding area that has still a lot to offer in respect
of research. He urges the crypto community to work together with the evolutionary
computation community and to combine their strengths, as he sees this as an area
where the complementary work of both communities has larger impact than the sum
of those two communities.

Two recent publications have taken on the challenge, although due to their pub-
lication date not necessarily motivated by Picek’s work. In [44], Polak applies GAs
in order to break line feedback shift registers as depicted in Figure 15.6, which are
commonly used to create pseudorandom numbers, e.g., formerly used in crypto-
graphic protocols. She successfully determines the state and parameters of the Linear
Feedback Shift Register (LFSR), allowing her to calculate any further pseudo ran-
dom numbers generated by the algorithm and therefore break any encryption that is
based on such an LFSR. This practical experiment shows how powerful GAs can be,
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although LFSRs are comparably easy to break using other methods. This is particularly
interesting, because GAs due to their heuristic nature usually give only approximate
solutions.

In [45], Din successfully determines the states of a Geffe generator as shown
in Figure 15.7, a nonlinear binary key sequence generator based on several LFSRs.
A GA-based search approach and a divide-and-conquer attack are employed, with
simulation results showing that the proposed scheme obtains the initial states correctly
in optimal time. The author suggests that the proposed scheme can be applied to solve
other nonlinear random binary key sequence generators, too.

15.4.2  Artificial neural networks

An area of nature-inspired approaches toward cryptography and cryptanalysis that
recently seems to get increased attention is the application of ANNSs. In [9], ANNs and
GAs are suggested to be used to extract certain information about ciphers. Proposals
are made how to identify properties like the language of the plain text, or the cipher
type for classical ciphers from the cipher text only. As future research, the authors
target to not only identify the general type of encryption algorithms (e.g., classical
cipher, block cipher and public-key cipher) but extend the method to identify the exact
algorithm (e.g., Data Encryption Standard (DES), Advanced Encryption Standard
(AES) and Twofish).

15.4.3 Out-of-the-box thinking

Nature continues to inspire researchers to new creative solutions. These inspirations
are not only limited to algorithmic optimizations but foster an out-of-the-box thinking



Nature-inspired cryptography and cryptanalysis 405

Steganosrapher Set heating value = 80%

A 4
Registers 4I Heater (actuator, BACnet/IP-based)
ister
anomalies Influences room A\ A
in all related BAS glemperature Adjusts Adjusts
components heating level heating level
and in the BAS I Temperature sensor | (set heating | (set heating
network Registers value = 70%) value = 72%)
communication temperature User (e.g., inhabitant)
v change Recognizes change in
Steganalyst room temperature
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and a look onto a problem from fresh viewing angles. A good example for this is [46],
where scatter hoarding (the distribution of food over many widely spaced caches with
only few items in each, done by animals) was inspiring a method for covert information
exchange using cyber physical systems like actuators used in smart buildings. The
method makes either use of unused registers of devices or modifies actuator states in a
way that it does not draw attention to it (cf. Figure 15.8). This allows steganographers
(people who are exchanging information in an inconspicuous rather than encrypted
way) to use public facilities like airports or train stations for their means. This method
typically only allows a small amount of data to be exchanged, because the availability
of unused registers and of possible modifications of used registers that lead to a
negligible impact on the behavior of the smart building is limited. On the upside, this
is a new method for which currently no counter-measures seem to exist, which makes
cyber physical systems well suited, secure steganographic storage objects.

15.4.4 Conclusion and outlook

The examples shown in this chapter demonstrate that nature-inspired algorithms and
methods have been applied very successfully to cryptographic problems. With the
ongoing development toward faster hardware and the ubiquitousness of highly parallel
processing power, e.g., by recent GPUs, the application areas of existing optimization
algorithms will become larger and larger. The problems that can be solved will become
more and more complex and the arms race between cryptanalysts and cryptographers
will continue.

Several of the cited research works came to the conclusion that the combination
of different algorithms, e.g., of ANN, AIS and GA can lead to better results. Therefore,
it can be expected that this area will be a focus of future research work. Furthermore,
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some of the classes of nature-inspired algorithms are very wide, e.g., SI and ecology.
For these classes, probably only the surface of possibilities has been scratched, and
there is still a lot of room left to extend research. At the same time, researchers will
continue to draw inspiration from nature, leaving the classical paths of solutions and
coming up with unexpected ideas that approach problems in a new way.
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Chapter 16

Generation of access-control schemes in
computer networks based on genetic algorithms

Igor Kotenko'! and Igor Saenko’

The nature-inspired approaches and methods are widely used now for the solution of
problems in cases when classical mathematical ones fail. Fully it concerns also the
problems solved in the field of computer security. One of such types of problems
is the optimization of access-control schemes in computer networks. A common
example of such problem is the formation of access-control schemes in databases,
which use a role-based access-control (RBAC) model. This problem was singled out
in a separate direction in data mining and received the name “role mining problem”
(RMP). Another example is to generate a scheme of the virtual local computer network
(VLAN) where network hosts must be distributed among the minimum quantity of
virtual subnets. Both problems are NP-complete. A set of different approaches was
offered to solve these problems. However, none of them can be considered as universal
one. At the same time, genetic algorithms, which are one of the most characteristic
representatives of nature-inspired approaches and methods, can be considered as a
basis for such universal solutions. The chapter outlines the mathematical foundations
for generation of access-control schemes in computer networks, and examples of
generating the RBAC and VLAN schemes are considered. The chapter demonstrates
that these optimization problems belong to the class of Boolean matrix factorization
(BMF) problems. Besides, it shows how to use genetic algorithms for their solving.
Some enhancements in these algorithms which allow increasing the speed of their
operation and accuracy of decisions are considered.

16.1 State of the art

Access control is one of the most important sides of information and computer security
in modern computer networks. Access-control mechanisms consist in establishment
for each user of a computer network a set of allowed permissions, or the rights for
making any actions over the resources that are available in the network and also
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in provision of compliance with these permissions. A set of rules regulating the
accessibility or deviation of these permissions is an access-control policy. If the rules
have a simple form and can be presented in the form of assignments connecting users
to allowed permissions, then in this case instead of an access-control policy it is
possible to speak about a configuration, or an access-control scheme (similar to a
database scheme when considering the database structure).

The type of the access-control scheme depends on the access-control model which
is used in the computer network. One of the first such models was the discretionary
access-control (DAC) model, or Harrison, Ruzzo, Ullman model [1]. Using the DAC
model, the access-control scheme may be presented in the form of a matrix, which
columns correspond to users; rows—to network resources; and allowed user’s per-
missions are written in its cells. Other representation form for the DAC scheme is
access-control lists (ACL) which are created for each user. Each ACL element contains
a set of user’s permissions concerning the resources of the computer network.

Access-control schemes for the DAC model are evident and simple to implement.
However, they have the following essential shortcoming. In the case of substantial
increase of the number of users or resources of the computer network, these schemes
become very large, superfluous, and very difficult to be controlled. This shortcoming
becomes especially noticeable when it is possible to select user groups among the
users of the computer network, where all users in the user group have the same set of
permissions to a limited set of resources. In this case, the access matrix will contain
very large number of empty (and for this reason superfluous) cells, and the ACL will
be duplicated.

For overcoming this shortcoming, Sandhu offered an access-control model in
which besides a set of users and a set of permissions, the third set of elements called
roles is selected [2]. In this model, the user has the right to implement the required
permissions if the user belongs to a role, and this role has these permissions. This
access-control model received the name of the RBAC model. Now the RBAC model
is used everywhere in many areas of computer networks, for example, for access to
database records, to accounts of operating systems, and others. Besides, the RBAC
model is standardized [3,4].

The RBAC scheme, unlike the DAC scheme, can be represented not by one but
two Boolean matrixes: the matrix “users—roles” and the matrix “roles—permissions.”
The matrix “users—permissions” which shall conform to the requirements determined
by an access-control policy is the result of the multiplication of these matrixes.

Determination of a set of roles and a type of the related matrixes “users—roles”
and “roles—permissions” separated in computer science into an individual scientific
direction called role engineering [5]. At the same time, two approaches are selected
here. The first approach is fop-down one in which the set of roles is searched out by
analyzing the tasks fulfilled by users. Some works, the most interesting of which are
[6-10], are devoted to this approach. However, in this approach, as a rule, there are no
complex optimization problems and, therefore, there is no need in genetic algorithms.

The second approach is bottom-up one. In it, a set of roles and matrixes related
with them is found by analyzing the required matrix “users—permissions.” However,
it is necessary to note that if some conditions (criteria) are not superimposed on
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the resultant set of roles, then there will be rather large number of possible RBAC
schemes which differ in the quantity of roles and the type of matrixes “users—roles”
and “roles—permissions.” Therefore, the RBAC schemes satisfying some criteria are
searched out. This approach, due to its complexity, is named role mining. RMP is
considered as one of the problems related to data mining [11].

Several variants of the problem statement for RMP, which differ in the used
criteria to search for access-control schemes, are offered [12]. For example, the
variant in which it is required to provide the minimum quantity of roles in the case
of complete coincidence of the given and resultant matrixes “users—permissions”
is named Basic RMP. The variant in which it is required to provide the minimum
quantity of assignments (i.e., nonzero elements in matrixes “users—roles” and “roles—
permissions”) is named Edge RMP. These and other possible RMP variants belong to
problems of nonlinear integer programing with different types of objective functions
and restrictions. More precisely, different RMP variants belong to the problems of
BMF, and the BMF problem is NP-complete [13]. At the same time, a dimensionality
of this problem is rather large. For solving such problems, traditional methods of
mathematical programing (methods of “branches and boundaries” and “directional
descent” and others) are not effective as they cannot be used in real or in close to real
timescale.

Different approaches were offered for solving different RMP variants. For
instance, a cluster approach was offered by Kuhlmann ez al. [14]. However, it requires
to account the additional parameters characterizing business processes and users.
Vaidya et al. [15] and Blundo et al. [16] suggested simple heuristic techniques for
solving the basic RMP variant. These solutions are based on combinatorial algo-
rithms. For lowering their complexity, Colantonio et al. [17] and Frank et al. [18]
developed probability models. However, the accuracy of solving the problem using
this approach is not guaranteed. An approach based on a clustering model of Boolean
data was offered in [19], where it is shown that this model is applicable for solving
particular variants of RMP. A cost-driven approach was proposed in [20] where the
criterion on administration expenses is used. This criterion will be used by us further
for solving the problem of reconfiguring access-control schemes.

Despite existence of a variety of different algorithms for solving RMP, there is no
universal, suitable one for all of RMP variants. Genetic algorithms were proposed and
investigated by authors for solving different variants of RMP in [21-23]. The results
of this research were generalized and used for another type of the access-control
scheme implemented in VLAN.

It is known that implementation of VLAN technology in local computer net-
works means that a set of logical fragments known as virtual subnets is created
in the network. Each node of the local area network (LAN) can belong to one or
several virtual subnets. Creation of VLAN can be carried out by different methods—
port-based, MAC-based, protocol-based, and authentication-based ones [24]. These
methods guarantee that if two hosts do not belong to the same virtual subnet, then
data exchange does not happen between them. Using the VLAN technology to protect
information flows in the computer network is very convenient for security administra-
tors as all actions necessary for this purpose can be localized in one place, for example,
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in the switch or the router. The alternative protection method based on using the ACL
in operating systems is also possible, but it is not same flexible. To reconfigure the
organization scheme of information flows, this approach requires that the security
administrator should visit remote workstations, but that is not always possible.

The problem of creating an additional level of computer protection against the
insider attacks on the basis of virtual subnets is insufficiently considered in scien-
tific literature. As a rule, creation of virtual subnets based on the VLAN technology
happens on the basis of other factors which are not related with solving this prob-
lem. Now, creation of virtual networks in computer networks is fulfilled mainly
by functional features. According to this approach, as a rule, the virtual area net-
works are created around separate servers, forbidding access of computers from
other groups. Thus, the legitimate information exchange between workstations can be
forbidden.

More effective is an approach when for a given matrix of logical computer con-
nectivity (i.e., a Boolean matrix “computers—computers”), there is a Boolean matrix
“computers—subnets” such that the matrix “computers—computers” is a result of the
multiplication of the matrix “computers—subnets” on the matrix “subnets—computers,”
where the last matrix is the transposed resultant matrix “computers—subnets.” If we
do not superimpose any conditions on quantity of subnets, then this problem will
have many solutions. If we require that the quantity of the virtual subnets must be
minimum, then the problem becomes a kind of the data mining problems, and it can
be named VLAN mining problem (VMP). It will be, as well as RMP, a kind of the BMF
problem. Besides, it will be NP-complete for this reason and will require effective
methods to solve it.

The works, devoted to solving VMP, are not enough. For example, Tai et al. [25]
suggested to apply cluster analysis for solving this problem. However, this approach
is oriented generally on mobile ad hoc networks. We showed in [26] that VMP can be
reduced to the problem of Boolean matrix self-factorization (BMSF). We did not find
the works containing algorithms for solving it. There are some papers considering
the algorithms to solve the BMF problem [13,27]. However, they have restrictions
on scalability. Snasel ef al. [28] offered the genetic algorithm for the BMF problem.
However, it cannot be applied for solving the BMSF problem and, therefore, cannot be
applied for VMP. Using the genetic algorithm for optimization of the VLAN structure
was proposed in [29]. However, the BMSF problem was not considered in this work,
and it is possible to claim that the development of effective algorithms is still required
to solve the VMP.

The given above statements of problems for generation of the RBAC and VLAN
access-control schemes reflect the static case of access control, when the access-
control policy was not changed during a long time. In dynamic case, this policy can
be changed rather often due to changing the structure of a set of users and a set
of the permissions allowed them. Now this direction is researched actively within
a kind of RBAC models named temporal RBAC (TBAC) [30,31]. However, TBAC
did not gain yet the same wide propagation as RBAC and is not supported broadly
by developers of access-control software. Therefore, together with the static case
which we will name as the problems of initial design of RBAC and VLAN schemes,
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we will consider the problems of reconfiguring these schemes. In these problems, it
is required to transform the previous access-control scheme to new one taking into
account the happened changes in the access-control policy. A search criterion for the
new access-control scheme will be the minimum of actions needed to be executed
for implementation of such transformation. In other words, the criterion of such
problem will be the minimum of administration costs. Accounting such criterion
is quite reasonable as it allows to transfer to new access-control schemes for the
minimal time.

The problem of reconfiguring the access-control schemes is considered in litera-
ture rather seldom. A risk-based approach is offered for solving this problem in [32].
However, the criterion of risk minimization used at this approach does not guarantee
the complete satisfaction of new requirements of an access-control policy. Besides,
it does not consider time required for reconfiguring. In our approach, which is con-
sidered in [33,34], the reconfiguring time is minimal. At the same time, the complete
satisfaction of new requirements of an access-control policy is provided.

Among a large number of works about genetic algorithms, we are interested in
the works applying these algorithms for the purposes of access control and computer
security. One of the first such examples is provided in [35]. However, in this work, the
genetic algorithms are used not for a generation of RBAC schemes. Classification of
genetic algorithms and propositions on their application for wireless networks design
are given in [36]. Multi-objective optimization problem to search for the medium
access-control protocol parameters in network architecture is considered in [37]. In
this paper, the genetic algorithm showed high performance to search for Pareto optimal
solutions. However, the variables of this problem had scalar values. Therefore, this
problem is less difficult than RMP. Genetic algorithms were proposed for access
control of web services in [38] and for intrusion detection in [39]. However, problems
solved in these works also are less difficult than RMP. The genetic algorithms used
for solving these problems had a standard form. Each individual in these algorithms
had one chromosome, and genes of chromosomes were binary elements.

Thus, the analysis of relevant works allows to draw the following conclusions.
First, the known works on generation of the required access-control schemes on the
example of RBAC and VLAN are not integrated by a uniform approach. Second,
the known works on the design of RBAC and VLAN schemes do not investigate the
issues of their reconfiguring though this problem is no less important than the design
one. At last, the known works on applying genetic algorithms for computer security
do not consider RMP and VPN. The solutions, which are considered in the chapter,
are directed on elimination of all these shortcomings.

16.2 Mathematical foundations

In this section, we will discuss three problem statements: first, for the RBAC scheme
design; second, for the VLAN scheme design, and, finally, for reconfiguring the
RBAC and VLAN access-control schemes.
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16.2.1 RBAC scheme design

Let us suppose that the RBAC model defines conditions of an access of m users to n
permissions by & roles. Let us introduce the following necessary formal designations
(these designations are taken from [11,12,17]):

o U ={u}, i=1,...,m, m=|U|—setofusers;

o PRMS = {p;}, j=1,...,n, n=|PRMS|—set of permissions;

e ROLES = {r}, I=1,...,k, k= |ROLES|—setofroles;

e UA C U x ROLES—a many-to-many mapping of user-to-role assignments;

e P4 C PRMS x ROLES—a many-to-many mapping of role-to-permission
assignments;

e UP4C U x PRMS—a many-to-many mapping of user-to-permission
assignments.

A tuple <U, PRMS, ROLES, UA, PA> is usually called RBAC configuration or RBAC
scheme. We will adhere further to the second definition.

Traditional RMP, or RBAC scheme design problem, claims that for the given U,
PRMS, ROLES, and UPA it is required to search for U4 and P4, which would meet
some criterion. The type of this criterion defines different variants of RMP. The most
popular RMP variants are as follows:

e Basic RMP, if the quantity of roles £ must be minimum.

e Edge RMBP, if the total number of assignments in U4 and P4 mappings must be
minimum.

e Minimal Noise RMP, if under the given k the discrepancy between the given UP4
mapping and the mapping of user-to-permission assignments which turns out by
means of the U4 and P4 mappings is minimum.

e S-Approx. RMP, if the discrepancy between a given UP4 mapping and the mapping
of user-to-permission assignments which turns out by means of the U4 and PA
mappings does not exceed the preset value 8, and the value & is minimum.

The example of graphical representation of the RBAC scheme is given in Figure 16.1.
This example is borrowed from [12].

Figure 16.1(a) shows the mapping between U and PRMS which is required to
be received by means of the RBAC scheme. Figure 16.1(b) shows how the mapping
between U and PRMS is formed, if consistently to connect two mappings UA and PA.
The mapping turning out as a result of consecutive connection of U4 and P4 mappings
is called direct UPA, or DUPA. The UA and P4 mappings need to be found. The UPA
mapping is given.

It is easy to find out that the example given in Figure 16.1 corresponds to the basic
RMP and edge RMP variants. The DUPA mapping, which turns out at the consecutive
connection of U4 and P4 mappings, completely coincides with the required UPA
mapping. At the same time, the value £ accepts the minimal value equaled to three,
and the total number of assignments in the U4 and P4 mappings is equal to 13.

UPA, DUPA, UA, and P4 mappings are represented using Boolean matrices. We
assume that the UP4 mapping corresponds to an m x n Boolean matrix A = M (UPA),
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U ROLES PRMS

(a) (b)

Figure 16.1 Example of mappings between sets of users, permissions, and roles:
(a) UPA mapping and (b) UA and PA mappings

where 1 in cell {ij} indicates the assignment of permission j to user i. Similarly, we
define the matrixes DA = M (DUPA), X = M(UA), and Y = M (PA).

It is not hard to see that the matrixes DA, X, and Y are related to each other by
the following expression:

DA=XQY, (16.1)

where the symbol ® denotes Boolean matrix multiplication, which is a form of matrix
multiplication, based on the rules of Boolean algebra. Boolean matrix multiplication
allows to obtain the elements of matrix DA according to the following expression:
da; = J’.’:l (xi,- A yﬂ), where x;; is the element of matrix X in the cell {7, j}, y; is the
element of matrix Y in the cell {j, /}.

Using expression (16.1), the example given in Figure 16.1 can be written by the
following expression:

01 00

1 0 0 1
1 11 01 1 01 ! 100
= ®|l1 1 0 1 0
1 1.0 1 1 0 1 1 0 00 1
1 1.1 00 1 0 0

In order to define the distance between Boolean matrixes, the concept of L;-norm
is used [12]. For two matrixes A and B of identical dimensionalities, this metrics is
calculated as follows:

IA =B, =Y "> |ay —by. (16.2)

i=1 j=1

Using (16.2), the criteria of the generation of RBAC schemes for different variants
of RMP can be presented in the form shown in Table 16.1.

Thus, for basic variant of the criterion is as follows: if the UPA and DUPA are
identical, it is necessary to obtain the minimal number of roles k¥ = |ROLES]|. For
the variant edge, we require the complete coincidence of UP4 and DUPA and the
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Table 16.1 Criteria for the problems of RBAC scheme design

No. Variants Criteria

1 Basic RMP |UP4 — DUPA|, =0, |ROLES| = min

2 Edge RMP |UP4 — DUPA|, =0, |UA| + |PA| = min
3 Minimal noise RMP |[UPA — DUPA|; = min, |ROLES| = const
4 8§— Approx. RMP |UPA — DUPA|l, <48, |ROLES|= min

minimum of the sum |UA| + |PA|. For the variant minimal noise, it is necessary for
the fixed number of roles £ = |ROLES| to obtain the minimal difference between UPA
and DUPA. For the variant §-Approx., we should get the minimal number of roles
k = |ROLES)| if the difference between UP4 and DUPA does not exceed the specified
value §.

Using (16.1), the problem statement for the variant basic is as follows. For given
U, PRMS, and A = M (UPA), we should find ROLES, X =M (UA), and Y = M (PA),
so that [ROLES| — min and the following expression is true:

A=XQ®Y. (16.3)

The expression (16.3) is an expression of the problem of BMF. The essence of this
problem is to decompose the Boolean matrix A into two matrixes X and Y, the Boolean
matrix multiplication of which gives A as a result. This decomposition has many
solutions, but we want to find such one in which the maximal value of the total index
of these matrices will be minimal.

The problem statement for the edge variant differs from the basic variant that
instead of criteria |[ROLES| — min the criterion |UA| 4+ |PA| — min is used.

In the minimal noise variant, the criterion would be | X ® Y — A||; — min, and
the value |[ROLES)| is given and is included in the initial data.

In the §-Approx. variant, the first criterion has the same form as in the basic
variant, and the second criterion is the condition | X ® Y —A||; <.

It is shown in [12] that all variants of RMP are NP-complete problems.

16.2.2 VLAN scheme design

The access-control scheme on the basis of the VLAN technology is formed by creation
of a set of virtual subnets in LAN. Exchange between hosts in VLAN is regulated by
the following conditions:

e Both hosts between which exchange is allowed must belong to the same virtual
subnet.

e The same host can be in different subnets at the same time.

e The number of the virtual subnets is not restricted.
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HOSTS HOSTS HOSTS SUBNETS HOSTS

(a) (b)

Figure 16.2 Example of mappings between sets of hosts and virtual subnets:
(a) HHA mapping and (b) HSA and DHHA mappings

Let us introduce necessary formal designations for a formal problem statement:

e  HOSTS = {h;}, i=1,...,n, n=|HOSTS|—set of hosts in LAN;

e SUBNETS = {sj}, j=1,...,k, k= |SUBNETS|—set of virtual subnets
formed in LAN;

e HHA € HOSTS x HOSTS—a many-to-many mapping of host-to-host assign-
ments; and

e HSA C HOSTS x SUBNETS—a many-to-many mapping of host-to-subnet
assignments.

A tuple <HOSTS, SUBNETS, HSA> will be called VLAN scheme. HHA mapping is not
included into this scheme. This mapping defines the required logical connectivity of
hosts and is a part of initial data of the problem. In other words, HHA is a required
mapping.

By analogy with RBAC, let us designate a direct mapping of host-to-host
assignments, which turns out due to using the virtual subnets as DHHA.

Figure 16.2 shows an example of all mappings between the set of hosts and the
set of virtual subnets, introduced into consideration in the VLAN scheme. It is visible
from this figure that the subnet s, consists of hosts %, &,, and 4s, the subnet s,—of
hosts /3 and A4, and the subnet s3;—of hosts 4y, A3, and As.

Let us suppose that HHA mapping corresponds to the Boolean matrix
A = M(HHA), DHHA mapping—to the Boolean matrix DA = M (DHHA), and HSA
mapping—to the Boolean matrix X = M (HSA).

Then the relation between matrixes DA and X is determined by the following
theorem.

Theorem 1. Theorem (on relation between the matrixes DA and X in the VLAN):
Ifin the VLAN scheme the matrix DA is related to a direct mapping of host-to-host
assignments and the matrix X is related to a mapping of host-to-subnet assignments,
then the matrix DA equals to the Boolean matrix multiplication of the matrix X and
its transposed matrix.
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This theorem can be written formally as follows:
DA =X® X', (16.4)

where X" is the transposed matrix X.

Boolean matrix multiplication allows to get elements of the matrix DA in (16.4)
according to the following expression: da; = VI_, (x; A x;;).

Let us prove this theorem. Let us designate the set HOSTS as C and the set
SUBNETS as V. Then there is a mapping X : C — V between a set of hosts and the
set of subnets, and there is a mapping X' : V — C between the set of subnets and
the set of hosts. It is easy to see in Figure 16.2 that DA mapping from the set C in the
set C will be defined in this case by multiplication X and XT mappings. It proves the
expression (16.4) and the formulated theorem.

From the example given in Figure 16.2, it is visible that the following expressions
between the matrixes DA, X, and X" are true:

1 0 1
1 10 1101 0
X=]01o0],X"=]0 1 1 1
1 0 1 1 001 1
0 1 1
1 0 1 1 1.0 1 1
1 1 0 1 1010 1 111 1
DA=|0 1 0|l®l0 1 1 0 1]=|0 11 01
1 0 1 1 0 0 1 1 1 101 1
0 1 1 1 11 1 1

It is easy to notice that the matrix DA is always symmetric.

Now we will show that the problem consisting in searching for X from Expression
(16.4) is a variety of the BMF problem. As it is well-known [13,28], the BMF problem
comes down to searching for the Boolean matrixes W and H related to the given
Boolean matrix DA by the following equation:

DA=WQ®H, (16.5)

where DA =DA [n, m], W=W [n, k], and H=H [k, m]. Comparing (16.4) and
(16.5), it is possible to note that the problem (16.4) is a special case of (16.5) in the
case of execution of two conditions. The first condition is the equality m = n. The
second condition has the following appearance:

wj=h;foranyi=1,...,nandj =1,...,k. (16.6)

From the fact that the considered problem is a variety of the BMF problem, it is
followed that this problem is NP-complete. At the same time, we consider that the
problem (16.4) is more difficult, than the BMF problem as in (16.4) both matrixes,
on which the matrix DA is decomposed, are related, and in the BMF problem they
are not related. For this reason, we propose to call the problem (16.4) as the problem
of BMSE.
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Because of (16.6), direct application of the methods for solving the problem
(16.5) to the problem (16.4) is difficult. This reason describes our proposition to
solve this problem by heuristic methods namely by genetic algorithms. However, for
this purpose, it is necessary to introduce a criterion of optimization. In order to make
it, let us pay attention to the fact that in the problem (16.4), the value k£ can be arbitrary.
Let us show how it is possible to restrict it on top. For this purpose, we will create
the partition of the network on subnets so that only two computers 7 and j entered in
each subnet if a; = 1. In this case, for the example given in Figure 16.2, the matrix
X will have the next five rows and eight columns:

1 110 0 00 0
1 001 1100
X, =10 0 0 1 0 0 1 0
01 00 1 001
001 001 11
Matrix X[, respectively, will have eight rows and five columns. However, their

Boolean multiplication anyway gives as a result the matrix A that it is not difficult to
check. At the same time, the sequence of columns can be arbitrary.

We will call the matrix X, as a trivial solution. The trivial solution has the
following properties. First, the number of columns in the matrix X;, is equal to the
number of “1”-values in the matrix DA located above the main diagonal. We denote
this value as M. Then £k = M = 8. Second, in each column of the matrix X, there is
just two “1”-values. Finally, the number of trivial solutions is equal to the number P of
permutations of columns in the matrix X. It is obvious that P = 2 For this reason,
the trivial solutions cannot be considered as good. At the same time, we see that for the
example shown in Figure 16.2, there is a good solution, in which £ = 3. Therefore, we
can assume that the optimization criterion of the VLAN scheme-generation problem
is the minimum of value & under full coincidence of matrixes A and DA.

Formally, this criterion is written as follows:

|A —X®X'||, =0, [SUBNETS| — min (16.7)
By analogy with RMP, we will call the problem (16.7) as VMP.

16.2.3 Reconfiguring the access-control schemes

The essence of the problem of reconfiguring the access-control schemes consists in
the following. The security administrator, as a rule, designs the access-control scheme
once in the computer network—at the beginning of its operation. Then, during oper-
ation of the computer network, the security policy can be changed. This is expressed
either in appearance, or in deletion, or in changing users and/or permissions. Thus, it
is needed to realize reconfiguring the access-control scheme.

If for reconfiguring the access-control scheme to design it repeatedly, the new
access scheme can strongly differ from the previous scheme. Such solution of the
problem cannot be always good because it can involve large administration costs.
Therefore, it is better to search for such access scheme which, on the one hand, would
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meet requirements of the changed access-control policy, and, on another hand, would
have the minimal differences from the previous scheme. Thereby, this solution would
involve the minimum of administration costs.

Thus, unlike the design problem, in the problem of reconfiguring the access
scheme, it is necessary to consider the current access-control scheme as initial data
and use the criteria that minimize administrative costs. In other words, the difference
of the problem of reconfiguring the access-control scheme from the problem of its
design consists in the following:

1. The current access-control scheme is introduced into initial data.
2. The main criterion is the minimum of administration costs.

Let us consider the formal problem statement for reconfiguring the access-control
schemes for cases of RBAC and VLAN.

16.2.3.1 Reconfiguring the RBAC scheme

Let us suppose there is initially the RBAC scheme, presented by a tuple <U, PRMS,
ROLES,, UAy, PAy>, which reflects the existing access-control policy expressed by
the UPA, mapping. This scheme was formed as a result of solving the basic variant
for the problem of designing the RBAC scheme shown in Figure 16.1.

Let us assume next that during the operation of the computer network, the need
arose to change the access-control policy in the following way. It is necessary to
remove in UPA, the connection between the user u; and the permission ps. Thus,
the transition from UPA4, to UP4; = UPAy\(u;, ps) is done. It is necessary to find
appropriate changes in the U4, and P4, mappings, and possibly in the set ROLES, to
minimize the administration costs during the transition to the new RBAC scheme.

If we evaluate the administration costs using the sum of changes made in the U4,
and PA, mappings, the result will be the solution for the problem of reconfiguration
of the RBAC scheme presented In Figure 16.3 by the scheme <U, PRMS, ROLES,
UA,, PA,>. It is easy to notice that in this scheme, a new role r, is added and three
links in the U4, and P4, mappings are changed (one link is removed and two links
are inserted).

If we solve this problem as the problem of designing the RBAC scheme, for
example, in the basic or edge variants, assuming that the required access-control
policy is the mapping of user-to-permission assignments UPA, then we get the RBAC
scheme presented in Figure 16.4. When solving this problem in the basic variant to
get the resultant scheme (Figure 16.4(a)), there is a need to make six changes in links
(three links are removed and three links are inserted). When solving this problem in
the edge variant to get the resultant scheme (Figure 16.4(b)), it is necessary to make
11 changes in the links (five links are removed and six links are inserted).

Therefore, the solution for the problem of reconfiguring the RBAC scheme that
is based on the problem of the RBAC scheme design cannot be considered as the best
by the criterion of minimal administration cost.

Initial data of this problem are

e asetofusers U and a set of permissions PRMS;
e UP4Ay € U x PRMS —an initial mapping of user-to-permission assignments;
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RBAC scheme design (Basic RMP)
U PRMS U ROLES, PRMS

RBAC scheme reconfigaration
* PRMS U ROLES, PRMS

Figure 16.3  Example of reconfiguring the RBAC schemes

ROLES, = {r}, I=1,...,k, k= |ROLESy|—an initial set of roles;

UAy € U x ROLES,—an initial mapping of user-to-role assignments;

PAy € PRMS x ROLES,—an initial mapping of role-to-permission assignments;
UPA, € U x PRMS—new mapping of user-to-permission assignments, to which
it is necessary to pass.

It is required to find

e ROLES, = {r}, I=1,...,k;, k = |ROLES;| —anew set of roles;
e UA; C U x ROLES,—new mapping of user-to-role assignments;
e P4, € PRMS x ROLES;—new mapping of role-to-permission assignments.

Let is move to the matrix representation: Ay = M(UPAy), Xo = M(UAy), Yo=
M(PAy), Ay = M(UPA,), X; = M(UA,), and Y| = M(PA;). We introduce as
variables of the problem two matrices: AX and AY. The matrix AX is defined as
AX =X, & X|, and the matrix AY—as AY =Y, @Y, where the symbol “®” means
“exclusive OR.” Then criteria for reconfiguring the RBAC scheme are as follows:

(Xo ® AX) ® (Yo ® AY) = A, [|AX]]; + [|AY]]; — min. (16.8)
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ROLES PRMS

ROLES PRMS

(b)

Figure 16.4 Reconfiguring the RBAC scheme using (a) basic and (b) edge variants

First expression in (16.8) defines the condition that the new mapping of user-to-
permission assignments, which is formed by using the new UA4; and P4; mappings,
fully coincides with the new desired UP4; mapping. Second expression in (16.8)
defines the requirement to minimize the number of changes in the U4, and P4, map-
pings. In other words, this expression is the criterion of minimizing the administration
costs under reconfiguring the RBAC scheme.

As well as the RMP variants considered above, the problem of reconfiguring the
RBAC scheme stated by (16.8) is one of the varieties of BMF problems. Therefore,
it is the NP-complete optimization problem.

16.2.3.2 Reconfiguring the VLAN scheme

Let there is an access-control scheme X, which satisfies to a connectivity matrix A.
Let us suppose that due to change of an access-control policy, there is a need to
change the matrix A, to the value AA; thus a new connectivity matrix A; = Ay @ AA
can be defined. Therefore, it is necessary to create a new access-control scheme X;.
It is possible to determine X, solving the design problem. However, as a result we
can get the matrix, which is different from the initial matrix X,. This decision can
demand from the administrator to perform a large number of actions to change the
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access-control scheme. Therefore as a criterion of the solution search, we choose the
minimum of actions spent by the administrator on reconfiguration.
Thus, the initial data in the problem of reconfiguring the VLAN scheme are

e An initial matrix Ay[n, n] defining the current mapping of host-to-host assign-

ments;

e A new matrix A;[n, n] defining the new mapping of host-to-host assignments;
and

e An initial matrix Xy[n, k] defining the current mapping of host-to-subnet
assignments.

Letussuppose that X; = X, & AX, where AX[n, k] is amatrix showed what elements
of the matrixes X; and X, have no coincidences. Then criteria of reconfiguring the
VLAN scheme can be written as follows:

Xo® AX) ® (Xo ® AX)" = A, |AX]|; — min. (16.9)

Comparing (16.9) and (16.8), it is visible that the problem of reconfiguration, as
well as the problem of design, is a BMSF problem. Comparing (16.9) and (16.7), it
is visible that in the problem of reconfiguring the VLAN scheme, unlike VMP, the
minimization of the number of virtual subnets is not required. It means that if to solve
the problem of reconfiguring the VLAN scheme as VMP, the solution not meeting
the criterion (16.9) can be generated. We will show it on an example.

Let in the network presented in Figure 16.2 it is necessary to pass to a new logical
connectivity matrix:

1 1 0 1 1
1 11 0 1
Ai=10 1 1 00
1 0 0 1 1
1 1 0 1 1

If to solve this problem in the form (16.7), we get the solution X, with the number
of subnets & = 3. In the first subnet there are hosts 4, h4, and &5, in the second—#;
and %, and in the third—*#,, h4, and hs. In this case, the measure of administration
costs || AX]|, is equal seven that is confirmed as follows:

1 10 1 0 1 0 1 1
0 1 1 1 0 0 0 1 1
AX=X+Xp=|0 0 1 |+]0 1 1}J=10 01
1 0 0 01 0 1 0 1
1 0 1 1 0 1 0 0 O

When solving the problem (16.9), one of the possible decisions is the matrix X,
corresponding to a quantity of subnets plus 1, i.e., k = 4. In the first subnet, there are
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hosts Ay, h,, and hs; in the second—y4 1 hs; in the third—#;, 4, and As; and in the
fourth—+%, u A5. In this case, the matrix AX is as follows:

1 010 1 010 00 0 O
1 01 1 1 0 0 O 0 0 1 1
AX=X;+Xy=]0 0 0 1]+]J0 I 1 OfJ=]10 11 1
01 0 0 01 0 0 00 0 O
1 110 1 01 0 01 0 0

In this case, the measure || AX]|; is less, than in the previous case, and is equal to
six. Therefore, the solution X, in spite of the fact that there are more subnets than in
previous case, is considered as better than X, from the point of view of administration
costs.

16.3 Genetic algorithm development

16.3.1 General provisions

Nowadays, genetic algorithms [40] are sufficiently well known and efficient meth-
ods to solve optimization problems in cases when the problem is NP-complete and
has large dimension. In general case, the idea, put into a genetic algorithm, is as
following. All potential solutions of the problem (individuals) are coded as symbol
strings (chromosomes). To each individual, the value of the fitness function is put
into correspondence. In this case, it is assumed, for certainty, that individuals with
lower fitness function value correspond to better solutions of the problem. Before the
start of the algorithm, some initial set of individuals (initial population) is formed
randomly. Then the algorithm starts to execute a sequence of iterations. At every iter-
ation, the population is improved by application of three basic operations: crossover,
mutation, and selection. Crossover selects from the population randomly a pair of
individuals (parents) and forms new individuals (descendants) by means of exchange
of parts of the parental chromosomes. Mutation randomly selects individuals from
population and changes codes in their chromosomes. Selection deletes from popu-
lation individuals with the worst (i.e., maximal) values of the fitness function. Key
aspects that should be developed when implementing a genetic algorithm to generate
the access-control schemes are as follows: generation of chromosomes, generation
of initial population, definition of the fitness function, and development of crossover
and mutation operators.

16.3.2 Generation of chromosomes

As a rule, chromosomes are formed from variables of the optimization problem.
In the case of the problem of the RBAC scheme design, the variables are Boolean
matrixes X = M (UA) and Y = M (PA). For the problem of the VLAN scheme design,
the variable is a Boolean matrix X = M (HSA).

For the problem of reconfiguring the RBAC scheme, the variables are the matrices
AX and AY. They can be found using the following expressions: AX = X, & X,
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AY =Y, @Y, where X, and Y, are known matrices. Therefore, the matrixes X;
and Y; can be considered as alternative variables for this problem. Similarly, for the
problem of reconfiguring the VLAN scheme, the basic variable is the matrix AX and
the alternative variable is the matrix X; = X, & AX.

All matrices considered above are not symmetric. Usually in that case, the chro-
mosome is created in the form of the string made from rows of these matrixes.
However, such representation of the chromosome has essential shortcomings. It is
obvious that it is most easy to realize crossing the parent individuals if their chromo-
somes are divided in one point. But in this case for the problem of the RBAC scheme
design, for example, descendants will inherit unchanged code of either X or Y.
It significantly reduces the operation speed of the algorithm. For eliminating this
shortcoming, it is necessary to divide the parent chromosomes into two and more
points. However, it considerably complicates the algorithm implementation. Besides,
in this case, it is possible to get invalid descendants under crossing parent individuals.
It also significantly reduces an operation speed of the algorithm. For elimination of
these shortcomings, we offer the following enhancements of genetic algorithms:

e  Multi-chromosomal coding of the problem solutions if in the problem two variable
matrixes are applied, for example, in the case of the RBAC scheme design. One
chromosome encodes the matrix X, and the second—the matrix Y.

e As separate genes of chromosomes not elements of matrixes, but their columns
are used. In the problem of the RBAC scheme design, they correspond to roles.
Then lengths of these chromosomes will be restricted by the greatest possible
number of roles in the RBAC scheme which is defined as K =min {m, n}.

As in columns of the matrixes X and Y, there are Boolean values, then for conve-
nience of processing chromosomes we will encode further their genes in the form
of integral decimal numbers. These numbers correspond to binary numbers which
are formed from elements of the appropriate columns. For example, the first gene
of the chromosome X for the RBAC scheme in Figure 16.1 can be represented as
(0101)T, second—(0010)", and third—(1101)". In the form of a decimal number,
their representation will be as follows: (5), (4), and (15), respectively.

16.3.3 Generation of initial population

Both for the problems of designing and reconfiguring the RBAC and VLAN schemes,
the initial population of individuals shall be restricted. Otherwise, it is impossible to
execute selection of individuals. The number of individuals in the population is the
algorithm parameter N,,, which does not change during algorithm operation.

Initial population for generation of the RBAC and VLAN schemes is created
randomly. It occurs in two stages. In the beginning, the number of roles (the virtual
subnets) is defined randomly. Then the U4 and P4 mappings, forming a basis of
creation of chromosomes X and Y (in the case of the RBAC scheme), or the HS4
mapping, which is the basis of the chromosomes X (in the case of the VLAN scheme),
are created randomly. Further the structure of the population changes on each iteration
of the algorithm in the case of execution of the crossover operation (adding new
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individuals), the mutation (changing separate individuals), and the selection (deleting
worst individuals). However, before entering new individuals in the population, we
offer one more enhancement of the algorithm: to check new individuals on uniqueness
within the current population.

This procedure, in our opinion, is necessary for preventing the avalanche rise of
identical individuals in the population. Thereby, it gives an opportunity to move from
area of a local minimum with continuation of searching for the global minimum.

16.3.4 Fitness functions

The fitness function provides a measure to choose the best of two individuals. We
assume that the smaller the value of fitness function, the better the individual. The
kind of the fitness function depends upon the search criteria used in the problem.

For all the above-mentioned variants of the problem of RBAC scheme generation,
we offer a unified approach to create the fitness function. All criteria considered above
for different variants of designing the RMP (Table 16.1) and VMP (16.7) schemes and
for reconfiguring the RBAC (16.8) and VLAN (16.9) schemes consist of two parts.
The first part represents some function, which needs to be minimized. The second
part represents some equality or some inequality.

We offer a unified form for the fitness function as follows:

F:W1F1 +W2F2, (1610)

where w; and w, are weights; F is a function that should be minimized; and F; is a
function that reflects equality or inequality. Between weights, the ratio of w; < w,
is set. This ratio ensures that during operation of the genetic algorithm, the search
for solutions that have F, = 0 happens first, and then the search for solutions with
smaller values of F is fulfilled. As a result in the case of each next iteration, the
population will be replenished by individuals for whom the given equality or given
inequality is satisfied in the beginning. When all or the majority of individuals in the
population reach this criterion, on the following iterations among such individuals,
the individuals with minimal value of function £} will be found.

Using this approach, we get expressions for F; and F, to create the fitness
functions in different variants of the problem statements given in Table 16.2.

Variant 1 corresponds to the basic RMP. The function F specifies the number
of roles k in the scheme. This value is determined algorithmically by determining the
number of nonzero columns in the matrix X. The function F, displays the measure of
discrepancy between the UP4 and DUPA mappings. This discrepancy should be zero.

Variant 2 corresponds to the edge RMP. The function F; determines the total
number of links in the RBAC scheme. It should be minimal. The function F,, as
in the variant 1, displays the measure of discrepancy between the UP4 and DUPA
mappings. This discrepancy should be zero.

Variant 3 corresponds to the minimal noise RMP. The function F; determines
the measure of discrepancy between the UP4 and DUPA mappings. This discrepancy
should be minimal. Function F, shows measure of dissimilarity between the value
k and the prespecified constant C. This difference should be zero. In this case, the
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Table 16.2 Expressions to form fitness functions

No. Problem variants Functions F and F,

1 Basic RMP Fi=k
=300 ‘a[,- - e xizyz/“

2 Edge RMP Fyo= 300 00 ]+ [l
R=3, Z}il ‘“ij - éx,—;ylj

3 Minimal noise RMP Fr=3,20"5 ’ai/ -5, xilylj‘
FK=kr-C

4 8— Approx. RMP F) = sign ([ZLl oy |ag — P x,-lyle - 8)
Fr=k-C

5 VMP Fi=k
=300 ’af/ - e xuxg/‘

6 RBAC reconfiguration ~ Fj = Y7 % [x0y @ x1,| + p P 0 @yl
Fy=300 000 ‘alij - xluyllf"

7 VLAN reconfiguration Fi=X", Zle [x0; @ x1;]

F=30 Z,nl:l ‘alij - Zf:l xh/xhj’

condition will be satisfied that the number of roles in the RBAC scheme must be
equal to the specified number.

Variant 4 corresponds to A-Approx. RMP. The function F; uses the function
sign (1), which is equal to 1, if # > 0, and to 0, if ¥ < 0. Thus, if a condition
|[UPA — DUPA||; < § is met, then F| = 0, and the individual is considered to be
good. However, at first this individual must have the number of roles k, which is
equal to the constant C.

Variant 5 corresponds to VMP. The function F| specifies the number of virtual
subnets & in the scheme. This value corresponds to the number of nonzero columns
in the matrix X. The function F, displays the measure of discrepancy between the
current and requested matrixes of host logical connectivity. This discrepancy should
be zero.

Variant 6 corresponds to the problem of reconfiguring the RBAC scheme. In the
expressions for /| and F3, the following designations are used: {x0; }—elements of
the matrix Xy, {x1;}—elements of the matrix X; = X, @ AX, {y0;}—elements
of the matrix Yy, {y1;}—elements of the matrix Y; =Y, & AY, {al;}—elements
of the matrix A;. Function F; shows the number of links that need to be changed
in the RBAC scheme, and the function F, shows the difference between UPA; and
DUPA,. This discrepancy should be zero.

Variant 7 corresponds to the problem of reconfiguring the VLAN scheme. The
function F specifies the number of links that need to be changed in the VLAN



428 Nature-inspired cyber security and resiliency

Table 16.3 Representation of chromosomes in the case of crossover execution

Parent Parent Descendant Descendant F,
X-chromosomes Y-chromosomes X-chromosomes Y-chromosomes
X1=(518;6) Y1=(28]18;5) X3=(514;14) Y3=(28]30;9) 0
X4=(514;14) Y4=(20]18;5) 7
X2=(914;14) Y2=(20]30;9) X5=(9]8;6) Y5=(28]30;9) 7
X6=(9]8;06) Y6=(20]18;5) 10

scheme, and the function F, shows the difference between current and requested
matrixes of host logical connectivity. This discrepancy should be zero.

16.3.5 Crossover

The crossover operation starts with the selection of pairs of individuals, which will
be the parents for individuals’ descendants. The selection is performed randomly in
accordance with the probability W, which is a parameter of the genetic algorithm.

Crossover execution in case when each individual has one chromosome (VLAN
schemes) has no essential peculiarities. Chromosomes of parent individuals are
divided in the same crossover point. Therefore, we will consider further a case of
RBAC schemes when each individual has two chromosomes. Then each of chro-
mosomes of parent descendants may have different crossover points. In this case,
the parent individuals will have two channels of exchange. On the first channel,
the exchange of parts of the first chromosome will take place, and on the second
channel—that of the second chromosome. In this case, in the result of crossover exe-
cution there will be formed 22 =4 different descendants. All of them are included
into the population. This will allow to significantly increase the operational speed of
the algorithm.

Due to possible appearance of different numbers of roles in the intermediate prob-
lem solutions, it should be necessary to ensure individuals’ crossover, thus reflecting
solutions with different number of roles. For this purpose, it is proposed before
and after the crossover to carry out additional processing of chromosomes. Before
crossover, this processing involves sorting of genes, when genes with zero columns
are moved to the end of the chromosome. After crossover, if in one of the two chro-
mosomes a zero column appears, it is necessary to nullify the column with the same
number from the other chromosome. This ensures consistency of both chromosomes.
They will display the same number of roles in the mappings U4 and PA.

The offered method of implementation of the crossover for basic RMP is displayed
in Table 16.3 and illustrated in Figure 16.5.

Parent 1 has chromosomes X1 and Y1, Parent 2 has chromosomes X2 and Y2.
For simplicity of consideration, the crossover point in chromosomes is between first
and second roles. In the table, it is designated by the character “|”. Descendants 3
and 4 have chromosomes X3 and X4 formed from the left part of the chromosome
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Parent 1 Parent 2
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Figure 16.5 The crossover in the genetic algorithm for basic RMP

X1 and the right part of the chromosome X2, and Descendants 5 and 6—otherwise.
For Y-chromosome other situation is fair. Descendants 3 and 5 have chromosomes
Y3 and Y5 formed of the left part of the chromosome Y1 and the right part of the
chromosome Y2, and Descendants 4 and 6—otherwise.

The DUPA-mapping formed from the matrixes X and Y according to (16.1)
corresponds to each parent and descendant individuals. For each individual, the value
F), is calculated according to Table 16.2, No. 2. Let us get required UP4-mapping from
[12]. It corresponds to the DUPA-mapping for Descendant 3 in Figure 16.5. Let us
calculate the value F, for all individuals participating in a crossover. For Descendant 3
it is true F, = 0. Remaining values of F, are shown in Table 16.3 and Figure 16.5.

16.3.6 Mutation

The mutation begins with the selection of an individual from the population in order
to change genes in their chromosomes. The selection is performed randomly in
accordance with the probability Wy, which is a parameter of the genetic algorithm.
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Figure 16.6 Test bed structure

The mutation operator is affected by two additional probabilities which will be
parameters of the algorithm: Wy, is the probability of selection of a column and
Wi 1s the probability of selection of an element in the column. Taking into account
these probabilities, the values of elements in the columns of the chromosome are
changed to its opposite value randomly.

16.4 Evaluation test bed

For the purpose of estimation of accuracy and efficiency for the developed genetic
algorithms, the test bed was created. Test bed is written in the programming language
C#, and its structure is shown in Figure 16.6.

Test bed consists of the following modules:

e Generator, which randomly generates matrixes X, and Y|, that determine the
control variant of the scheme;

e Multiplicator, calculating the control matrix Ay by performing the Boolean
matrix multiplication of X, and Yy;

e Genetic algorithm, which searches for the matrixes X; and Y, on the base of the
matrix Ag;

e Evaluator, which fulfills the comparative estimation of the control matrixes X,
and Y, and the resultant matrixes X; and Y; and makes conclusions about the
accuracy and operation speed of the genetic algorithm.

Besides, test bed allows to search for the matrixes X* and Y* for the arbitrary external
matrix A*, which can be loaded to the module genetic algorithm directly from an
external system.

The operating procedure of modules given above corresponds to the RBAC
scheme design. In the case of reconfiguring the RBAC scheme, in the module gener-
ator the matrix AX is formed, in the module multiplicator the previous matrix A is
preserved and the new matrix A is calculated, and in the module genetic algorithm
the matrixes X; and Y, are generated according to the criteria shown in Table 16.2,
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No. 6. For the case of the VLAN scheme design or reconfiguration, the test bed works
similarly, using instead of the matrices X, and Y, only the matrix X.

For assessment of the algorithm accuracy, the metric § = A/||Ag|l; x100% is
used, where A is the number of coincidences between the control matrixes X, and
Y, and resulting the matrixes X; and Y,. For assessment of the algorithm, speed the
number of iterations 7 spent for searching for X; and Y, is used.

16.5 Experiments

We will consider details of experiments with the developed genetic algorithms in two
directions: (1) evaluation of accuracy and speed and (2) generation of access-control
schemes for different real-world case studies.

16.5.1 Evaluation of accuracy and speed

Experiments were made for different categories of dimensionalities of the problem.
For RBAC-scheme, the following couples of values (m, n) are considered: (9, 30),
(21, 100), and (36, 500). For the VLAN scheme, the next network sizes were con-
sidered: n = 10; 25; 50. The number of assignments in the generated scheme was
estimated as Ly = ||Ag||,. Besides, for reconfiguration problem, the coefficient y =
IAA|l,/ ||Agll, named reconfiguration power was considered. The coefficient y had
the values 0.1, 0.25, and 0.5. Experiments were made ten times for each combination
of the problem parameters. Then the mean value of the metrics was considered as
the final assessment results. Parameters of the genetic algorithms had the following
values: Npop = 200; Ppy; = 0.1; Peros = 0.01.

To define the kind of work of the genetic algorithm at searching the optimal
solution, the dependence of the fitness function from the number of the iterations
made was probed. Results of this research for the case of the RBAC design and the
dimensionality (9, 30) are provided in Figure 16.7.

In Figure 16.7(a), it is shown how values of the components F'; and F, in the case
of increasing the number of iterations are changed. By means of these components,
the fitness function F' according to (16.10) is calculated. The dependence of a value
of the fitness function F' from the number of iterations is shown in Figure 16.7(b). At
the same time, the following values of the weight factors which are contained in the
expression (16.10) were selected: w; = 1, w, = 10.

Apparently from Figure 16.7, at the beginning of the genetic algorithm function-
ing, i.e., after generating the initial population, the optimum individual had rather
big discrepancy (F, = 45) between the UP4 and DUPA mappings. The number of
roles F'; was equal to 7. Then in the case of increasing the number of iterations, the
discrepancy between the UP4 and DUPA mappings began to decrease sharply. On the
iteration 350, the discrepancy became equal to zero and remained such until the end
of the algorithm functioning. From this iteration, the value F'; began to decrease too.
At the end of the algorithm functioning, the number of roles was reached to 4.
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Figure 16.7 Dependences of the fitness function and its components from the
number of the iterations: (a) components and (b) the fitness function

Results of the experimental assessment of accuracy and speed of the genetic
algorithms for design and reconfiguration of the RBAC and VLAN schemes are
provided in Figure 16.8.

Analyzing the results of the algorithm speed, it is possible to draw the follow-
ing conclusions. With increase in dimensionality of the problem, the number of the
required iterations of the algorithms has dependence closing to the linear. This result
should be considered as acceptable for solving the NP-complete problem. Therefore,
it is possible to draw a conclusion that the offered genetic algorithms are applicable
to the problems of generation of RBAC and VLAN schemes and have rather high
performance.

In the case of small dimensionality of the problem and different values of y, the
values of T are approximately equal. It means that the results of solving the problem
of reconfiguring the access-control schemes in traditional way (through their design)
and by means of the genetic algorithms proposed for reconfiguration are practically
the same. In the case of middle or large dimensionalities, the results of solving the
reconfiguration problems by the suggested reconfiguration approach have essential
advantage in comparison with the results of their solving by the traditional manner.
This effect becomes more significant, when the dimensionality of the problem rises.

Analyzing the results of the accuracy assessment, it is possible to draw the fol-
lowing conclusions. In the case of small dimensionality of the problem for the RBAC
scheme design, the accuracy is about 100%. Lowering of the accuracy at increasing
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in dimensionality has an explanation that the test bed for the allowed time could find
only alternative solutions which can be considered as satisfactory (good). Smaller
accuracy of the solutions of the problem of reconfiguring the access-control schemes
in comparison with the problem of designing them is also explained by finding of sat-
isfactory alternative solutions. In general, the results of assessment of the developed
genetic algorithms show their rather high performance both in the case of small and
in the case of big dimensionalities, considering that the problems of the generation
of access-control schemes are NP-complete.

16.5.2 Real-world case studies

16.5.2.1 Generation of RBAC schemes

To assess the genetic algorithm efficiency for generation of RBAC schemes
in real-world case studies, the enterprise resource planning (ERP) system “1C:
Enterprise 7.7,” installed at the manufacturing enterprise, was used. In ERP sys-
tem about 200 users worked. Metadata of the system contained 65 document types,
185 types of reference manuals, and 255 report types. The main permissions, which
were considered when forming roles, were “read” and “read and write.”

Originally, the RBAC scheme had six roles: “administrator,” “director,” “mar-

2 ¢

keting,” “finance,” “enterprise,” and “warehouse.” Within 10 years after exploitation
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of the ERP system, the number of roles grew to 35. New roles were created by the
administrator “manually.”

After application of the developed genetic algorithms for optimization of the
access-control schemes, the number of roles was reduced to 19, i.e., almost twice.
Searching of this solution demanded to execute 15 thousand iterations. Further recon-
figuration of the RBAC scheme, when the permissions of one user were changed,
required 12 thousand iterations. Thus, the given case study demonstrated that (1)
the developed genetic algorithms can be successfully applied in real-world RBAC
systems and (2) the algorithms have rather high performance.

16.5.2.2 VLAN design and reconfiguration

Efficiency of the genetic algorithms for solving the VLAN design problem was esti-
mated on the example of a computer network that was physically deployed on three
floors of a building. The network used Cisco Catalyst 5000 Series switches. The
dynamic VLAN technology was implemented based on MAC addresses. For each
host, the access lists to the neighboring hosts both at the level of one floor and
between floors was made by the system administrator. Access lists have served as
the basis to generate the initial matrix A. The total number of hosts specified by the
matrix A is equal to 100. The larger number of hosts was considered inappropriate
because of difficulties in forming the matrix A. The VLAN scheme was optimized by
the genetic algorithm proposed. There were formed about 50 of large and small virtual
subnets in the network. At the same time, users have not identified the decrease of the
network performance. However, the users were protected from making unauthorized
access to neighboring computers.

Efficiency of the genetic algorithm for solving the VLAN reconfiguration prob-
lem was carried out for a case study that imitates the Internet of Things network for
“the smart house.” The network includes four servers (supervisor, application server,
database server, and web-server), from four to ten workstations, and from four to
thirty-six user’s devises (“things”). For imitation of “things,” the Arduino Yun set was
used. The network node consists of the ATmega 32u4 microcontroller and the Atheros
AR9331 processor working under control of OS Linux. In general, the dimension of
the network was changed from 10 to 50 elements. Experiments confirmed data on
the satisfactory operation speed of the genetic algorithms.

16.6 Conclusions

The chapter proposed a new approach to solve the problems of access-control scheme
generation in computer networks and evaluated this approach for RBAC and VLAN
schemes. The approach is based on using genetic algorithms to search for solutions
of optimization problems. The chapter discussed the state of the art in this domain,
outlined the mathematical foundations, and features of the genetic algorithm develop-
ment, evaluation, and implementation in real word. It considered some enhancements
for genetic algorithms concerned: multi-chromosomal coding of solutions, usage of
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columns of matrixes as genes of chromosomes, and checking new individuals in
population on uniqueness.

Experimental assessment of the proposed genetic algorithms on the specially
designed test bed showed satisfactory efficiency. The operation speed of the algo-
rithms grew by linear law at growing of the problem’s dimension. Taking into
consideration that the problems being solved are NP-complete, the result obtained
may be considered sufficiently good.

Further research directions may be associated with several areas. First, the pro-
posed genetic algorithms may be transferred to new domains of access control, e.g.,
firewalls. Second, the usage of other varieties of nature-inspired algorithms for solv-
ing various problems of access-control scheme generation is of interest. The following
domains are considered: varieties of RBAC, for example, TBAC; other access-control
models, for example, attribute-based access control. As other nature-inspired algo-
rithms, it is possible to use differential evolution, swarm of particles, ant colony, bee
colony, etc.

Acknowledgment

This research is being partially supported by the grants of the RFBR (16-29-
09482, 18-07-01369, 18-07-01488) and the budgetary subject AAAA-A16-116033
110102-5.

References

[1] Harrison M.A., Ruzzo W.L., Ullman J.D. “Protection in operating systems”.
Commun. ACM. 1976, vol. 19(8), pp. 461-71.

[2] Sandhu R.S., Coyne E.J., Feinstein H.L., Youman Ch.E. “Role-based access
control models”. Computer. 1996, vol. 29(2), pp. 38—47.

[3] Sandhu R., Ferraiolo D., Kuhn R. “The NIST model for role-based access
control: towards a unified standard”. Proceedings of the Fifth ACM Workshop
on Role-Based Access Control; Berlin, Germany, Jul 2000. New York: ACM
Press, 2000. pp. 47-63.

[4] Ferraiolo D.F, Sandhu R., Gavrila S., Kuhn D.R., Chandramouli R. “Proposed
NIST standard for role-based access control”. ACM Trans. Inf. Syst. Secur.
2001, vol. 4(3), pp. 224-74.

[5] Coyne E.J., Weil T.R., Kuhn D.R. “Role engineering: methods and standards”.
IT Prof. 2011, vol. 13(6), pp. 54-7.

[6] Epstein P, Sandhu R. “Towards a UML based approach to role engineer-
ing”. Proceedings of the Fourth ACM Workshop on Role-Based Access Control,
Fairfax, Virginia, USA, Oct 1999. New York: ACM Press, 1999. pp. 135-43.

[7] Fernandez E.B., Hawkins J.C. “Determining role rights from use cases”. Pro-
ceedings of the Second ACM Workshop on Role-Based Access Control; Fairfax,
Virginia, USA, Nov 1997. New York: ACM Press, 1997. pp. 121-5.



436 Nature-inspired cyber security and resiliency

(8]

(9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

(20]

Roeckle H., Schimpf G., Weidinger R. “Process-oriented approach for role-
finding to implement role-based security administration in a large industrial
organization”. Proceedings of the Fifth ACM Workshop on Role-Based Access
Control; Berlin, Germany, Jul 2000. New York: ACM Press, 2000. pp. 103—10.
Neumann G., Strembeck M. “A scenario-driven role engineering process for
functional RBAC roles”. Proceedings of the Seventh ACM Symposium on
Access Control Models and Technologies; Monterey, CA, USA, Jun 2002.
New York: ACM Press, 2002. pp. 33-42.

Narouei M., Takabi H. “Towards an automatic top-down role engineering
approach using natural language processing techniques”. Proceedings of the
20th ACM Symposium on Access Control Models and Technologies; Vienna,
Austria, Jun 2015. New York: ACM Press, 2015. pp. 157-60.

Frank M., Buhmann J.M., Basin D. “On the definition of role mining”. Pro-
ceedings of the 15th ACM Symposium on Access Control Models and Technolo-
gies; Pittsburgh, PA, USA, Jun 2010. New York: ACM Press, 2010. pp. 35-44.
Vaidya J., Atluri V., Guo Q. “The role mining problem: finding a minimal
descriptive set of roles”. Proceedings of the 12th ACM Symposium on Access
Control Models and Technologies; Sophia Antipolis, France, Jun 2007. New
York: ACM Press, 2007. pp. 175-84.

Miettinen P, Vreeken J. “Model order selection for Boolean matrix factor-
ization”. Proceedings of the 17th ACM SIGKDD Conference on Knowledge
Discovery and Data Mining; San Diego, CA, USA, Aug 2011. New York:
ACM Press, 2011. pp. 51-9.

Kuhlmann M., Shohat D., Schimpf G. “Role mining — revealing business
roles for security administration using data mining technology”. Proceedings
of the Eighth ACM Symposium on Access Control Models and Technologies;
Como, Italy, Jun 2003. New York: ACM Press, 2003. pp. 179-86.

Vaidya J., Atluri V., Warner J. “RoleMiner: mining roles using subset
enumeration”. Proceedings of the 13th ACM Conference on Computer and
Communications Security; Alexandria, VA, USA, Oct 2006. New York: ACM
Press, 2006. pp. 144-53.

Blundo C., Cimato S. “A simple role mining algorithm”. Proceedings of the
2010 ACM Symposium on Applied Computing; Sierre, Switzerland, Mar 2010.
New York: ACM Press, 2010. pp. 1958-62.

Colantonio A., Pietro R.D., Ocello A., Verde N.V. “A probabilistic bound on
the basic role mining problem and its applications”. Proceedings of the 24th
IFIP TC 11 International Information Security Conference; Pafos, Cyprus,
May 2009. Berlin: Springer-Verlag, 2009. pp. 376-86.

Frank M., Buhmann J.M., Basin D. “Role mining with probabilistic models”.
ACM Trans. Inform. Syst. Secur., 2013, vol. 15(4), pp. 15:1-15:28.

Frank M., Streich A.P,, Basin D., Buhmann J.M. “Multi-assignment clustering
for Boolean data”. J Mach. Learn. Res., 2012, vol. 13(1), pp. 459-89.
Colantonio A., Pietro R.D., Ocello A. “A cost-driven approach to role engi-
neering”. Proceedings of the 2008 ACM Symposium on Applied Computing,
Fortaleza, Ceara, Brazil, Mar 2008. New York: ACM Press, 2008. pp. 2129-36.



(21]

[22]

(23]

[24]

[25]

[26]

[27]

(28]

[29]

[30]

[31]

Generation of access-control schemes in computer networks 437

Saenko I., Kotenko I. “Genetic algorithms for role mining problem”. Proceed-
ings of the 19th International Euromicro Conference on Parallel, Distributed
and Network-Based Processing; Ayia Napa, Cyprus, Feb 2011. Washington:
IEEE Computer Society, 2011. pp. 646-50.

Saenko I., Kotenko I. “Design and performance evaluation of improved
genetic algorithm for role mining problem”. Proceedings of the 20th Inter-
national Euromicro Conference on Parallel, Distributed and Network-based
Processing; Garching, Germany, Feb 2012. Washington: IEEE Computer
Society, 2012. pp. 269-74.

Saenko I., Kotenko I. “Using genetic algorithms for design and reconfigura-
tion of RBAC schemes”. Proceedings of the 1st International Workshop on
Al for Privacy and Security; The Hague, Netherlands, Aug 2016. New York:
ACM Press, 2016. Article 4.

Teare D., Vachon B., Graziani R., Froom R., Frahim E., Ranjbar A. CCNP
Routing and Switching Foundation Learning Guide Library: ROUTE 300-101,
SWITCH 300-115, TSHOOT 300-135. Indianapolis: Cisco Press; 2015. p.
2700.

Tai Ch.-F., Chiang Tz.-Ch., Hou T.-W. “A virtual subnet scheme on clustering
algorithms for mobile ad hoc networks”. Expert Syst. Appl., 2011, vol. 38(3),
pp- 2099-109.

Saenko 1., Kotenko I. “A genetic approach for virtual computer network
design”. Proceedings of the Sth International Symposium on Intelligent
Distributed Computing; Madrid, Spain, Sep 2015. Berlin: Springer-Verlag,
2015. pp. 95-105.

Cergani E., Miettinen P. “Discovering relations using matrix factorization
methods”. Proceedings of the 22nd ACM International Conference on
Information & Knowledge Management; San Francisco, CA, USA, Oct 2013.
New York: ACM Press, 2013. pp. 1549-52.

Snasel V., Platos J., Kromer P. “On genetic algorithms for Boolean matrix
factorization”. Proceedings of the Eighth International Conference on
Intelligent Systems Design and Applications; Kaohsiung, Taiwan, Nov 2008.
Vol. 2. New York: IEEE Press, 2008. pp. 170-5.

Saenko I., Kotenko I. “Genetic optimization of access control schemes in
virtual local area networks”. Proceedings of the 5th International Conference
on Mathematical Methods, Models and Architectures for Computer Network
Security; St. Petersburg, Russia, Sep 2010. Berlin: Springer-Verlag, 2010.
pp. 209-16.

Joshi J.B.D., Bertino E., Latif U., Ghafoor A. “A generalized temporal
role-based access control model”. IEEE Trans. Knowl. Data Eng. 2005, vol.
17(1), pp. 4-23.

Thi K.T.L., Dang T.Kh., Kuonen P, Drissi H.Ch. “STRoBAC: spatial
temporal role based access control”. Proceedings of the 4th International
Conference on Computational Collective Intelligence: Technologies and
Applications — Volume Part II; Ho Chi Minh city, Vietnam, Nov 2012. Berlin:
Springer-Verlag, 2012. pp. 201-11.



438 Nature-inspired cyber security and resiliency

(32]

[33]

[34]

[33]

[36]

[37]

[38]

[39]

[40]

Aziz B., Foley S.N., Herbert J., Swart G. “Reconfiguring role based access
control policies using risk semantics”. J. High Speed Netw. 2006, vol. 15(3),
pp. 261-73.

Saenko I., Kotenko I. “Reconfiguration of access schemes in virtual networks
ofthe internet of things by genetic algorithms”. Proceedings of the 9th Interna-
tional Symposium on Intelligent Distributed Computing; Guimaraes, Portugal,
Oct 2015. New York: Springer International Publishing, 2016. pp. 155-65.
Saenko I., Kotenko I. “Reconfiguration of RBAC schemes by genetic
algorithms”. Proceedings of the 10th International Symposium on Intelligent
Distributed Computing; Paris, France, Oct 2016. New York: Springer
International Publishing, 2017. pp. 89-98.

Hu N., Bradford Ph.G., Liu J. “Applying role based access control and genetic
algorithms to insider threat detection”. Proceedings of the 44th ACM Annual
Southeast Regional Conference; Melbourne, FL, Mar 2006. pp. 790-1.

Yang H.-S., Maier M., Reisslein M., Carlyle WM. “A genetic algorithm
based methodology for optimizing multi-service convergence”. Metro WDM
Network. J. Lightwave Technol. 2003, vol. 21(5), pp. 1114-46.

Semmanche N., Selka S. “Access control of web services using genetic
algorithms”. Proceedings of the 2008 High Performance Computing &
Simulation Conference; Nicosia, Cyprus, 2008. pp. 249-54.

Mehboob U., Qadir J., Ali S., Vasilakos A. Genetic Algorithms in Wireless
Networking: Techniques, Applications, and Issues [online]. 2014. Available
from https://arxiv.org/pdf/1411.5323.pdf [Accessed 30 Jan 2018].

Rai N., Rai Kh. “Genetic algorithm based intrusion detection system”. Int. J.
Comput. Sci. Inf. Technol. 2014, vol. 5(4), pp. 4952—7.

Goldberg D.E. Genetic Algorithms in Search, Optimization and Machine
Learning. Boston; Addison-Wesley, 1989. p. 432.



Index

access control for bioinspired
cooperation 57-65
access-control lists (ACL) 410
access control models 58-9
access-control schemes generation in
computer networks 409
accuracy and speed, evaluation of
431-3
evaluation test bed 430-1
genetic algorithm development 424
crossover operation 428-9
fitness functions 426-8
general provisions 424
generation of chromosomes 424-5
generation of initial population
425-6
mutation 429-30
mathematical foundations 413
RBAC scheme design 414-16
reconfiguring the RBAC scheme
420-2
reconfiguring the VLAN scheme
4224
VLAN scheme design 416-19
real-world case studies 433
generation of RBAC schemes
4334
VLAN design and reconfiguration
434
state of the art 409-13
accuracy 255-6
defined 192
evaluation of 431-3

acknowledgement control character
(ACK) 187

acquired immunity 78-9
ACRiIBAC 65
action-value function 354
adaptability
cost 328-9
cyber security and 10-11
fundamental 218
as key factor in nature 7-9
principle 399
adaptive immunity 79
adaptivity, defined 55
Address Resolution Protocol (ARP)
poisoning attack 222
Agent-Based Cross-Regulation Model
(ABCRM) 102
algorithm accuracy 431
analogous qualities in engineered cyber
systems 31-2
Ancient Greek Trojan Horse 225
angler fish 382
annealing and artificial bee colony
156-7
ANONI17 dataset 189, 1924, 2034
anonymity, measuring 184-6
anonymity networks 181-2, 202-3,
205
I2P network 183
identification of, by infrastructure
1867
identification of applications and
services 187-8
JonDonym 183—4
onion router 184
ant colony algorithms 153



440

ant colony optimisation (ACO)
218-19, 230, 281, 287
ACO algorithm 153, 156-7
antibody 77, 80
antigen 77,79, 83, 88, 95, 220
apoptosis 79, 118
application layer (D)DoS detection
234
evaluation environment 235
network simulator 3 235-6
simulation of (D)DoS attacks 236
feature selection 236
average packet size 238
average time between requests
238
average time between response and
request 238
average time between responses
238
data rate 238
packets number 238
parallel requests 2389
requests number 237
intrusion detection evaluation metrics
240
false negative rate 239
false positive rate 239
precision 239
true negative rate 239
true positive rate 239
applications and user-based data
analysis 195-6
ARPANET network 16, 347
artificial bee colony (ABC) algorithm
156-7, 219, 231, 287-8
artificial immune system (AIS) 18,
75,92,220-1,232-4, 243,
374,396
in cryptology 402
first-generation AIS 93-5
immune properties of 100-1
for intrusion detection 98—100
limitations and perspectives of
101-3
second-generation AIS 95-8

Nature-inspired cyber security and resiliency

artificial intelligence (Al) 151, 181,
211
applications across some OSI layers
155-8
and data analytics 189-91
natural-inspired Al fundamentals and
techniques 152, 155-6
ant colony algorithms 153
artificial neural network (ANN)
154-5
genetic algorithms 1534
artificial neural networks (ANNs)
154-5,213-15, 231-2, 397-8,
404
attack density 330, 332, 335-6
attacker—defender ecology (ADE) 13
attackers’ ecology (AE) 13
attack model 323-5
attack scenario 10, 19-20
attribute-based access control (ABAC)
58
authentication request flood 223
automaticity and autonomic control
128-9
autonomic control 117, 128-32
autonomy, defined 55
autonomy and autonomic control
116-18
average path length 283
AWID dataset 227

backdoors 225

backpropagation 214

basic RiBAC (RiBAC-B) 60
basic RMP 411, 414

bat algorithm 155-6

Bayesian network 102, 190-1
behavior monitoring module 146
behavioural defences 21
B-ELLA method 176

Bellman equation 354
betweenness centrality 283
bioinformatics 245, 260
bio-inspired algorithms 278
bio-inspired approaches 109-10



bioinspired cooperation 55-6
access control for 57
community-centric
role-interaction-based access
control (CRiBAC) 62-5
CPBAC 65-9
dynamic role-interaction based
access control (DRiBAC) 61-2
existing access control models 59
role-interaction-based access
control (RiBAC) 59-60
traditional access control models
58
coordination in chemistry 57
in swarm intelligence 56-7
bio-inspired cyber security architectures
380
biological systems and cyber security
systems, mapping between
381-2
future bio-inspired solutions for
smart grid 386
artificial immune system 387
digital epidemics 388
genetic algorithm 386
hive oversight for network
intrusion early warning 387-8
smart grid security 382
digital ants framework 3834
multi-agent immunologically
inspired model 385
multi-flock technique 384-5
smart grid immune system (SGIS)
385-6
taxonomy 388-9
bio-inspired cyber-security for the smart
grid 373
bio-inspired cyber security
architectures 380
digital ants framework 3834
future bio-inspired solutions for
smart grid 386—8
mapping between biological
systems and cyber security
systems 3812

Index 441

multi-agent immunologically
inspired model 385
multi-flock technique 384-5
smart grid immune system (SGIS)
385-6
taxonomy 388-9
defence techniques 378
attack detection 378-9
attack mitigation 379
attack prevention 379
smart grid architecture 374-5
smart grid cyber security
requirements 375-6
smart grid cyber security threats
377-8
biological immune system (BIS) 374
biological methods as models for
network traffic analysis 111
autonomy and autonomic control
116-18
collective decision-making 115-16
few notes of caution when applying
biological concepts to computer
networks 120
equilibrium vs. homeostasis
1212
latent vs. expressed properties
124-5
trade-off between optimality and
robustness 1224
future directions 1323
identifying normal and anomalous
network traffic 125
machine learning 1256
sequence analysis 127-8
swarm intelligence 126-7
information flow 111-13
learning and cognition 119-20
multi-organism coordination 113-15
network design and management
128-30
automaticity and autonomic
control 128-9
information exchange 129



442 Nature-inspired cyber security and resiliency

redundancy, diversity and
programmed death 118-19
routing 130
autonomic control 130-1
coordination without centralized
control 131-2
machine learning 131
biological signals, 96
bioluminescence 155, 288
biomimicry 1, 3, 6
bio/nature-inspired algorithms 212
artificial immune systems (AISs)
220-1
artificial neural networks 213-15
chaos theory 221
evolutionary algorithms 215-17
fuzzy logic (FL) 221
game theory (GT) 222
in intrusion detection 227
artificial immune systems studies
2324
artificial neural network (ANN)
studies 231-2
chaos theory studies 234
evolution strategies studies 228
fuzzy logic (FL) studies 229-30
game theoretic (GT) studies 227-8
genetic algorithms studies 228-9
swarm intelligence studies 2301
swarm intelligence algorithms
217-19
terminologies 213
crossover 213
mutation 213
populations 213
selection 213
Black Hat community 11
Black Hole (D)DoS 223
B lymphocytes 77
bond (or site) percolation 319
bond percolation 313, 327
Boolean matrix factorization (BMF)
409, 411
Boolean matrix self-factorization
(BMSF) 412

botnet dataset 227

botnets 224

Botometer 257

BotOrNot? service 257

Browsing, Streaming and BitTorrent
(BT) 187

brute force attack 226

buffer overflow 226

C4.5 decision tree 189-90

camouflage 17, 20, 22, 141-2

Canadian Institute for Cybersecurity
(CIC) DoS dataset 227

CAPTCHA (completely automated
public turing test to tell
computers and humans apart)
197

CDTK 55

cell statistics feature (CELL STAT) 200

cellular automata (CA) 399

Center for Applied Internet
DataAnalysis (CAIDA) dataset
231

centrality 283, 287, 315

central pattern generator (CPG) 4

cephalopods 142

chaos theory 221, 234, 244

chemical abstract machine (CHAM)
model 57

chemotaxis 345, 362-3

circuit level information, empirical
evaluations using 193

Cisco NetFlow 192

class conditional independence 190

classification of the nature-inspired
inventions 4-5

CLONALG algorithm 95

clonal selection 95

clonal selection algorithm (CSA) 220,
233

clonal selection theory 385

closeness centrality 283

coevolutionary arms races 44

cognition and learning 119-20

cognitive radio (CR) 148-9



collaboration 51
computer-supported cooperative
work (CSCW) 52-3
multi-agent systems 54
online social networks (OSNs) 53—4
service-oriented architecture 53
collective behaviors 259, 361
collective decision-making 115-16
Command and Control (C&C) server
182
common trap, avoiding 33-5
communication networks and
adaptability 9—10
community-centric property-based
access control (CPBAC) 59,
65-9
community-centric RIBAC (CRiBAC)
59-60
community-centric
role-interaction-based access
control (CRiBAC) 62
administration of 65
interaction permissions in 63-5
community computing 55, 62
community detection in social
networks, nature-inspired
algorithms for 289
evolutionary algorithms for
community detection 290-2
swarm intelligence algorithms for
community detection 292-3
complement system 78-9
complex adaptive system (CAS) 282,
385
compromised accounts 252
computational networks 109
computer immune system, detector life
cyclein 94
computer-supported cooperative work
(CSCW) 52-3
computer virus 16, 139, 318, 374
confusion 141
confusion matrix 255-7
constrained hierarchical RiBAC
(RiBAC-CH) 60

Index 443

constrained RiBAC (RiBAC-C) 60, 63
context-aware dynamic constraints
61-2
activation constraints 61
assignment constraints 61
cardinality constraints 61
SoD constraints 62
cooperation, defined 62
coordination 56
in chemistry 57
without centralized control 131-2
co-residency attack 144
co-stimulation 80
cost-sensitive learning 175
CRA (user to CR assignment) 69
crashes 348-9
CRG (community to society
registration) 68
critical infrastructures (Cls) 245-6, 373
CRS (user to CR selection) 69
cryptanalysis 393-5
cryptography and cryptanalysis 393-5
recent developments 403
artificial neural networks 404
evolutionary approaches 403—4
out-of-the-box thinking 404-5
cryptology, application in 399
artificial immune systems in
cryptology 402
genetic cryptology 400-1
neural cryptology 401-2
other biological approaches in
cryptology 402-3
CSIC 171
CTU-13 dataset 175
cuckoo technique 246
cyberattacks and malware detection
222
botnets 224
brute force attack 226
buffer overflow 226
datasets used in intrusion detection
226
AWID dataset 227
botnet dataset 227



444  Nature-inspired cyber security and resiliency

Canadian Institute for
Cybersecurity (CIC) DoS
dataset 227

DARPA dataset 226

ISCX IDS 2012 dataset 226

ISCX IDS 2017 dataset 227

KDD99 dataset 226

UNSW-NBIS5 dataset 227

distributed/denial of service
((D)DoS) attack 2224
malware 224

(remote access) Trojan horses 225

backdoors 225

ransomware 225

rootkits 255

spyware 225

viruses 224

worms 225

masquerading attacks 226
probe attacks 225
cyber ecology (CE) 13, 3812
subtypes 13-14
cyber ecosystem interactions 12—14
competition 15
cooperation 14-15
parasitism 14
predation 14
sexual interactions 15
symbiosis 14
cyber security ecology (CSE) 2, 12
cyber-ecology and its subtypes
13-14
cyber ecosystem 12—13
cyber ecosystem interactions 14—15
cytokine 77,79

danger theory 80, 385
DARPA dataset 226, 234
Darwinian evolution 32
competition 32-3
fitness 32
data analytics for encrypted network
traffic 188
artificial intelligence and 189
Bayesian network 190-1

C4.5 decision tree 189-90
Naive Bayes 190
random forests 190
self-organizing map (SOM) 191
datasets 189
flow exporters 191-2
data imbalance 174-5
decentralised social networks (DSNs)
298-300
defence techniques 378
attack detection 378-9
attack mitigation 379
attack prevention 379
defenders’ ecology (DE) 13
defense model 325
dendritic cell algorithm (DCA) 96-7,
221,233
dendritic cells 77, 80
Denial of Service (DoS) attack 399
deoxyribonucleic acid (DNA) 111-12
designed threats versus evolved threats
45
detector life cycle in computer immune
system 94
deterministic stationary policies 353
differential evolution (DE) 2801
differential evolution algorithms for
community detection 290
Diffie—Hellman protocol 401
digital ants framework 3834
digital DNA 260
definition of 260-3
sequences 260
similarity between digital DNA
sequences 263-5
direct UPA (DUPA) 414-16
discretionary access control (DAC) 58,
410
distributed decision-making 45-6
distributed decisions 40-2
distributed denial of service (DDoS)
126
attack 2224



distributed intrusion/anomaly
monitoring for nonparametric
detection (DIAMoND) 387-8
diverse response principle 399
diversity concept 140-3
DNA-based computing 396
DNA-inspired characterization and
detection of novel social Twitter
spambots 251
benchmarking current spambot
detection techniques 257
BotOrNot? service 257
supervised spambot classification
257
unsupervised spambot detection
via graph clustering 259
unsupervised spambot detection
via Twitter stream clustering
258-9
classification task and classification
metrics 255-7
datasets 253
legitimate accounts 254
reproducibility 254-5
social spambots 253—4
future directions 273
social spambots, accurate detection
of 259
definition of digital DNA 260-3
digital DNA sequences 260
digital DNA sequences, similarity
between 263-5
social spambots, DNA-inspired
detection of 265
comparison with state-of-the-art
detection techniques 272-3
LCS curves of a group of
heterogeneous accounts 267—8
LCS curves of a group of
homogeneous accounts 266
unsupervised detection technique
268-72
domain generation algorithms 182
Domain Name System (DNS) (D)DoS
224

Index 445

DonDonym network 187

DuckDuckgo hidden service 188

dynamic environments and constraints
31

dynamic role-interaction based access
control (DRiBAC) 61-2

early nature-inspired terminology in
cyber security 15-16
ecology, defined 12, 399
Edge RMP 411,414
Eepsites tunnels 195, 204
Ehrlich model 79
eigenvector centrality 283
ELLA framework 173, 175-6
emergent behaviors 31
empirical evaluations 192
experiments with I2P traffic
194-202
nature-inspired learning for
encrypted traffic analysis 203-5
using circuit level information 193
using flow level information 193
using packet level information 202-3
encrypted network traffic
data analytics for: see data analytics
for encrypted network traffic
encrypted traffic analysis,
nature-inspired learning for
203-5
encryption algorithm 395
energy services interface (ESI) 234
engineered cyber systems, analogous
qualities in 31-2
entropy 189
epidemic models 296-7, 317-19
equilibrium vs. homeostasis, in
biological systems 121-2
Erdos—Rényi (ER) network 330
error convergence 424, 46
ESCAPE models 145
evaluation test bed 430-1
evolutionary algorithms (EAs) 156,
1634, 169, 215-17, 278-81
evolutionary computation 395, 403



446 Nature-inspired cyber security and resiliency

evolutionary fitness 32

evolutionary programing 217

evolutionary strategy (ES) 216-17

exception events 348

existing access control models for
cooperation 59

exploratory tunnels 194

explorers, colonies with 362

extrinsic physical rules and constraints
30

F1-score: see F-measure
fabric functioning 4
fake followers 253
false negatives (FN) 233, 255
false positives (FP) 255, 379
fast learning networks (FLN) 231
feedback shift register 404
fingerprinting detection technique
272-3
firefly algorithm (FA) 155, 219, 246,
288
fish swarm algorithm (FSA) 219
flocking and swarming 113-15
flow-analysis-based encrypted traffic
classification 202
flow exporters 191-2
flow level information, empirical
evaluations using 193
F-measure 256-7
Fraggle (D)DoS 223
Fraglets model 57
fuzzing 343
alternative mathematical models 367
fuzzing with learning behavior
363-6
learning agents, hierarchies of 366-7
as a Markov decision process 354-8
with predefined behavior 358
guiding a colony of Fuzzers with
chemotaxis 361-3
Lévy flight foraging, hunting bugs
with 358-60
research challenge 343—4
stochastic process of 345

fuzzing origins 346-7
generic architecture and processes
350
Markov decision processes 350—4
modern fuzzing 347-50
stochastic process of 346
fuzzing swarm 360-1
fuzzy GA (FGA) 229
fuzzy logic (FL) 127,221, 229-30, 243

game theory (GT) 222, 243
GAMMA model 57
Geffe generator 404
generalised attack scenario analogy
19-20
mapping nature lines of defence to
cyber security 21-3
three lines of defence in nature 20-1
genetic algorithm (GA) 151-4, 156,
215-16, 228-9, 243, 280, 291,
393,396
development 424
crossover operation 428-9
fitness functions 426-8
general provisions 424
generation of chromosomes 424-5
generation of initial population
425-6
mutation 429-30
to identify structure in HTTP
requests 167-9
giant component, size of 328
goal-oriented, defined 55
Graph-C 329, 332
graph clustering
unsupervised spambot detection via
259
graph coloring 316-17
graph-coloring based adaptation 327
Grey Hole (D)DoS 223
group-based RBAC (GB-RBAC) 59

Hessian matrix 175
heuristic techniques 151, 411
hierarchical RiBAC (RiBAC-H) 60



historical examples of nature-inspired
inventions 2—4

homeostasis 121-2

honey bee foraging 41-2

honeynets/honeypots 2, 11

host-based immune wall (HIW) 385-6

HUM-HYB dataset 254

hyper-heuristics 172

Hypertext Transfer Protocol (HTTP)
165, 167-9

HTTP request 184, 188

HyperText Transfer Protocol (HTTP)

Flooding (D)DoS 224

12P networks 181, 183, 1867, 189,
194-6, 205
12Psnark tunnels 195, 204
2P traffic 183
experiments with 194-202
idiotypic network 75, 82, 84, 86—8
immediate reward function 352
immune-based defence and resiliency
75
applications 90
artificial immune systems (AIS)
92-100
immune properties of artificial
systems 100-1
immuno-engineering 90—1
limitations and perspectives of AIS
applications 101-3
core contributions 77
complexity aspects of the immune
system 82-8
immune properties of natural
organisms 88-9
immunity basics 77-82
definitions 76-7
perspectives 103—4
immune network theory 385, 397
immune system, complexity aspects of
82
empirical validation of immune
affinities 83-6
idiotypic network 82

Index 447

contributions of 88
modelling self-assertion and immune
tolerance 82-3
multi-scale mechanisms 86
immunity 77
danger 80
innate and acquired immunity 78-9
one-signal model 80-1
selection, cloning and deletion 80
self and non-self 79
three-signal model 80-2
two-signal model 80-1
immuno-ecology 91
immuno-engineering 75, 901
immunoinformatics 91
inductive bias learning 171
information and communication
technology (ICT) systems 7,
373
information exchange 129
information flow through biological
systems 111-13
InformationGain 190
information technology (IT) networks
109
InMon sFlow 192
innate immunity 78-9
intelligence, defined 55
interdependent components 30
Internet 211
Internet Control Message Protocol
(ICMP) Flooding (D)DoS 223
Internet of Things (IoT) 125, 211-12,
301
intrinsic behavioral rules and
constraints 30
intrusion detection
artificial immune systems for
98-100
datasets used in 226
AWID dataset 227
botnet dataset 227
Canadian Institute for
Cybersecurity (CIC) DoS
dataset 227



448  Nature-inspired cyber security and resiliency

DARPA dataset 226
ISCX IDS 2012 dataset 226
ISCX IDS 2017 dataset 227
KDD99 dataset 226
UNSW-NBI15 dataset 227
intrusion detection/prevention systems
(ID/PSs) 1
intrusion detection system (IDS) 220,
325,378
intrusion prevention system (IPS) 11,
378
IP flux 182
Ir-genes (immune response genes) 81
ISCX IDS 2012 dataset 226
ISCX IDS 2017 dataset 227
iterations 213

Jernian network 82

JIRCii tunnels 195, 204

JonDonym 181, 1834, 189
experiments with 197-8

Juniper J-Flow 192

k-common substring problem 264
KDD999 datasets 229, 244
KDD99 dataset 226, 233
knowledge transfer 164

K-shell index 288

Land-(D)DoS 223
LASSO (least absolute shrinkage and
selection operator) regression
174
latent vs. expressed properties 124—5
learning agents, hierarchies of 366—7
learning algorithms 211
learning and cognition 119-20
learning behavior, fuzzing with 363—-6
legitimate accounts 254, 257
Lévy flight foraging, hunting bugs with
358
Lévy flight hypothesis 360
optimal foraging 359—60
swarm behavior 360

lifelong machine learning (LML)
1634, 171
in cyber security 172-3
data imbalance 174-5
mathematical background behind
173-4
practical application of 175-6
remarks on effectiveness 176
link prediction in social networks,
nature-inspired algorithms for
292
evolutionary algorithm for link
prediction 295
swarm intelligence algorithms for
link prediction 295
Linux containers 145-7
local area network (LAN) 375, 411
longest common substring (LCS) 264
Low-Rate (D)DoS 223
LVQ algorithm 232
lymphocytes 79, 86
lysis 78

machine-learning algorithms 125-6,
131, 163, 187
Maji 192
malicious software 12,15, 19, 211, 224
malware 224
(remote access) Trojan horses 225
backdoors 225
ecology 19, 143
halting technique 321
ransomware 225
rootkits 255
spyware 225
viruses 224
worms 225
mandatory access control (MAC) 58
MANET networks 11, 229, 231
Markov cluster algorithm (MCL) 259
Markov decision processes 350
fuzzing as 354
actions 356-7
rewards 357-8
states 355-6



policies and behavior 351-3
value functions 354
masquerading attacks 226
Matthews correlation coefficient
(MCC) 256
memetic algorithm 289
MIGRATE technique 145
mimicry techniques 18,22, 142

mobile social networks (MSNs) 300-1

modern fuzzing 347
bug observation and identification
347-9
fuzzer taxonomy 349-50
modularity 283
Molloy—Reed criterion 320
monkey testing 347
monotonic nonincreasing functions
265, 269
Morphotex textile 5
movement ecology 360
moving-target defense (MtD) 140-1,
314
applications in the OSI layer
143-51
in cloud computing 157
in the cloud layer 144-6
coevolution in 151
diversity concept 141-3
in the network layer 146—7
in the signals and communication
layers 148-51
Moving Target IPv6 Defense (MT6D)
146
multi-agent immunologically inspired
model 385
multi-agent systems 54
multi-flock technique 384-5
multilayer-encryption anonymity
networks 181-2

Multi-Layer Perceptron (MLP) method

2312
multi-organism coordination 113-15
multitask learning (MTL) 164
mutation 213,231

Index 449

Naive Bayes 190
National Institute of Standards and
Technology (NIST) 374-5
natural killer cells 79
natural organisms, immune properties
of 88-9
natural systems 29
nature/bio-inspired algorithms 211-12,
215
nature-inspired approaches 277,
395-9
for addressing other social network
issues 298
for community detection in social
networks 289-90
evolutionary algorithms for
community detection 290-2
swarm intelligence algorithms for
community detection 292
evolutionary algorithms (EAs)
278-81
for influence maximisation in social
networks 285-9
evolutionary algorithms for
influence maximisation 2867
swarm intelligence algorithms
for influence maximisation
287-8
for link prediction in social networks
292
evolutionary algorithm for link
prediction 295
swarm intelligence algorithms for
link prediction 295-6
for rumour detection in social
networks 296-7
security challenges and future
research directions 302
future research directions 3034
research challenges in social
networks 302-3
security in emerging areas 298
decentralised social networks
(DSNs) 298-300



450

mobile social networks (MSN5s)
300-1
social Internet of Things (SIoT)
3012
significance 284-5
social network 282
security and privacy 283—4
swarm intelligence algorithms 278,
281-2
for trust management in social
networks 297-8
nature-inspired cryptography and
cryptanalysis 393
recent developments 403
artificial neural networks 404
evolutionary approaches 403—4
out-of-the-box thinking 404-5
nature-inspired efforts, success from 36
nature-inspired feature extraction
algorithms 167
evolutionary approach for content
validation 169-71
results 171
using genetic algorithm to identify
structure in HTTP requests
167-9
nature’s tools 39
distributed decisions 40-2
error convergence 42-3
proximate cues 39-40
synergy among 43—4
Needleman—Wunsch algorithm 170
negative selection algorithm (NSA) 220
negative selection theory 385
neighbourhood negative selection
(NNS) algorithm 232
netDb 183, 194
NetFlows protocol 165-7, 175
network-based immune wall (NIW)
385
network density 330
network design and management
128-30
network diversity 322
network model 322

Nature-inspired cyber security and resiliency

network regimes 110-11

network simulator 3 (NS-3) 235-6
network traffic 110

neural cryptology 401-2

neural network 90, 154

node degree 283

node model 322-3

non-adaptation (NA) 329
NSL-KDD dataset 226, 232-3
NSS algorithm 220-1, 232-3

onion router (Tor) 181, 184, 186
experiments with 198-202
Tor bridges 186
Tor traffic 187
online social networks (OSNs) 534,
251,284
operational technology (OT) networks
109
Ophiocordyceps unilateralis 382
opsonization 78
optimality and robustness, trade-off
between 1224
ordinary node (ON) 9
organisms’ interactions, nature-inspired
cyber security inspired by 18-19
organism’s characteristic feature/
defence mechanism 17-18
OSDF 144-5
OSI layer
artificial intelligence (Al)
applications across 155-8
moving-target defense (MtD)
applications in 143-51
out-of-the-box thinking 404-5

packet level information, empirical
evaluations using 202-3

packet momentum 203

parallelism 9, 55-6

partially/fully decentralized control,
defined 55

particle swarm optimisation (PSO)
218, 231, 281, 287

pathogen 77



pathogen associated molecular patterns
(PAMPs) 80
peer-to-peer (P2P) architectures 9-10,
182
perception/awareness, defined 55
perceptors 89
percolation-based adaptability strategies
315
percolation theory 314, 319-20
pervasive information community
organization (PICO) 54
pheromone 153
PhysarumSpreader 288
Ping of Death (D)DoS 223
pluggable transports 192, 200
precision 256
predator—prey model 142
primary response 79
Principal Component Analysis (PCA)
technique 169
proactive attack-and-failure resilience
(PAFR) technique 147
probability 190
Probably Approximately Correct
(PAC)-Bayesian generalization
172
probe attacks 225
probe request flooding attack 223
program crash 348
programmed death 118-19
PROTECTION framework 7-10
cooperation 9
decentralisation 8
heterogeneity 8
redundancy 8-9
responsiveness 8
protein sequence analysis 111-12
proximate cues 3940
proximity principle 287, 398

quality principle 399
random forests 190

random network, simulation results
under 3304

Index 451

ransomware 225
raw-requests and hidden structure 165
reactiveness, defined 55
Recall 256-7
recruitment 56
Red Queen hypothesis 44
redundancy and diversity, in biological
systems 118-19
RELAY DATA cells 184
(remote access) Trojan horses 225
replication 13940, 142
reproducibility 254-5
reproduction 140
resilience 140
resource virtualization 144
robotics, swarm intelligence (SI) in 57
role-based access-control (RBAC)
scheme design 58,414-16
generation of RBAC schemes 4334
reconfiguring 420-2
role engineering 410
role-interaction-based access control
(RiBAC) 59
basic RIBAC(RiBAC-B) 60
constrained hierarchical RiBAC
(RiBAC-CH) 60
constrained RiBAC (RiBAC-C) 60
hierarchical RIBAC (RiBAC-H) 60
interaction permissions 60
role-oriented (RO) interaction 60
rootkits 225
roperability/sociability, defined 55
routing 130
autonomic control 130-1
coordination without centralized
control 131-2
machine learning 131
rumour detection in social networks,
nature-inspired algorithms for
296
runtime diversification mechanism 150

Sapir—Whorf hypothesis 2
scale-free network, simulation results
under 320, 334-8



452 Nature-inspired cyber security and resiliency

ScrambleSuit 202-3
secondary response 79
Secure Socket Layer (SSL) (D)DoS
attacks 224
security and privacy, trade-offs between
45-6
security in emerging areas 298
decentralised social networks (DSNs)
298-300
mobile social networks (MSNs)
300-1
social Internet of Things (SIoT)
3012
security objectives 394t
self-assertion model 82-3
self-healing technique 245
self-organized networking (SON)
systems 156-7
swarm intelligence (SI) in 57
self-organizing map (SOM) 191, 204
self-organizing systems 156
self-patterns 220, 232
self-recognition 82
self-referencing interaction (SRI) 63
sensitivity: see Recall
sequence analysis 127-8
service delivery vehicle: see
moving-target defense (MtD)
service-oriented architecture 53
Session Initiation Protocol (SIP)
Flooding (D)DoS attack 224
Shinkansen bullet train 3
signal-to-noise ratio 230
Silk Road hidden service 188
simulation of (D)DoS attacks 236
single-role and multi-agent interaction
(SRMA) 63
single-role and single-agent interaction
(SRSA) 63
single task learner (STL) algorithm 176
sinkhole attacks 127
SIR model 323
site percolation 313, 319-20
Skype node 9

Slow Rate (Request and Post requests
and Response) (D)DoS 224
smart grid (SG) 245, 373
smart grid architecture 374-5
smart grid cyber security requirements
375-6
smart grid cyber security threats 377-8
smart grid immune system (SGIS)
385-6
smart grid security, bio-inspired
solutions for 382
digital ants framework 3834
multi-agent immunologically inspired
model 385
multi-flock technique 384-5
smart grid immune system (SGIS)
385-6
Smurf (D)DoS attack 223
Social Fingerprinting technique 272
social insects 113-15
social Internet of Things (SIoT) 301-2
social network 282-3
nature-inspired algorithms for
community detection in 289-90
evolutionary algorithms for
community detection 290-2
swarm intelligence algorithms for
community detection 292
nature-inspired algorithms for
influence maximisation in
285-9
evolutionary algorithms for
influence maximisation 286—7
swarm intelligence algorithms
for influence maximisation
287-8
nature-inspired algorithms for link
prediction in 292
evolutionary algorithm for link
prediction 295
swarm intelligence algorithms for
link prediction 295-6
nature-inspired algorithms for
rumour detection in 296-7



nature-inspired algorithms for trust
management in 297-8
relevance of 2834
SocialScan 11
social spambots 253-4, 259
digital DNA 260
definition of 260-3
sequences 260
similarity between digital DNA
sequences 2635
DNA-inspired detection of 265
comparison with state-of-the-art
detection techniques 272-3
LCS curves of a group of
heterogeneous accounts 267-8
LCS curves of a group of
homogeneous accounts 266
unsupervised detection technique
268-72
Softflowd 192
software-defined networking (SDN)
technology 146-7, 156-7, 315
software-defined radio (SDR) 148-50
software diversity 321-2, 328
software diversity based adaptation
(SDA) 325-6, 329
adaptations based on software
diversity 3268
software diversity metric 325-6
software diversity for cyber resilience
313
background and related work 316
epidemic models 317-19
graph coloring 316-17
percolation theory 319-20
software diversity 321-2
future work 338-9
key contributions 315
motivation 313—14
numerical results and analysis 328
comparing schemes 329
experimental setup 330
metrics 328-9
random network, simulation results
under 3304

Index 453

scale-free network, simulation
results under 334-8
research goal 314-15
software-diversity-based adaptation
strategies 325
adaptations based on software
diversity 3268
software diversity metric 325-6
system model 322
attack model 323-5
defense model 325
network model 322
node model 322-3
software polyculture 313
SPAM-AMZ 254
spambot detection 251
unsupervised
via graph clustering 259
via Twitter stream clustering
258-9
SPAM-POL dataset 254
SPAM-TEST2 254
specialization 56
specificity 256
spectrum management 148
speed, evaluation of 431-3
SPIT (spam over Internet telephony) 10
spyware 225
stability principle 399
state transition probability 352
steganography 17, 142
STEM 200
Stewart’s model 86
stigmergy 113-14, 132
stochastic perturbations in environment
and input 31
stochastic stationary policies 353
Structured Query Language (SQL)
injection attack 170
super node (SN) 9
super space 54
supervised spambot classification 257
support vector machine (SVM)
classifier 187
survivability through heterogeneity 321



454  Nature-inspired cyber security and resiliency

swarm indigence techniques 155
swarm intelligence (SI) 126-7, 151-2,
157,217-19, 230-1, 278,
281-2, 398
cooperation in 56—7
in robotics 57
in SON 57
swarms and social insects 131-2
Sybil attacks 23, 188
Sybils 252
Symantec 6
synergy among nature’s tools 43—4
SYN-Flood (TCP-Flood) (D)DoS
223

task-based access control (TBAC) 59

task-oriented (TO) interaction 60

Tcptrace 192

team-based access control (TMAC) 59

Teardrop-DoS 223

temporal RBAC (TBAC) 412

tertiary defence 23

three lines of defence 20-2

thresholding 115-16

time-series of traffic statistics 165—7

Tiny Encryption Algorithm (TEA) 401

T lymphocytes 77

Torinj 187

total discounted sum of rewards 353

traffic flow, defined 191

traffic statistics, time-series of 165-7

Tranalyzer 192, 200

Transmission Control Protocol/Internet
Protocol (TCP/IP) connections
169

Transport Layer Security (TLS)
connections 184

true negatives (TN) 192-3, 255

true positives (TP) 192-3, 255

trust management in social networks,
nature-inspired algorithms for
297

tunnel based data analysis 194-5

turbine (tool) 23

Twitter stream clustering

unsupervised spambot detection via

258-9

UNSW-NBI15 dataset 227

URG (user to society registration) 68

user-based data analysis 1956

User Datagram Protocol (UDP)
Flooding (D)DoS 223

Vehicle Cloud Communication wireless
network 143
Velcro 1,34
virtual groups (VG) 59
virtual local computer network (VLAN)
scheme design 416-19
design and reconfiguration 434
reconfiguring 4224
virtual machines (VMs) 144
viruses 224
VLAN mining problem (VMP) 412
VoIP (voice over IP) 9

WEKA 187

wireless communication 148

wireless sensor networks (WSNs) 125,
127

worms 225

YAF 192
yeast cell cycle 289

zero-days 343
Zeus botnet 182



Nature-Inspired Cyber Security
and Resiliency

Fundamentals, techniques and applications

With the rapid evolution of cyberspace, computing, communications and sensing
technologies, organizations and individuals rely more and more on new applications such as
fog and cloud computing, smart cities, Internet of Things (loT), collaborative computing, and
virtual and mixed reality environments. Maintaining their security, trustworthiness and
resilience to cyber-attacks has become crucial which requires innovative and creative cyber
security and resiliency solutions. Computing algorithms have been developed to mimic the
operation of natural processes, phenomena and organisms such as artificial neural networks,
swarm intelligence, deep learning systems, biomimicry, and more. The amazing
characteristics of these systems offer a plethora of novel methodologies and opportunities to
cope with emerging cyber challenges.
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